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1.Introduction

This manual describes the features of Gespage V9.2.0 and upper. Gespage is an application for the
management of one or several print servers, it enables you to check and manage the usage of your
print equipment, whetherthey are printers, copiers, or multifunction (MFP).Gespage application must
be installed on a Windows or Linux print server, which is to say a server that hosts print queues and
shares them on the network.

The Web architecture of Gespage is made accessible to the administrators via the network from aweb
browser.

The main features of Gespage are:

e Tracking of the documents printed with the usernames, the destination printers, the number
of pages, the printing cost, the printing date, a job code (project code) traceability.

e Independent from equipment brands, Gespage enables a fleet of diverse equipment’s to be
homogenized with a unique user interface and features level.

e The managementof a separate B&W and colour quotas at users, departments, and jobs level.
The users’ accounts of Gespage may be synchronized with a LDAP, Active Directory or Entra ID
Directory.

e Integrates a Management of “Windows Popup” that opens automatically after a printing for
informing or asking the user:

o Price of printing.
o Suggestion of redirection to a more economical point of printing.
o Request for the job allocation.

Gespage manual — June 2025



10

Gespage user’s manual

Integrates an application of “payment station” for the payment of printings in an anonymous
environment.

Control the user’s access right to certain peripherals.

Managing the cost of printing by printer, group of users.

Integrates the management of copiers not connected to the network (by using Cartadis
devices).

Data consolidation issuing from several print servers.

A tracking of the documents deleted by one of the Gespage parts (Popup, expiry or Cartadis
terminal) is intended to identify cost savings and justify a quick return on investment of the
solution.

RFID cards are used to identify the users at the printing point for getting a secured printing
and on request (Print2me or Global Print2me).

Management of printer rules for changing or routing the documentsto the most economical
printing places.

Integration of several print servers by asame Gespageserver (viathe agent or remote option).
Monitoring of the printer and MFP fleet via SNMP (status, toner level, paper level).
Automatic sending of the activity reports.

Userinterface foraccount viewing (with option for reloading credit with an online payment).
Gespage Mobile module of document submission in mobility: printing by web submission,
sending of email or Gespage App.

Gespage Flow for using OCR on a flow of scans.

Copy Shop module suitable for the payment of copies in copy shops with self-service.
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2.Architecture

2.1 General architecture

Gespage solution features the latest software technologies: Java JEE7, Payara application server,
PostgreSQL server database (default).

Gespage server is divided in several main services:

e Gespage Service: [Gespage Application server]: manages the printing logic, the user’s
accounts, and the Web interface, the communication with the Cartadis terminals and the
communication with the Windows or Linux agent for Gespage.

e Gespage AgentService [Gespage Print Service]: manages Windows or Linux printing queues.

e Gespage mobile Service [Gespage Mobile Service Manages print document submissions
coming from mobile printing.

e Gespage Gateway Service: Manage communication with Gespage Mobile Application for
Smartphone.

The PostgreSQL database (default database) is managed by its own service.

A Gespage configuration having to control a single print server is usually installed on the print server
itself, that is to say that the print server will host the above services.
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Setup of Gespage Server and edition of
reports by the Administrator

2.2 Control of several print servers

There are several ways to manage multiple print servers. The most suitable one should be chosen
according to the network configuration of the site.

2.2.1With Gespage agents

A Gespage configuration having to control several print servers with agents will be allocated to all the
machines as follows:
(1) Gespage server will be installed on one of the print servers or on the machine that is nota

print server.
(2) Gespage agent will be installed, on all the print servers.

Gespage agents are controlled by the Gespage server (present on one machine only).
Spool files do not pass on the network and remain locally on the server where the agent is installed.

All Gespage features remain available on the secondary site, but the service will be interrupted if the
network link between the two servers is disrupted.

In case of use of aterminal or an e-Terminal, those functions are managed by the central site.
A particular case of printserveris a workstation that hosts its own printing queue to printto a personal

USB printer. The installation of a Gespage Agent on a workstation enables the printing activity to be
controlled by a Gespage server.
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Gespage Agent

On all the sites: Redirection rules, print on request and secured, reports, transmission of counters ...

CENTRAL SITE SECONDARY SITE

Print release

Transmission of
print information and
data monitoring

Authentication
.

Copies / scans tracking

— :
— :

* Secured cop

Setup of Gespage server and PostgreSQL *  and prints
edition of reports Data Base .

2.2.2With Tracker agents

A Tracker Agentis used to track the print activity of a serverand return the statistics of the associated
MFPs.

In this configuration, the service is maintained even if the network link between the two servers is
interrupted. Tracker agents periodically return the statistics periodically to Gespage service (present
only on one machine only).

However, the functions will be limited to printers managed by the Tracker agent (no Print2me, no
printing rules).
Gespage Tracker agent

On the Central Site: Redirection rules, print on request and secured, reports, transmission of counters ...

+ Monitoring of the Secondary site (Regular transmission of counters and print activity)

CENTRAL SITE SECONDARY SITE

\«‘.

£ et

v('\(\"s
o O s
02 0% _secured copies
o

o
8 8¢
o 25 and prints

5

print ¢
Spooler .

User station or server

Setup of Gespage server and
edition of reports

DB PostgreSQL
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2.2.3With Gespage Remote

A remote server hosts the entire Gespage application. This configuration allows the servers to be
independent, making them available even if the network link between the two sites is interrupted.

In case of network disconnection between sites, this configuration enables Gespage Remote to ensure
functioning. So, printing rules, secure printing, the rights of each userand the collection of information
are thus maintained. Once the network s restored, the data will be centralised on the central server.

Gespage REMOTE

On all the sites: Redirection rules, print on request and secured, reports, transmission of counters __.

Centralization from the Central Site but autonomous Remote Site in case of a power failure.

CENTRAL SITE REMOTE SITE

Print release

Secured copies
and prints

Setup of Gespage Servers and BD PostgreSQ
edition of reports

2.3 Network flow

2.3.1 Printings

The Gespage software does not modify the configuration of printers on the print server. The network
flows for receiving printings remain unchanged and depend on the configuration of the printing port
of printers.

2.3.2 Printer’s monitoring

To monitorthe status and counters of printers, the SNMP port for communication between agentand
Gespage printer (UDP 161) must be opened.

2.3.3 Management of several print servers

TCP Port of communication between Gespage agent and Gespage server

The Agents communicate with the Gespage Service by using the HTTP protocol on TCP port 7180 and
TCP port 7181 (in secured mode). From a network point of view, the Agents are clients of the Gespage
service, they only make outgoing calls to the Gespage service.
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When the Global Print2me functionis enabled, the secured TCP port 7121 (by default) is also used in
addition for the FTP transmissions. The FTP server embedded by Gespage runsin active mode for the
transport of data (the server port number opening the connection to the client is random).

Communication flow between Gespage agent and Gespage server

For a standard use, the volume of communication between an agent ora Remote and Gespage service
is extremely limited. Indeed, the agent does not send the flow of spool files, they remain local to the
print server.

If the Global Print2me function is enabled, networks flows are more consistent since the flow of
printings is duplicated on each agent. The administrator must combine with the network capacity, the
functionality, and the performance of the solution.

Communication flow between a Remote server and a central server
Remote server communicates with the central server by using the TCP ports 7180 or 7181 (secured
mode).

2.3.4 Terminals

TCP Port of communication between physical terminals and Gespage server

The Cartadis terminals communicate with the Gespage server by using the 7180 TCP port or the 7181
TCP port (secured mode). From a network point of view, the terminals are Gespage service clients,
they only do outgoing calls to the Gespage server.

TCP Port of communication between embedded terminals (eTerminals) and Gespage
According to the brand of the MFP where the eTerminalis installed TCP port usage is different, please
look at the user’s manual of the relevant eTerminal.

2.3.5 Client applications

TCP Port of communication between the Popup application and Gespage service
Gespage Popupapplications communicate with Gespage service by using the 7180and 7181 TCP ports.
From a network point of view, the Popup are Gespage service clients, they only do outgoing calls to
the Gespage server.

Communication TCP Port between the GPayStation application and Gespage service
GPayStation applications of payment station communicate with Gespage service by usingthe 7180and
7181 TCP ports. From a network point of view, the payment stations are Gespage service clients, they
only do outgoing calls to the Gespage server.

User interface / Gespage Mobile / Web Payment

The userinterface (user portal for mobile printing, web payment) is accessible from a web browser on
the 7181 (HTTPS) port of the server.
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Note: For the usersto be able to reach the Gespage serverfrom the Internet, a public IP is required. If
the security policy of your organisation prevents from such public IP, the users could print to your
Gespage serverfrom Internet. Avery secure replacementtechniccan be used by means of the “Email
Printing” feature of Gespage. A dedicated mailbox can be used as a communication area between
Gespage, and printings submitted from the Internet.

According to the configuration of the e-mail printing, the user portal can be used to configure the
printing (see § 6.4.2).

2.3.6 External services

SMTP email server
To send e-mails, Gespage serveris client of a SMTP serveron the TCP port 25 or the TCP port 587 (in
secured mode). This is the default port; it can be changed.

LDAP directory
To synchronize with the AD / LDAP directory, Gespage server is client of the directory server on the
389 TCP port or the 636 TCP port (in secured mode). This is the default port; it can be modified.

Data base

Gespage serverhasaccesstothe PostgreSQL onthe 5432 TCP port. By default, the data base is set
locally on the server hosting Gespage.
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3.Installation

3.1 Installation on Windows

3.1.1 Required configuration

The configuration requested toinstall Gespage is described in the Gespage prerequisites document.
3.1.2 Installation on Windows
The latest version of Gespage can be downloaded from www.gespage.com.

Gespage server for Windows is a Windows executable:
e Gespage_Setup _win_x64.exe.

The installation of the Gespage services requires:
e 1 Goofdiscspace.
e Have the administrator rights in the Windows session.
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WARNING! Please ensure you have configured the name of your server with its final value and joined
it to the domain before starting the installation.

The installation procedure is as follows:

e Launch the executable (ex: Gespage_Setup_win_x64.exe).
Choose the installation language in the setup wizard:

Select Setup Language >

Select the language to use during the
installation:

English w

Cancel

(1) Select the PostgreSQL database server then click on Next:

A Setup - Gespage 9.0.0-b.2 - o
Database choice
Which database server would you like to use?
Server type :

(®) Postarezql (new installation)
() Existing server

e Gespage uses the default PostgreSQL database server, it needs confirmation on the port
number, leave the default value of 5432.
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A Setup - Gespage 2.0.0-b.2 — *

PostgreSQL server parameters
Flease enter the informations required for PostgreSGL installation.

Please spedify the directory where PostareSQL will be installed :

Browse...

& Setup - Gespag

-

5.0.0-b.2 — et

m

PostgreSQL server parameters
Please enter the informations required for PostgreS0L installation.

Flease specify the directory where PostgreSQL will be installed :

T T - Sk e o ]

|C—: Setup

TCP

543 PostgreS0L is going to be installed.
Click OK and wait a few seconds for the installer to start.

Cancel

e Press Next then wait for about 30 seconds for displaying the window of the PostgreSQL
installer press Next again:
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& Sctup - Gespage 2.0.0-b.2 —

PostgreS(QL server parameters
Please enter the informations required for PostgreSOL installation.

Please spedify the directory where PostgreSQL will be installed :
. . .

¥ Setup —

Installing
Unpacking C:\Program [...]Jckages'\sqglalchemy\dialects\postgresqglibase.py

e The above window shows the progress of the PostgreSQL.
From now on, the PostreSQL service is installed.

e Select and confirm your installation options.

& Setup - Gespage 2.0.0-b.2 —

Options configuration
Choose whitch options you need,

Start Gespage services after install

Enable default control of all printers
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You can choose an automatic start of all Gespage services at the end of the installation.
WARNING! When upgrading an inactive node of a Microsoft cluster, you must not
automatically start the Gespage services, otherwise you risk corrupting cluster.

You can choose whether printers already installed on the print server should pass under the
control of Gespage.

WARNING! If you are installing Gespage forafora test (POC Proof of Concept), then you must
take care not to affect all the printers installed. In this case, you must uncheck the box
concerned.

Read the EULA (End User License Agreement) and if you agree press Next.

A Setup - Gespage 9.0.0-b.2 - >
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

EMD-USER LICENSE AGREEMENT FOR GESPAGE SOFTWARE ~

IMPORTANT PLEASE READ THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL.

CARTADIS End-User License Agreement ("EULA") is a legal agreement
between you (either an individual or & single entity) and CARTADIS

for the CARTADIS software product(s) identified above which may -

fmeliide mrmaciabad cafemen coamnmamante mendin meintad oooFaeiole

@ I accept the agreement
(") 1 do not accept the agreement

You can change the default path of the software installation:

& Setup - Gespage 9.0.0-b.2 — >
Select Destination Location
Where should Gespage be installed?

Setup will install Gespage into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

": rogram Files\Gespage \GespageCore Browse...

At least 1 785,0 ME of free disk space is required.

< Badk Cancel
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(1) To save space onthe desktop, you can choose an alternative folder for the Gespage shortcuts

to be copied:

& Setup - Gespage 2.0.0-b.2

Select Start Menu Folder
Where should Setup place the program's shortouts?

\ﬂ Setup will create the program's shortouts in the following Start Menu folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

[lGespace

Browse...

[ ]Don't create a Start Menu folder

(2) In addition to the shortcuts copied in the selected folder, you also can copy them on your

desktop:

L8 Setup - Gespage 9.0.0-b.2

select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling Gespage,
then dick Mext.

Shortouts
Create a desktop shortout
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A Setup - Gespage 9.0.0-b.2 — >
Ready to Install
Setup is now ready to begin installing Gespage on your computer.,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files\Gespage\GespageCore

Start Menu folder:
Gespage

Additional tasks:
Shortouts
Create a desktop shortout

< Back Install Cancel

e Theabove window shows an overview of the options chosen. If they are suitable, click Install.

The Gespage installation is now completed. The Gespage interface is accessible from the “Gespage
Admin” shortcut created on the desktop of your server or from a web browser on the network by
accessing to the URL: http://Server_address:7180/admin or https://Server_address:7181/admin.

3.1.3 Software upgrade

To upgrade your Gespage software, simply launch the installer of the new version to be upgraded.

At the time of configuring the database, “Server exists” is to select. If you used the default
configuration at the first installation of Gespage, simply select the “Default Authentication” option.

WARNING! Before performing your upgrade, please check that the current license of your serveris
still under maintenance. Otherwise, your license will not be valid after the upgrade.

3.1.4 Software uninstallation

You can uninstall the Gespage software using the Windows program manager.
Gespage uninstalling does not remove the database. Data of your server remains stored.
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3.1.5 Installation on Linux Debian

Gespage can also be installed on Debian server.
Debian must be at least on version 12

The installation process is described on our support site: Gespage Debian
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4. Getting started

Gespage server controls the Windows printing queues of the printer available on your Windows print
server. We will see thatall or part of your printers may be chosen as being in the control of Gespage.

The creation of new printers, the installation of print drivers and the default configuration of the
drivers can be conducted from the standard interface of your system:
- On Windows: from the menu of Printers.
- On Linux: fromthe menu of Printers of CentOS, or the web interface of administration of cups
(http://Server address:631 - only accessible locally by default).

4.1 Administrator interface

From a Web browser, the administrator’s interface is launched by accessing to the URL:
- Secure mode: https://Server _address:7181/admin.
- Non-secure mode: http://Server address:7180/admin.
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& Gespage

User
Password

-] Login

The administrator login name is “admin” and the default password is “123456”. This password may
be modified (referto § 12.4.2).
A configurable access of administration may be provided to users of the system (see § 12.4).

4.1.1 Browsing principles across the menus

Gespage application functions are organized in 8 categories:

o Dashboard (Overview of the last activities).

o Printers (Configuration of the printers, terminals, and prices).
o Document (Configuration of scan and Mobile printing)

o Accounts (Management of the user’s accounts).

o Monitoring (Monitoring of pending jobs, printers, and agent).

o Journals (Display Gespage events)

o Reports (Report on the activities and printing costs).

o Server (General configuration of the Gespage server).

o Support (licenses and tool to get logs)

The menu displayed at the top of the Gespage homepage lists the categories.

Selecting a category causes a menu bar of the functions associated to be displayed underthe menu of
categories.

e Within the various menus, the items shown in tabular form may be filtered (per date, name
...). These data may be exported as Excel file or PDF.

4.1.2 General configuration

The configuration of these parameters is accessible from the menu Server> Configuration > Admin
Parameters > Global parameters.

1. Thefirst stepin configuringyour serveris to define whetheryou wish to use Gespage only for
print accounting (mode 1) or also to manage user credits (mode 2 - quotas).

2. You must also specify the scale of price magnitude whether credit is expressed in Units or
Currency (with the choice of number of decimal places from 2to 5).
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3. The currency used for credit may be expressed in currency (EUR, USD) or a free text (Units,
Copies and Points). This parameter must be filled in if a reloading solution of accounts by users

is used.

4. The address of the server on the local network must be filled as well as the HTTPS port used
(7181 by default). The public address and the public secure port may also be filled in if

necessary.

5. Should you use the secure printing functionalities, you can define a maximum duration of
retention of documents. The documents deleted will be considered as savings. The amounts
of these savings will be held for a future viewing.

6. The language of the Gespage web interface may also be modified.

¥ Gespage

Serveur / Configuration / Parzmétres admi

Paramétres globaux Paramtres avancés

Langus du serveur

Mode d'impression

Echelle de grandeur des prix

Code monnaie (IS0 4217)

Adresse du serveur Gespage

Port (sécurisé)

Adresse publique du serveur Gespage

Port public

Protocole public

MNombre d'heures

Himite:

fi_FR

(0) Mode 1, complabiliié seulement (pas de blocage des impressions)
(®) Mode 2, gestion des crédits utiisateurs (ave blocage des impressions)

En monnaie avec 2 chiffres décimaux

EUR

10.0.100 26

T8

10.0.100 26
T8

HTTPS

Some of the above parameters are described later (refer to § 12.1.1).
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4.2 Access to the user interface and basic functions

From a Web browser, the user’s interface is launched by accessing to the URL:
https://Serveraddress:7143

*éequge

Username
Password

Forgot password?
. Sign in

Mo account? Craate one.

& 2000-2025 » Gespage — v5.3.0-rc.3

If you needto change this port to anotherone (to 443 for example), please contact our supportteam
through our support portal https://support.gespage.com

The use for the user interface are detailed on another manual that you can find at our support portal
https://support.gespage.com
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Gespage dashboard enables customized information related to the print activity managed by the
solution, to be displayed in the form of tables and graphs.
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5.1 Diagrams

Several diagrams are available for displaying various information.

5.1.1 Top ranking diagrams

Displays information on the larger volumes by printer, user, department, and job in the form of
histogram. The number of classified elements and the analysed period may be customized.

2 | NGespoge [N
espage

2 | QGespag

@ 1ot / Dashboard / Top ranking

A

@ Start date 62023 End date TR2023 Top rankin 5 0w

x| -

VOLUME BY PRINTER VOLUME BY USER

&

PC_0108/ Ricah_200
GESPAGE- TEST- 220/ TOSHIBA_= STUDIOMTES
5] GESPAGE-TEST- 22/ Tezhitaa_400

bI1] GESPAGE-TEST-Z20/RICOH-MC200 200
] PC_0108V/ TOSHIGA_69

(] Malone Lous
(] Chrizdali= Kanza
[I0] Harever Moncomble,

[ aa

150

50

0 - —— o - —

between 2023/06/20 and 202307/20 between 202306720 and 202340720

VOLUME BY DEPARTMENT VOLUME BY JOB

i
BE
[I] 90 DEPWRTMENT SPECIFIED

pi] 250
] 200
130 150
100 100
50 50
. L .
between 2023/06/20 and 202307/20 between 2023/06/20 and 2023407/20
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5.1.2 Comparative diagrams

5.1.2.1 Printing flow summary

Displays information on the distribution of the printing flow in the form of circular diagrams within the
dates wished (Copy / Print / Scan / Fax - Recto / Duplex - Colour / Black and White).

g ~Gespcge
g mcard { Comparative diagrams
o
® PRINTING FLOW SUMMARY
Latt
g Start date 6/20/23 End date Ti20023
i
JOBS DISTRIBUTION DUPLEX PAGES COLOUR/BW PAGES

61%

copies prints W scang fazes Wl Singl= page (] Duplex W] Color [ Black & White

between 2023/06/20 and 2023/07/20 between 2023/06/20 and 2023/07/20 between 2023/06/20 and 2023/07/20

PRINTING FLOW TREND

Trpe | Perday v | Enddale | 72833

5.1.2.2 Printing flow trend

Displays information on the print flow trend in the form of line charts between two periods.

Type
Per hour: compares the printing volume of a day with the previous.
Per day: compares the printing volume of a month with the previous within 30 days.
Per week: compares the printing volume between two quarters.
Per month: compares the printing volume of a year with the previous.

Date
Indicates the end date of the compared periods.
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PRINTING FLOW TREND (a])

Printing volumes 30 days

M| between 2021/06/20 and 2023/07/20

W betuween 2021/05/21 and 2023/06/20
100
80
€0
40
20
0

® 3 & 2 ? G F 8 ® £ s & & & 2 e & & $ e 8 - T B Y E ® &

g & & & s & & & & & & & & & & & & & & & @ & & & & & & & & & & &

5.1.3 Cashier

Cashier menu of the dashboard displays the list of cash reloader systems connected to the server.

o | QGespage
@ < Stratus
) [ {2 / Dashboard / Cashier
-3
® DRC10
[
g Name T) Credit T] Status T]
The list is empty.
&
Name

Name of the unit, it also gives access to the setup page of the unit.

Balance
Displays the balance accumulated since the installation of the unit.

Status
Status recovered by the system.

The following icons indicate the status of the unit:
W¥  Unknown status
\f/ The unit has no problem

&

g The unit shows an alert

* The unit is offline.
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5.2 Configuration

From the “Preference” tab, the Configuration menu enables customized elements displayed on the
dashboard to be defined (for the Administrator account currently logged).

Dashboard / Preference

Top ranking WVolume by printer
‘ Comparative diagrams Jobs distribution
Printing flow trend Perday

Top ranking:
Defines which histogram is displayed on the dashboard (volumesby printer, user, department, and

job).

Comparative diagrams:
Defines which circular diagram is displayed on the dashboard (Jobs distribution, Use of Colour/BW
pages or Duplex pages).

Printing flow trend:
Defines which line chart is displayed on the dashboard (per hour, day, week, or month).
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6.Printers

6.1 Gespage printer and queues concept

With Gespage v9and Gespage Stratus, the printing configuration concepts have evolved. The printers
and printer queues configuration are now both available in Gespage configuration:
— Gespage printer (new): It corresponds to the physical printer. It is a new conceptin Gespage.

There will be only one instance per physical printer. The eTerminalis linked to the Gespage
printer.

— Gespage printer queue: It corresponds to a printer queue configured on a local computer.
There will be as many printer queues as computers where a Gespage agentis installed. Onthe
server side, each queue is aggregated in one Gespage printer.

Through these new concepts, it is now possible to configure printers either locally on each user’s
computer or on a printer server.
— Network printers: Inthat case, the printers are installed on a local print server, where Gespage

Agentis also installed. The network printers are then shared on the local network.

— Local printers (new): Inthat case, the printers are installed on each local computer. With this
configuration, you need to deploy a Gespage agent on each localcomputer, but no print server
is required.
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6.1.1 Configuring print queues

% Gespage

Spoo Printer o & . Priority

O

ter/Copler name 1. Connected terminal 11 g . ! address Tl I
type 1l group 1! printer 1)

OO0 0O

Gespage lists the print queues of the print server, they are then displayed in the “List of printers,
copiers.” By default, all the local printers on yourserverwill be in the control of Gespage. The printers
that are notlocal to yourserverwillnot be considered exceptif a Gespage Agentisinstalled on another
computer or print server.

The name of the printers appearsin the column “Printer / Copier name,” the name is composed of 2
parts “Server name / Printer name”, the “server name” comes from the first Gespage agent that
connects to Gespage server to create the printer. The printers name can be renamed in Gespage to
simplify the printer administration through Gespage.

For each printer, a set of characteristics enables to define:

o The price of pages printed in A4, A3, black and white and colour.

o The functionalities available: printer, copier, or copier & printer.
An eTerminal or an external Cartadis terminal must be installed on the printer copier (MFP)
for managing the copier functionality.

o The compatibility rules used to perform the redirection functions of printings at the user’s
place (Print2me function).

o The printing rules (forced or suggested) used to change the properties of a document or
redirect it to the most economical printer.

o The mobile printing setup.

The features of a printer can be viewed or modified by following the link of its name.
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6.1.2 General configuration

¥Ge spage
Printers / Printer / Copier - GESPAGE-TEST-26/5HARP BF

Name GESPAGE-TEST-26/SHARP_BP-50C31
Device model
Features - Printer

(@) Copier & Printer
Ink Black & White

(@) B&W and Colour
Alas
IP address 10.0.0.45
Location
Comments
Volume
Connecled terminal sharp_10.0.0.45
Printer group
Post accounting

Disabled
Page number analysis performed by Gespage
Spool type (®) Local
Print2me
Global PriniZme

Print job control
Priority printer

The “General” tab includes the following properties:

Device model:

Advanced functionality to use the configuration of a model

Features:

A function from the ones available is to select. An eTerminal or an external Cartadis terminal
must be installed on the printer / copier (MFP) for managing the copier functionality.

Ink:

When Black & White is selected, Gespage will not perform an analysis on the colour of the
document and will launch the cost calculation based on the B&W ink.

If “B&W and Colour“is selected, Gespage will perform an analysis of the document to
determine the number of pages in B&W and the number of pages in colour.

If B&W and Erasable Ink is shown, it means that for MFPs featuring B&W and erasable ink
technologies, Gespage will count the number of pages in B&W and the number of pages in
erasable ink of the documents.

NOTE: This parameter is only available if the advanced setting ui.show erasable ink
of Gespage is true.
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Alias
To replace the printer’s name with an alias used for the mobile application.
IP address:
The IP address or the network name of the printer.
ATTENTION! For monitoring the fleet via SNMP, this field must be filled in.
Location:
Location of the peripheral (it may be automatically retrieved from Windows / Linux
configuration of the printer).
Comments:
Comments of the peripheralin Gespage. These commentsare only used to ease the peripheral
management in the Web interface.
Volume:
This attribute is a customizable field (at the name and value level). From 0 to 10 customizable
fields can be added to the printers. These fields willthen be used in AD synchronization scripts
orin reports.
Connected terminal:
This field enables an eTerminal or an external Cartadis terminal to be associated to a printer
or a copier. Only the terminals already declared in Gespage can be associated to a printer. The
terminal name “— “means that no terminal is associated to the printer.
ATTENTION! A terminal can only be associated to one printer.
Printer group:
This field enables the printer to be associated to a group of printers in order to extract
customized reports or filter recipients of printer notifications (see § 6.5.2).
Post accounting:
If this field is enabled, it means that Gespage will post-count the documents in orderto correct
the number of pages really printed after the end of printing.
There are 2 types of corrected accounting:
- eTerminal (recommended):
The corrected accounting is conducted by means of the eTerminal installed on the MFP.
The availability of this option depends on the type of eTerminal installed.
- SNMP:
Corrected accounting is conducted by SNMP supervision. This type of supervision adds

network flows and slows the printing process. This option should be activated only when
the counting constraints are high.

ATTENTION! The SNMP post-counting can only be achieved if a SNMP driver
correspondingto the printertype is available. Drivers are .drv files installed in the Gespage
installation directory and agents under drivers. Please contact the Cartadis support for
further information on this subject.
Page number analysis performed by Gespage:
If enabled, it means that Gespage will not use the counting of pages from Windows (which can
be wrong with some printdrivers) but will, by itself, analyses the document before printing for
cost evaluation. Gespage then determines the totalnumber of pages, the number of pagesin
black and white and colour in a same document.
ATTENTION! This mode of counting is available for PS, PCL5 or PCL6, XPS printers (for other
languages, please contact the support) according to the drivers. You will have to disable the
“Advanced printing options” into the Windows properties.
Spool type:
This field allows you to define the printers which printings will be released either to local
printers, those installed on the same server (Print2me) or those present on remote servers
(Global Print2me).
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ATTENTION! The Global Print2me function adds network flows and slows the printing process.
It is advisable to enable this option only if the need to release printings to printers managed
by separate servers is real.

e Printjob control:
If enabled, this field indicates that the printer is controlled by Gespage and will appear in the
list of printers/copiers. If disabled, the printer is not controlled by Gespage (see § 6.5.3).

e Priority printer:
If set, this printer cannot be deleted by from Gespage administratorinterface, itis a protection
against wrong manipulation.
If this parameteris set, each new queue that will be registered on this serverwith the same IP
will be automatically associated to this printer.
If you do not want to manage a specific queue, you must disassociate it on the queue menu.
You cannot delete a printer set as priority if another queue is associated to this printer.

NOTE: Custom fields can be added to this description (see § 12.1.1.2).

ATTENTION! It is not advisable to rename your printer under Linux. Indeed, the printer will be seen as
a new printer on the Gespage server and will have to be set again.

6.1.3 Price configuration

The “Cost” tab includes the following features:

e Price profile:
Price profiles allow you to configure prices centrally and allow advanced price options to be
configured.
The profile of price “Default”is by defaultassociated with every new printer. Another profile
of price may be chosen or set prices that do not correspond to any profile by selecting “-.”
e Default cost: (only in case the profile is set to “-")
- Cost/ page:
If the jobformat is not definedin the format cost (standard or others), the default price
is applied.
- Discount per duplex printed sheet:
If the page is duplex printed, the price of 2 pagesis calculated with the formula (2 x Page
price)-duplex discount.
e Cost for standard formats:
The standard formats are A4, A3 in B&W or colour, SCAN. For each format, you can seta price
and a discount on duplex.
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@ *G fal ) Logout
espage

& Pag

o 12) / Printers / Printer { Copier - GESPAGE-TEST-26/SHARP_BP-60C31

A

® General Cost Compatibility Access Right Printing rules Mobile printing

Jatt

PRICE PROFILE

B

@ Price profile ‘ - v
DEFAULT COST
Costipage | 020
Discount per duplex printed sheet | 0.00 ’
COST FOR STANDARD FORMATS
Format Ink For feature Costipage Discount per duplex printed sheet By default
A3 Black & White Copier & Printer ’ 020 1 [ 0.00 1 O
A3 Colour Copier & Printer I 0.40 ] l 0.00 ] O
A4 Black & White Copier & Printer j 0.10 ] ’ 0.00 ‘ O
A4 Colour Copler & Printer | 0.30 ' | 0.00 ‘ O
SCAN B&W and Colour Copier & Printer \ 020 | [ 0.00 ‘ 0O
COST FOR OTHER FORMATS -
Format Ink For feature Costpage Discount per duplex printed sheet
The list is empty.

Delete
DEFINE A NEW COST
Format [ ‘
Ink ‘ B&W and Colour v l
For feature ‘ Copier & Printer v ‘
Costipage ‘ 0 ‘
Discount per duplex printed sheet ‘ 0 ‘
e Cost for other formats:

According to your printers, other copy sizes can be defined, for example: LETTER, LEGAL, A0

etc.
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6.1.4 Secure print configuration

The “Compatibility” tab shows the possibility that a document sentto a Print2me common queue can
be printed to the current printer without being treated again by the print driver.

This function, linked to the function of print on request, consists in sending a print to a common queue
that will lock this print until it is released by his owner by identifying on any machine attached to
Gespage.

Gespage also enables printings to be forwarded from one serverto another, evenif the servers are on
“separate” Vlan thanks to the Global Print2me or Gespage Remote function.

III

In case of printing to a printer with “Local” spooltype:adocumentsentto this printer can only
be released on this printer, but this printer can print documents from other printers that are
compatible with it.

In case of printing to a printer with “Print2me” spool type: a document sentto this printer can
be released to a compatible printer located on the same print server.

In case of printing to a printer with “global Print2me” spool type: a document sent to this
printer can be released to a compatible printer located on any print server.

NOTE: In the case of remote servers, documents sent to this type of printer can be released

on another server (see § 14.2).

ATTENTION! printers in compatibility must share the same driver. In practice, one can consider that
PCL and PostScript printers are compatible with one another. However, it is advisable to make a test
of compatibility between various models of printers.

8 Gespage

Print2me printers Can print jobs from
PC_0108/Generc / Text Only GESPAGE-TEST-26/Copieur_Virtue

PC_010310shibaPrint2Me
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6.1.5 Access right configuration

This menu enables the access to some functionalities of the MFP to be limited (such as printing in

colour or scanning) according to the users.

For productivity reasons, Gespage deals with rights of access to printers by featuring the user groups
(see § 6.1.5). Those rights regulate the access to the machines such as a right for copying or printing in

colour. The user groups can be imported from the security groups of an Active Directory.

A box checked meansthatthe functionis enabled, if a box is not checked the user group will not have

access to the function concerned.

*Gespage

[ {0 / Printers / Printer | Copier - GESPAGE-TEST-26/SHARF_BF-60C31
General Cost Compatibility Access Right Printing rules Mobde printing

USERS GROUPS

GME O oD E

[0 uses group Tl B&WY Print Colour Print BaW Copy Colour Copy

[0 oetaur O = 0
[J  GRP_support =

= ==

Standard

(=] =1

On some copiers, extended access rights may be managed by selecting the type of eTerminal installed

via the menu Access right type.

e espage
') }
(k) | 12/ Printers / Printer | Copier - GESPAGE-TEST-26/SHARP_BP-60C31
& |
o
~
General Cost Compatibility Access Right Printing rules Mobde printing
®
[
= USERS GROUPS
&
E] Usess group 1) B&W Print Colour Print B&W Copy Colour Copy Scan Print from HDD
O oeaun a O
[0  GRre_suppont
3 2=
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6.1.6 Printing rule configuration

Printing rules are made available to the administrator so that he can foresee a policy of economic and
environmental approach.

The rules are used for various types of needs, for example:

e Route large documents to departmental or copying printers.

e Force printing in Black and White or Duplex for certain types of documents or certain
categories of users.

e Forbid printing of some documents.

e Define a bounce Print2me printer queue to keep the confidentiality of pending documents by
automatically redirecting the prints of a shared printer queue to a private printer queue of the
server.

e Enable the conversion of some spoolfiles between units of different brands (only available for
certain kinds of conversion).

When the print server receives a document addressed to a printer, Gespage evaluates the printing
rules linked to the destination printer (if there is one). If a rule is satisfied, the document will be
modified or redirected to the printer defined in the rule.

Severalrules may be linked to a printer, the rules are launched in the order they were defined (from
the top to the bottom in the display screen of rules). Once a rule is satisfied, it is applied, the other
rules of the same type are then ignored.

If a printing rule has been applied to redirect a document to a real printer, the document cannot be

released to a printer other than the one defined by the rule. In other words, a printing rule like
“Redirect to” cancels the Print2me function.
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The tab of “Printing rules” enables rules to be defined. The available rule conditions are:

If page number is greater than X pages.

If the price of the document is greater than X Euros.

If paper format is X, (X could be for example AQ).

If ink is X, (X could be Colour or Black & White).

If the file name matches X.

X is a regular expression, forexample “*.doc.” Regular expressions may be complex, go to the
site http://fr.wikipedia.org/wiki/Regular_expression for a complete definition.

If job cost is greater than X.

If colour forbidden to user group (suitable for the forcing rule in Black and White)

If the spool file’s size is bigger than a X Mo.

Always.

A customized condition may also be defined by using the rules executing a script (Groovy).

When a rule is matched, Gespage can then:

vl s W e

Redirect the print to another printer.

Redirect the print to the trash (the document is deleted).

Redirect to the Reprography Service. The document is then deleted from the list of pending
jobs. The Popup informs the user that his document must be printed via the Repro Service. An
advanced parameter “popup.repro.url” enables a Hyperlink to be added to the URL of
adequate service.

Run a script.

Suggest redirection to users. In this case, the redirection is proposed to the user who can
accept it or not.

Enforce the modification of the document:

e Black and White

e Duplex or simplex

e Erasable ink (for compatible MFP).

ATTENTION! This function modifies the content of the spoolfile. Its availability depends on
the driver used (only for some PS and PCL drivers).

Convert the spool file according to a list of predefined conversions.
ATTENTION! This function modifies the content of the spoolfile. Its availability depends on the
driver used (only available for the list of predefined conversions).
Add a watermark: the following variables may be used:
%USER_1D% = add the user login from the user that release the job.
%SHOWN_NAME% = add the complete name from the user that release the job.
%DATE% = add the date and timestamp when the job is release
%USER_COMMENTS% = add the comments from the user’s information menu.
%EMPTY% = disable the watermark (for example on a physical printer when the Print2me
gueue have already a watermark).
Example: ‘CONFIDENTIAL - %SHOWN_NAME% (%USER_ID%) - %DATE%' -> will print on the
print job sheets 'CONFIDENTIAL — Guillaume Le Roch (gleroch) — 14/12/2020 14:23’.
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Printers / Printer / Copier - GESPAGE-TEST-26/5HARP_
Access Right Printing rules
Rule type Action to perform
Ifink is Colour Enforce Duplex

50
_ Redirect to PC_0108/Sharp_43

If page number is greater than

If page number is greater than

Redirect to PC_0108/Sharp_43

A Gespage Popup application is supplied in standard with Gespage. If this application is installed on
the user’s workstation, he isinformed when his document is modified or redirected to another printer.
The usermay also be informed that a printing rule applies by sending him an email. But this application
must be deployed in case a redirection is suggested for informing the user.

6.1.7 Enabling mobile printing

The "Mobile Printing" tab is used to indicate whetherthe selected printer will be available for printing
from mobile printing (from the user's web page, from the Smartphone application).
A QR code is automatically generated forthe selected printer, this code can be used from the Gespage

mobile application.

To begin, you must first select the checkbox.

{ Printers / Printer / Copier - GESPAGE-TEST-26/Brother_pret

General Cost Compatibility Access Right Printing rules Mobile printing

Cloud printing | (]
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Compatibility Access Right Printing rules Mabile printing

o

loud printing

Mams 1) Print profile T Email profile T1 Usertype TL

The list is empty.

Hame
Print profile Default w
Email prafile - w

User type v

6.2 List of queues

6.2.1 Gespage printer and queues setup

With Gespage V9, it is possible to set up local printers in order to avoid any print server.

For example, this printer has 3 print queues aggregated in one printeron the serverside, thusall print
jobs, copies or scans are considered on this unique printer instead of one different for each print
queue:
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’ *\Gespage

@ Printers - Copiers

= List of Printers, Copiers

List of Queues

Unhandled printers

Model list

+

Add model

Printer groups' list

EME © o @ @ B

-~ Add printer group
[] Terminals v
[2] Reader profiles v

“ Price profiles v

[ [0 PC_SUPPORT 8/Sharp 43

Espong1

kyocera_RFM9103298

sharp_9512445700

tloury

10.0.0.91
10.0.252.92
10.0.252.45
10.0.0.23
10.0.238.56
10.0.0.36
0.0.0.0
10.0.100.7
10.0.0.41

10.0.0.43

2

() Logout

You can see which queues from which computer are aggregated in one printer by clicking on the

number on the last column:

LIST OF QUEUES
« 1 > » 100 « (1-3/3)
[ computer name Tl Queue Name Printer/Copier name 1] Controlled 1)
[0 rc_otos Sharp_43 PC_SUPPORT_8/Sharp_43
[] PC_SUPPORT_6 SHARP MX-3071 PCLe PC_SUPPORT_8/Sharp_43
[J PC_SUPPORT 8 Sharp_43 PC_SUPPORT_8/Sharp_43

You can see all the Queues registered on the server:

| QGespage

i)
@ @ Printers - Copiers
@ ‘= List of Printers, Copiers PC_SUPPORT_6/Fax
o = (istof Quees 2055dn UPDPCL ~ PC_SUPPORT_6/HP LaserJet P2055dn UPD PCL
— o 6
= Unhandled printers
©® ) PC_SUPPORT_6/HP support
‘= Model list
llu PC_SUPPORT_6/HP_Sav
= -+ Add model
=) PC_SUPPORT_6/HP support
‘= Printer groups' list
i e —— PC_SUPPORT_6/HP support
0 Terminals v PR 21 PC_SUPPORT_6/HP_Support LPR 21
[F] Reader profiles v PC_SUPPORT_8/Konica_252.45
 Price profiles v )LTA C364SeriesPS PC_SUPPORT_6/KONICA MINOLTA C364SeriesPS

[J PC_SUPPORT 6  Kyo BE 2553

[J PC_SUPPORT 6  Kyocera TASKalfa 2550ci

PC_SUPPORT_8/Kyocera_238.56

PC_SUPPORT_8/Kyocera_23
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Spool type |

a
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If you click on the Queue name, you can either dissociate it from the Gespage Printer or change the
Gespage Printer which is aggregated with it:

{al / Queue - PC_SUPPQORT_6/Kyocera TASKalfa 2550ci

General

Printer ‘ PC_SUPPORT 8/Kyocera 23 v

To delete a Gespage agent that does not exist anymore, you can simply click on the computer name,
and choose Delete:

ol *Gespoge

o {8 /List o Queues - GESPAGE_TEST_10
A

® | FILTER

ihil

= List of Queues

&

Queue Name T
Brother V& V9
Canon_V8_ Vg
EPSON_V8_V9

HP V8 Vg
KONICA V8 V9
Kyocera_V8_Vg
Lexmark_luna_V8_Vv9
Microsoft Print to PDF
Microsoft XPS Document Writer
print2me_test
Ricohc307_W8_Vg
SHARP V8 Vg

TOSHIBA V8 V9
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6.3 Cost configuration

A price profile includes the prices of the various formats of printings that will be applied to all of
printers sharing the same profile. In practice, it is usual to define a price profile for large volume
printers, a profile for medium volumes and a profile for individual printers.

6.3.1 Basic price profile
Choose the menu Price profiles and then the item Profile list for displaying the list of profiles.

For adding a new profile, choose the menu Price profiles then the item Add profile.
For entering the various prices, refer to the § 6.1.3.

* Gﬂﬁhﬂﬂﬁ

Printers - Copiers
Terminals

Reader profiles

Price profiles Acces

Cloud printing

The profile named “Default” is the default profile associated to all the new printers.

6.3.2 Advanced price profile

An advanced price profile includes the prices of the different print formats that will be applied to all
printers that share the same profile and the same group of users. In practice, it is usual to define an
advanced price profile for the different user categories, for example teachers, students, and
administrative staff. This advanced profile will allow different users to not pay the same amount
depending on their group.

* GQQhﬂﬂQ

Printers - Copiers
Terminals

Reader profiles

Profile list

Add basic price profile

Add advanced price profile

Name Tl

Indeed, itis common not to charge administrative staff, to charge a minimum amountforteachers and
to choose a different amount for students.

To display the list of advanced profiles, choose the menu Price profiles and then the item List of profiles.
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The "Type" column is used to identify the advanced price profiles of standard price profiles (Basic).

Printers / Price profiles / Profile list

Name 7| Comments T Type Tl
Default Basic
support Basic

test Advanced

Test2 Basic

A new advanced profile isadded bychoosing the Price profiles menu and then the Add Advanced Profile
item.
To enter different prices, proceed as described in paragraph § 6.1.3.

The "Default" profile is the profile that is associated by default with all users without a specific price
profile. It must always be part of the advanced profile (otherwise an error message will appear).

6.4 Mobile printing configuration

There are three mechanisms available in Gespage for managing mobile prints:
e Printing by sending an email to an email address.

e Printing by sending a document from the web user interface.
e Printing from the smartphone application "Gespage mobile".

Email printing must be configured as follows:
e Create a print profile.
e Create an email profile.

e Associating the print profile and email profile with a printer.

6.4.1 Print profile

Gespage uses a print profile thatincludes all the properties that will be applied when printing from the
Gespage user web page or by sending an email in print mode by email.
A same print profile can be used by several email addresses.

To create a print profile, choose the Mobile print profiles menu and then the Add profiles item.
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Y Gespage

[ Maobile printing v

[E] Mobile print profiles

S@ME © ) @ B

& Print profile v
[ Email profile v
B2 Advanced scan v
% Storage connectors v
2 Advanced v

—

*Gespcge

© @B

] Mobile printing v es/Ad
[E] Mobile print profiles A
# Print profile A
= Profile list
ihl
.
- =1 Email profile v
{t:)} B Advanced scan '
“» Storage connectors v oL
<% Advanced v

Vorese

PRINT PROFILE

Name

Profil |

Comments ‘ |
Sorted O
Format ‘ Ad v ‘
Portrait Printing
Col. pages
Duplex ‘ Turn aleng the long side v ‘
Fit to page D
Additional printing options ‘ Email printouts is spool directly ‘
MAIL PRINT OPTION
Document to be printed All v
Al

Only mail body
© 2000-2023 - Gespage
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Name
Name of the print profile in Gespage. Thisname is used only to facilitate the profile management
in the Web interface.

Comments
Comment of the printing profile in Gespage. This comment is used only to facilitate the
management of profiles in the Web interface.

Sorted
Allow to print an entire document before proceeding to the next copy.

Format
Set a format (A4 default) from the following choices: A3, A4, A5 and LETTER.

Portrait printing
Set the default print in portrait mode.

Col.pages
Allow the printing of colour pages by default.

Duplex
Define the use of the duplex by default.

Fit to page
Page scaling by default

Additional printing options

e lock settings.

Prevent the user from changing some default parameters.

e lock and hide settings.
Prevent all settings from changing and does not allow viewing.
e Email printouts is spool directly.
This parameter is for email printing only.
Keep all the parameters defined in the print profile and does not require the email confirmation
from the user.

Several print profiles may be created, and the same profile may be allocated to several printers.

Document to be printed
e All:
The body and the attachment(s) are processed by Gespage.

e Attachment only:
The attachment(s) are processed by Gespage.
The rest cannot be printed.
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e Only mail body:
Only the body of the message is processed by Gespage.
The rest cannot be printed.

6.4.2 Email profile

It is not mandatory to set an email profile to use the mobile print mechanism.

Gespage will need an email profile only if you use the email printing service, that’s to say, printing via
sending an email to the Gespage server (see § 15.1).

An email profile is attached to a single printer that may be a Print2me printer.

To create a list of email profiles, choose the menu Printers > Mobile Printing Profiles > Email Profile >
Add Profile.

% Gespage

Mobile printing srofile / Add pre

Print profile

Profile list

Add profile

Advanced scan
Storage connectors

Advanced
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Document / Mobile print profiles / Email profile / Add profile

Configure email for @) External mail server (default) -:::- Internal SMTP server
E-mail address
Protocol IMAP PUSH  ~
Server address
Login
Password
Port
ssL U
Connection timeout
Authentication Basic authenfication
Maximum allowable decuments on hold per user Unlimited ~~
Secure job submission by code (to be included in the email title) No print code W
Include in returned mail Print code and web link ~

Setting the email server:

The use of an external email server is recommended. This is the setting that is described below:

E-mail address
This email must be created specifically for the processing of prints, (example:
print@mycompany.com).

Protocol
Email recovery protocol of the email server (by default IMAP PUSH).

Server address
Server of the email server (example: imap.gmail.com).

Username and password
Login and access password to the SMTP server.

Port
(by default, IMAP PUSH uses port 993).

SSL
Check the box to use the secure exchange protocol.
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Authentication
- Basic Authentication: simple login and password authentication
- Microsoft OAuth: if you are using OAuth, we will ask for the tenant and client ID to
approve the connection

Maximum allowable number of pending documents per user
This is the maximum number of mobile documents that can be held by each user.
By default, no limitation is applied.

Secure job submission by code (to be included in the email title)

This parameteris intended to protect Gespage against SPAMs that would cause unexpected printings.
¢ No print security code:
Gespage accepts all mails.

e Mandatory daily printing security code:
Gespage rejects all mails that do not include a specific code in the subject of the email. This code
is defined randomly every day (provided in the list of email profiles).

e Mandatory daily printing security code for guests only:
Gespage accepts all emails from users with a Gespage account. On the other hand, it rejects the
mails of the "Guests" users if they have no code in the object of their mail.

e Mandatory custom printing security code:
Mandatory code, it is automatically generated by Gespage for each user, it is available in the
"my account" space after a user login.

Include in returned mail
The value of this field will define whether Gespage sends an email, or not, to the userin response
to the receipt of an email printing and the content of the email sent.

e Print code and web link:
The email sent by Gespage will contain a code to enterdirectly onthe copierand alink to a Gespage
web page. This web page is used to release the document to the destination printer without any
eTerminal has been installed.

e Print code only:

The email sent by Gespage will contain a code to enter directly on the copier to release the
document (only eTerminals for Xerox or Toshiba copiers have this feature).

NOTE: Only eTerminals for Xerox or Toshiba copiers enable the print code to be entered on the
MFP.

e Linkonly:
The email sent by Gespage containa link to a Gespage web page to release the documentto the

destination printer without any eTerminal has been installed.

e Nocode orlink
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To modify an email profile, choose the menu Document > Mobile printing profiles > Email profile > List

The email sent by Gespage will contain a code to be entered directly on the copier.
This code enablesthe documentto be released, evenif the "e-mail printouts are directly spooled”

Print code even if the document is spooled directly

option is configured.

of profiles

~Gequge .

© |@|Fd B

— Mobile printing "

| E wobile Print Profiles | ~

& Print profile A

il I Email Profile I -~
= ‘= List of profiles

i -~ Add profile

{g} = Advanced scan “w

% Storage connectors “

 Advance v

then choose an email profile from the list.

GMHEO©ODE

EMAIL PROFILE

Configure email via

E-mail address
Protocol
Server address
usemame
Password

Port

SsL

Accept self-signed certificates from
Connection timeout

Authentication

Maximum number of pending documents per user
Securing prints by code (to be included in the title of the email)

Included in retun email

VGexpooo [

1aY / Document / Mobile Print Profiles / Email Profile / Edit email profile

(®) Extemnal email server (default) () Internal SMTP server

I pEr@cartadis.com

IMAP PUSH  ~

outlook office365 com

I uimi@cartadis.com

993

l

600

Basic Authentication ~~
1~

No printing security code

I Print code and link ~
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6.4.3 Configuration of mobile print profiles to a printer

Once a printer profile and an email profile have been created, these profiles stillneed to be associated
with a physical printer. For this, move to the menu Printers > Printers/ Copiers > List Copiers Printers
to get the list of printers declared on Gespage then choose the printer to associate with the profiles
from the list then select the "Mobile Printing" tab to get the following screen.

General Cost Access Right Printing rules Mabile printing

Cloud printing

MName Tl Print profile T Email profile T User type T

The list is empty.

Name
Print profile Default v

Email profile - v

User type v

Gespage manual — June 2025



58 Gespage user’s manual

Several mobile printing configurations may be added to a physical printer.
The Mobile print configuration parameters can be displayed by checkingthe box "Cloud Printing". The
configuration parameters are:

Name
Identify the configuration.

Print profile
Choose the print profile from the list of those you have created.
Several physical printers can share a same print profile.

Email profile
Choose an email profile among the one you crated.
An email profile is linked to only one printer, it cannot be shared between several printers.

User type
Select the type of users allowed to print in mobility to this printer:

e Gespage users: only users with a Gespage account are allowed to print for free.

e Guest users: only guest users are allowed to print for free.

e Anonymous users: anonymous users are allowed to print but they must pay their document
at a payment point (cPad-Pay, GPayStation).

e Gespage users and guests: after you have associated a physical printer with an email profile
and a print profile, a summary of these associations can be viewed with the menu:
Document > Mobile Printing Profiles > Email Profile > List of profiles. The following list is
displayed:

! Document / Mobile print profiles / Email profile / Profile list

+
] - ’ Protocol  Document Printer

E-mail address Tl Login Tl Server T 1 code 1] name 1|
) : ) ) ) ) ] ) : ] IMAP
impressionscartadis@gmail.com  impressionscartadis@gmail.com  imap.gmail.com PUSH
~ ) : . IMAP
print@cartadis.com print@cartadis.com outiook office365.com o q,
B ) ) : : . : i : ] IMAP
printerkiosk. cartadis@gmail.com  printerkiosk. cartadis@gmail.com  imap.gmail.com PULL
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6.5 Advanced function

6.5.1 Model of printer / copier

The Printer / Copier model defines a set of parameters applied to printers / copiers.

This function is particularly suitable for the management of a large fleet of copiers for avoiding the
configuration of each machine. Itis possible to set different models definingthe common parameters
between printers.

Printersadded in the future will automatically apply the default model of parametersif the box “Apply
this model by default?” is checked.

rinters / Priner / Copier G &
General Gost Compalibility Permission lo access Printing rules WMobile printing

Hame GESPAGE-TEST-26/Brather_pret
Device model
Funclions () Printer

(@) Copier & Printer
Ink ) Black White

(®) B&W and Color
Aka
IP adress 10.012
Lacation
Comment
Terminal TOSHIBA &-STUDIO400AC-13709356
Printer group
Corrected impression counting -

Disabled

Analysis of the number of pages by Gespage =
Spool type @) Local

O Printzme

() Print2me Global
Print contral
priority printer =

6.5.2 Printer group

Printers can be gathered into groups with the purpose of:
e generating reports related to a group of printers.
e selecting consultations related to a group of printers.

e sending events related to a group of printers to a particular recipient.

To create a group of printers, simply create a group name and connect the desired printers to this
group. A printer can only be present in one group at a time.
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To create a group of printers, select the following menu:
Printers > Printer / Copiers > Printer Groups > Add printer group.

. ~Gnc_hnﬁn

© Printers - Copiers ~

= List Printers, Copiers up
‘= List Queues

‘= Unmanaged printers 1
-+ Add MUP printer
‘= List of models

-+ Add model

@E ©lCHBE

‘= List of printer groups

I -+ Add printer group I

[] Terminals v
[E] Reader profiles v
< Price profiles v

(
*Gespcge

{ay / Printers / Printer groups / Add printer group

Name

Description

S MME © ) G B

To validate

A printeris associated with a group of printers by using the “printer group” field in the printergeneral
parameters.

Gespage manual —June 2025



Printers 61

8Ge spage
General Cost Campatibility Permission o access Printing rules Mobile printing

Name GESPAGE-TEST-26/Brother_pret
Device model - ~
Functions (O Printer

(®) Copier & Printer
Ink () Black White

(®) B&W and Color
Aka
IP adress 10012
Location
Comment
Terminal TOSHIBA e-STUDIO400AC-13709856 ~
Printer group Test_Group v
Corrected impression counting i

Disabled

Analysis of the number of pages by Gespage
Spool type @] Local

() Print2me

() Print2me Global
Print contral
priority printer

6.5.3 Unhandled printers

The unhandled printer’s menu lists the print queues not managed by the server.
Users can freely use the printers in this list and Gespage does not perform any accounting action or
supervision of these printers.

The printers-ignorelist. txt file underC:\Program Files\Gespage\GespageCore\server, lists
the names of the printers unhandled by default when they are installed. This list may be modified. It
uses a syntax featuring regular expressions.

=| printers-ignorelist 040772023 13:11 Text Document
6.5.4 Management of an unconnected photocopier

By means of Cartadis terminals such as cPad, cBot or CMI, Gespage can manage copiers that are not
connected to the network. In this case, only the Cartadis terminals are connected to the network. A
copier is defined from the menu Printer > Copier > Add a new copier.

As for printers, the field connected Terminal enables the terminal to be associated to a copier.
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7.Terminals

7.1 Hardware terminals

This section describes the configuration of Cartadis hardware devices compatible with Gespage.

The hardware terminals are configured in the Printers > Terminals menu.

7.1.1 Terminals linked to a printing point

The print hardware terminals provide the following features:
¢ |dentification of users by various means:
- Login /password.
- Printing code.
- ldentification card (with or without entry of a PIN code).

e Selection or deletion of documents to be printed.
e Payment of the documents to be printed.
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Viewing of the user’s credit.

Management of different user card technologies (RFID identification card or Cartadis privative
electronic purse cards).

Control of access to the copy function.

Scan to email (via FTP, see § 12.1.7).

Gespage manages the following terminals:

The cPad touch screen terminal fora keyboard and / or card identification (with optional card
readers TCM3, TCM4, TCMAG or TCBK01).

The cPad-Pay touchscreen terminal for anonymous use with card payment purse (optional
TCRS card reader for Cartadis card payment).

The cBot payment kiosk for an identified and anonymous use with the possibility to pay in cash
or by bank card (optional Cartadis card reader).

The GPayStation payment station which allows printings to be paid anonymously, by means
of different payment terminals (see §1).

2 types of terminals should be differentiated:

Terminals with identification

The following terminals enable identified users to be identified: cPad, cPad-Pay, cBot,
GPayStation.

When users want to release their prints or make copies, they pass their card to the reader
installed on the MFP (if present) orauthenticate by keyboard. The terminal then contacts the
Gespage server for getting information about the user’s account.

The cards in use may be debit cards or identification cards (depending on configuration). In the

case of identification cards, the user’s Gespage accountis debited. Inthe case of a debit card,
the user account is first debited if it is in credit, then, if necessary, the card is debited.

Anonymous terminals

The cPad-Pay, cBot, GPayStation terminals enable anonymous users to be managed.
In this case, the payment can be made according to the terminal by debit card (Cartadis card)
orin cash or by bank card.

The print terminal is installed according to the type of printing equipment:

Use of a terminal for a printer

The combination of a terminal to a printer corresponds to a logical link on the Gespage server.
There is no physical connection between the terminal and the printer. A terminal (except the
payment station) is associated with one printer at most.

For associating a terminal to a printer, it must first be declared on Gespage then change the
property “Connected terminal” into the printer properties for making the association.
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e Use of aterminal for a copier or MFP

Asfor using a terminal with a printer, the terminal has first to be declared and then associated
to the copier/MFP. In addition to the association, a physical connection between the terminal
and the copier/ MFP must be established. This connection validates the copy function as soon
as a user is identified and has sufficient rights for using the copier/ printer.

This connection is described in detail in the terminal user manual.
Please contact your reseller for a list of compatible MFPs and the connectivity required.

7.1.1.1 cPad

4 Gespage Weicl s
Swipe You
Ur authenticat:
enty entic,
€1 Your user name azg[:?acard i
SSword,

Login Name:

PassWOfd:

cPad terminals are designed to equip MFPs or printers that do not feature the technology of

“embedded terminals.” They allow to inhibit the MFPs by means of the externalinterface also called
“key counter connector.”

The “cPad User Manual” supplied with the equipment describes the installation and configuration
procedure of a cPad terminal.

7.1.1.2 cPad-Pay

cPad-Pay is an application dedicated to cPad, unlike the latter, this application allows to make printing
payments without being known to the Gespage server. This function is called anonymous payment.
The cPad-Pay home screen is:

®Gespa ge Welcome

Choose jobs selection mode
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The “cPad User Manual” supplied with the equipment describes the installation and configuration
procedure of a cPad-Pay terminal.

7.1.1.3 cBot

The cBot terminal is one of the terminals allowing anonymous payments. It enables printing, copy or
scan services to be paid with the following ways of payment:
e Coins

e Banknotes
e Bank cards

It gives change in case of a purchase of a value lower than the amount introduced.

The “cBot User Manual” supplied with the equipment describes the installation and configuration
procedure of a cBot terminal.
7.1.1.4 Payment station

A payment station is a client station for the payment of printings. The GPayStation application must
be installed on this station.

A payment station may be assigned to several printers. In this case, the GPayStation application allows
paying the printings from the various printers and the documents are printed on their destination
printer.

The setting of the payment station from the Gespage server is as follows, menu:
Printers> Terminals> Add a Cartadis terminal> Add a payment station.
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WGe spage
I Printers / Add terminal / Add Cartadis terminal / PC Pay Station Creation

Import configuration from station gpay w
Name gpay

Station ID My pay station

Comments

Station locale en

Activate logs O

Logout password gespage

Authentication mode Without authentication ~
Session timeout (in seconds) 60

Gespage IP address 10.0.100.26

Payment mede Card or account ~
Cartadis reader O

The parameters that can be configured are the following:

Name
Name of the payment station in Gespage. Thisname is used only to ease the management of the
payment stations in the Web interface.

Station ID
This ID is defined to authenticate the Pay Station on the server. This ID must be the same as the
one set during the Pay Station client installation.

Comments
Comment of the payment stationin Gespage. Thiscommentis used only to ease the management
of the payment stations in the Web interface.

Station locale
Local language of the interface of the payment station.

Activate logs
This parameter enables the logs to be activated at the payment station.

Logout Password
This parameter sets the password to enter for closing the payment station.

Authentication mode
This parameter sets the authentication method on the payment station.
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e Username: users must enterthe name of the user who submitted the print. They do not
necessarily need to be registered in Gespage.

e Name and password: only registered users in Gespage can view their print jobs by
authenticating with login and password.

e Without authentication: all the pending print jobs appear on the payment station.

e Card (Keyboard reader)

Session timeout (in seconds)
Time in seconds of the user’s session in authenticated mode.

Gespage IP address
IP address of the Gespage server to which the payment station should connect.

Payment mode
This parameter indicates the ways of payment available on the payment station.

Users must enter the name of the user who submitted the print.
e Card: payment by debit card on a card reader.
e Account: payment via a Gespage account.
e Card or account.

Cartadis reader

Indicates that a readeris connected to the serial port (potentially via an USB adapter) or if you are
using a TCM3 reader

In case of serial reader; you must name the COM port connected to the reader on the client station
(for example COM1).

7.1.2 Account reloads terminals

7.1.2.1 DRC10/CR10

Gespage manual — June 2025



Terminals 69

The connection of the DRC10/CR10 equipment to the Gespage server enables Gespage users’ accounts
to be reloaded by means of coins, banknotes, and bank cards.

This configuration is described in the DRC10/CR10 manual.

7.1.2.2

cBot

The cBot terminal, already mentionedin § 7.1.1.3 about the print release terminals, also enables
Gespage user accounts to be created or reloaded by means of coins, banknotes, or bank cards.

7.2 Embedded terminals (eTerminal)

With the Gespage solution, anembedded terminal oreTerminalis a software installed directly on the
printer or the copier, which performs functions that are not available natively.

Users’ identification by different means:

- Login /password.

- Print code.

Selection or deletion of the documents to print.

Individual or global release of the jobs.

Modification of the job properties (forcing to B&W printing, duplex or change the number of
copies).

Payment of the documents to print.

Viewing the user credit.

Access control to the copier function.

Gespage scan function (to email, home directory, shared directory).
Job management (project code).

Copy management.

Management of quotas or not.

A connection to the embedded modules via card authentication (contactless, magnetic, barcode or
chip) can also be conducted.

The various tabs from the menu of the list of terminals give access to the differenttypes of eTerminal.

Printers / Terminals / List of terminals

Brother

Epson HP Kyocera Lexmark Ricoh Sharp Toshiba Xerox Pay station

List of terminals

Name T/ Series T) Comment T| State T|
Xerox Altalink 3717026941 0
Xerox_Versalink 3356055909 0
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7.2.1 Brother eTerminal

Gespage features an embedded terminal for Brother copiers having the Brother Solutions Interface
(BSI) technology.

This configuration is described in the Brother eTerminal manual.

7.2.2 Epson eTerminal

Gespage features an embedded terminal for Brother copiers having the Epson Open Platform and
fitted with touchscreens 4.3",5"and 9".

This configuration is described in the Epson eTerminal manual.

7.2.3 HPeTerminal

Gespage features an embedded terminal for HP copiers having the FutureSmart 4.6 Enterprise
technology.

This configuration is described in the HP eTerminal manual.

7.24 Kyocera eTerminal

Gespage features an embedded terminal for Kyocera copiers compatible Hypas.
Some MFPs require the addition of externalmemory to run Hypas applications (Ecosys or FS models).

This configuration is described in the Kyocera eTerminal manual.

7.2.5 Lexmark eTerminal

Gespage features an embedded terminal for Lexmark copiers having the LeSF technology.
This configuration is described in the Lexmark eTerminal manual.

7.2.6 Ricoh eTerminal

Gespage features an embedded terminal for Ricoh copiers having the following technologies:
- SmartSDK (SOP G2 minimum)

- SDK/J (SDK/J10 minimum).

This configuration is described in the corresponding Ricoh eTerminal manual (SmartSDK, SDK / J).

7.2.7 Sharp eTerminal

Gespage features an embedded terminal for Sharp copiers having the OSA technology.

This configuration is described in the Sharp eTerminal manual.
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7.2.8 Toshiba eTerminal

Gespage features an embedded terminalfor Toshiba copiers having the e-Bridge Next and e-Bridge X
technologies.

There are 2 generations of Toshiba eTerminal:
e eTerminalv3 (recommended version)
e eTerminal vl (old generation, e-Bridge X only)

This configuration is described in the Toshiba eTerminal manual.

7.29 Xerox eTerminal

Gespage features an embedded terminal for Xerox copiers having the EIP (Extensible Interface
Platform) technology.

This configuration is described in the Xerox eTerminal manual.

7.2.10 Konica-Minolta eTerminal

Gespage features an embedded terminal for Konica-Minolta (KM) copiers having the OpenAPI V4.0
technology.

This configuration is described in the KM eTerminal manual.

7.2.11 Canon eTerminal

Gespage features an embedded terminal for Canon copiers having the MEAP technology.

This configuration is described in the Canon eTerminal manual.

Gespage manual — June 2025



72 Gespage user’s manual

7.3 Contactless card readers

7.3.1 Cartadis reader models

There are 3 models of Cartadis offers contactless card readers:
e TCM3 125Khz: reading most cards in 125Khz technology.

e TCM3 13.56Mhz: reading most cards in 13.56 MHz technology.
e TCMA4: reading cards in 125 KHz or 13.56 MHz technologies.

Above readers feature a USB connection compatible with all brands of MFPs.

7.3.2 Reader profiles

/ Printers / Reader profiles / List of profiles

Name T| Local T] External script T] Comment T|

groovy

The reader profiles enable to filter and format the card numberread by the card reader. This enables
to be compatible with new types of card readers or to an administration tool of card numbers.

A profile can then be associated with a terminal.

String start pattem (in Hexa)
String End Pattern (in Hexa,

Skip N characlers afler the start pattern. N =
Truncates N characters before the ending patiern, M=
Maximum chain length

Reverse the siring a

Keyboard conversion Quierty-=Azerty conversion

Remove leading 0s [m]

Padding (Final length)

The following parameters can be set:
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Name
Name of the profile in Gespage. This name is only used to ease the management of the profilesin
the Web interface.

Comments
Comment of the profile in Gespage. This comment is only used to ease the management of the
profiles in the Web interface.

Groovy Script to run
If this box is checked, the following options are disabled. You must then select the script to run. It
must be placed in the installation directory under Gespage:
\Gespage\GespageCore\server\resources\scripts\readerprofile.
This script enables the handling of the card numberto be customized when the following options
are insufficient.

Start pattern string (in Hexa)
Pattern for the start of the hexadecimal string from which the card number would be read. This
string is not included in the resulting card number.

End pattern string (in Hexa)
Pattern forthe hexadecimalstringindicating the end of the card number. This stringis notincluded
in the resulting card number.

Skip N characters after start pattern, N =
Indicates the number of characters to skip after the start pattern.

Truncate N characters before ending pattern, N =
Indicates the number of characters to truncate before the end pattern.

Maximum string length (positive = starts left | negative = starts right)
Indicates the maximum length of the resulting string.

Invert reading from left to right
Configures the inversion of the hexadecimal string (byte by byte) in the resulting string.

Keyboard Conversion
Sets the conversion of the string between Qwerty/Azerty keyboards.

Conversion Hexa to decimal
Configures the conversion of the hexadecimal string into decimal in the resulting string.

Convert case to upper/lower
Configures the box of the hexadecimal string in the resulting string.

Remove leading 0
Configures the removal of the leading 0 in the resulting string.

Padding (Resulting length)
Indicates the number of 0 to add at the head of the resulting string.

The card number modification is performed in the order of parameters.
The conversion may be assessed from the configuration menu of the card reader profile.
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8.Users

When Gespage is runningin mode 2 (see § 4.1.2), it controls and updates the user’s balance during the
operations of printing and copying. The user’s credit and some other properties define a user’s
account. For management purposes, users can be grouped into departments; codes of project called
jobs can also be created for building a project-oriented accounting.

"Usergroups" do not have quota notions, they are used to manage printers and MFP access rights, to
select advanced price profiles, to perform tasks associated with a user group or to make reports.

Users and departments can be associated with a limited or unlimited quota, this quota represents an
amountin units or currency to pay for printings. By default, this quota is updated from the prices set
for black and white and colour printings. If a colour quota is set at the user or department level, it will
be debited each time a colour page is printed, when this colour quota is exhaustedit is no longer
possible to print in colour. This notion of colour quota does not exist at the activity le vel, only a global
quota is associated with the activities.
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The menu for handling above entities is accessible from the category “Accounts”:

4

)

ysemame 1 Full Name Credit Limit 11 Depariment T

test support

BE

Disabled accounts

Config_Standard

A user’s account can be a Gespage local account (there is no synchronization with a directory, the
password is controlled by Gespage) or a synchronized account with an external LDAP directory (the
password is controlled by the directory).

Gespage manages simultaneously accounts from several directories (up to 10) and its local accounts
too. The only constraint is that users must all have a differentidentifier (notethatthe case of the user
account is ignored).

The list of users may be filtered by searching a userlogin, a username, adepartment name, agroup of
users, or an email.

8.1 User management

A user can be created by using several methods:

By an administrator on the web interface.

By synchronization with a LDAP directory.

By CSV import.

Via Gespage public web services.

Dynamically by login and password from a Popup window at the first authentication, a release
terminal, or the user interface, if the user is declared in a directory.
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8.1.1 User fields

The web interface of creation / modification of a user is as follows:

MName Amelie
Comment
Limit O

This user is synchronized by LDAP.

Type of account Standard v

Department Direction v

Associated Login

Primary Email a.brunel@cartadis.com

Secondary email

personal directory W10 0.0 13\Partages\PartagePourToutl eMonde\Usersi\Amelie
Print code
Full Name Amélie Brunel

Card number 1

Card PIN
With acfivity management O

Release of impressions @ Byderaut () Manual () Automatique

Operator printing No v

Time of last login to user web page

Lock access to user web page O

A logo indicates whetherthe user is local or synchronized from a directory (and if appropriate he has
been removed from the directory).

Name
User’s identifier, it must be unique whatever the source directory. This name is usually the login

name of the user for opening his sessions (Windows, Linux, or Mac).

Comments
Comment on the user.
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Limited
Box checked: The credit is limited and updated at each operation. Wheniit is exhausted (valueQ),
the user can neither print nor make copies.
Box unchecked: The user’s credit is not updated. The user is not limited in his jobs of printings or
copies.

Credit
Creditin monetary value orin units, the price of printed pagesis deducted from this credit (in black
and white or in colour) during the operations of printing or copying.

Available for colour (only if colour credit is enabled)
This credit is debited in addition when colour pages are printed. Wheniit is exhausteditis no
longer possible to print in colour.

Account type
Standard: Enables the user to make copies and printings.

Copy: The user can only make copies. The use of the Copy accounts suits to self-service
environments by using cards on DRC10.

Department
Name of the department to which the user belongs. The particular name

belongs to no department. It is recovered during LDAP synchronization.

“n

means that the user

Associated login
A second login may be entered for a same user. This functionality is relevant when a user
authenticates with adistinct login via amanagement software, forexample. If you have more than
one login associated, you can add more by separating them with a ‘;’ symbol.

Primary email
User’s email address (useful for the Scan to email).

Secondary email
User’s second email address.

Home Directory
Path to the user home directory (useful for the Scan to the home directory).

Print code
This code may be used for a keyboard login or during the card association with a user account. It
is often numerical as some terminals do not have alphanumerical keyboards.

Name shown
This is the name of the user as it will be displayed on Cartadis terminals.

CardIld 1/ CardId 2
Number of the card used for the user’s login.
Card ID 2 is displayed if the use of asecond card is enabled (see the global parameters of the server
§12.1.2).
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If the mode of association by users and the use of the 2" card are active; by default, the number
of the card is saved in the first blank field “Card number 1” then “Card number 2” of the user; if
these 2 fields are not blank, the “Card number 1 “is then overwritten with the numberof the new
card. The field of entry may be forced via the registry of advanced parameters (see § 12.7).

Itis also possible to prohibit the combination foran account that already has a registered card (see
§ 12.7).

Card PIN
Is used to define a code that will be asked once the user has swiped his card.

With job management
Box checked: Before starting a session of copies, the terminal will ask to the userthe name of the
job of allocation.
A favourite job may be set for the user.
ATTENTION! This functionality is only possible with some terminals. Please contact the Gespage
support for further information on this subject.

If the Gespage Popup application is installed on clients’ stations, the user will be requested to
choose the job of allocation before the document printout.

Box unchecked: Neitherterminals nor Gespage Popup application request the entry of an activity.

Print job release

1. Bydefault: Printings are released automatically or manually according to the parameter “Print
job release” of the terminal.

2. Manually: Whateverthe value of the parameter defined in the terminal, the user must identify
itself to release the documents from the printing queue.

3. Automatically: Whateverthe value of the parameterdefinedin the terminal, the documents
are printed automatically after submission.

Operator printing
This option enables the user to release the printings of another user.
None: The user can only release his own printings.
Group job release: The user can release the printings of a particular user group.
This feature is available with all eTerminals and with cPad.
Releasing a user's document: The user can release the prints of another specified user.
This feature is available with all eTerminals and with cPad.

Account to debit (if “Operator printing” is not “no”
Operator: Printing will be deducted from the operator credit.
Job’s owner: Printing will be deducted from the credit of the user who submitted the print.

Lock access to the user page
Box checked: The user will no longer be able to access the user interface with this account.
Box unchecked: No restriction on this account.

NOTE: Custom fields may be defined at the user level accounts.
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8.1.2 Gespage credit

When accounts are not unlimited, Gespage manage their credit. Colour credit can also be activated.
The credit of the user account is stored locally at the Gespage database. In some cases, it is also
possible to interface with an externalcredit. When a user has a Gespage creditand an external credit,
the Gespage credit is debited first, and when it is exhausted Gespage uses the external credit of the
user.

Please contact the Gespage support for further information on this subject.

8.2 Department management

1 100 v

A departmentis a hard link of a user belonging to a group. Gespage maintains an accounting of costs
per department. A user may belong to only one department. Like a user account, a department may
or may not be limited by a quota (with or without quota for colour). So, a limited userbelonging to a
department also limited, can use the printer / copier as long as the 2 quotas are not exhausted.

The creation of a department may be conducted as follows:
e By anadministrator on the web interface.
e By synchronization with a LDAP directory. The OU (Organization Unit) or the service to which
the user belongs is used by default.
e By CSVimport.
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Accounts / Departments / Editing a Department

Name France
Comment

Limit
Credit 250,00

D This department is synchronized by LDAP.

Name
Department identifier, it must be unique whatever the source directory.

Comments
Comment on the department.

Limited
Box checked: The credit will be updated. When it is exhausted (value 0), the users of the
department will no longer print nor make copies.
Box unchecked: The department’s credit is not updated. The users of the department are not
limited in their jobs of printings or copies.

Balance
Creditin monetary value orin units, the price of printed pagesis deducted from this credit (in black
and white or in colour) during the operations of printing or copying.

Available for colour
This credit is debited only when colour pages are printed. Whenit is exhausteditis no longer
possible to print in colour.
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8.3 Job management

A jobrepresentsacost center, one user often uses several cost centers. Gespage enables to configure
jobs with or without quota with access rights for each job. As a result, some jobs may be closed to a
user group while others are accessible to everybody.

In the case of a limited user belonging to a department also limited, if he charges a limited job, then
he can use the printer / copier as long as the 3 quotas are not exhausted.

The list of jobs is displayed from the Gespage Popup application, the cPad or embedded terminals.

The creation of a job may be conducted as follows:
e By anadministrator on the web interface.
e By CSVimport.
e Via Gespage public web services.

/ Accounts / Activity / Editing an Activity
General Permission to access
Name test_activity
Comment test
Limit
Credit 0,00
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Name
Job identifier, it is unique in Gespage.

Comments
Comment on the job.

Limited
Box checked: The credit will be updated. When it is exhausted (value 0), the users selecting the
job can neither print nor make copies.
Box unchecked: The job’s creditis notupdated. The users selecting the job are not limited in their
jobs of printings or copies.

Balance
Creditin monetary value orin units, the price of printed pagesis deducted from this credit (in black
and white or in colour) during the operations of printing or copying.

The “Permissionto access” or “access Right” tab defines the access rights to the activity according to
the groups of users.

|

8.4 Management of user groups

Ausergroup is used to group a list of users or departments. A user may belongto none, one orseveral
user groups.

The user groups are used to facilitate the server management, especially for access rights.
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The creation of a group may be conducted as follows:
e By an administrator on the web interface.
e By synchronization with a LDAP directory. The groups used are defined in the directory (for

example, distribution and security groups on an Active Directory).

@ ME ©l|c B

{ A Accounts / Users groups | Add group

USERS GROUP

Name

@ME oede @ &

Comments

Allow access to sverybody

%@@ This user group is defined locally in Gespage

*Gequge

[ a1/ Accounts / Users groups / Add group

r

&, Users
A Depariments
[~ Jobs
B uUsers groups

= Group list

+ Add group

< Cashier

=1 Copy shop
i

b

b

o

Voeroo [

USERS

I

DEPARTMENTS

I

Add Department

Name

Identifier of the group, it must be unique whatever the source directory.

Comments
Comment on the user group.

Allow access to everybody

Box checked: The Default user group that contains everybody.

Box unchecked: The administrator creates the users or departments that will be part of this group.
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The members of a group can be defined by selecting the users one by one or by selecting entire
departments. During the synchronization process with a directory, the groups are composed of users
only.

The membership of a userin a “user group” determines the access rights of that user to:
e Copiers and printers (see § 6.1.5).

e Jobs (see § 8.3).
e Administrator interface menus (see § 12.4).

User group may also filter reports.

8.5 Cashier function

The “Cashier” function enables the credit of a user or all users in a department to be changed.
The use of this menu may be forced via the advanced parameters (see § 12.7).

A dedicated access to this menu may be provided for users in charge of reloading (see § 12.4.1).

% Gespage

! Accounts / Users groups [ Add group

Users

Departments
Jobs

Users groups

Cashier

Copy shop
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8.5.1 Credit per user

This menu displays the list of users and enables a user to be selected.

! Accounts / Cradit of users / Change user's credit

Name ckanza
Credit 250.00
Color credit  0.00

Limited

Name shown Chrisdalie Kanza

Email c.kanza@cartadis.com
Comments

Departmant

Credit 0.00

Color credit 0.00

Comments

Account parameters are displayed for information but only credit can be changed via this menu. The
other parameters must be modified from the Account > User > User List menu (see § 8.1).

Credit
Indicates the amount Assigned / Credited / Debitedto the user. Thisamount willbe updated when
printing B&W or colour.

Colour credit
Sets an amount for colour printing. This amount represents a part of the B&W and colour credit.

Comments
Mandatory comment on reloading (visible in the credit history report).

Type of reloading
e Add credit: adds credit to the user.
e Reduce credit: deducts credit to the user.
e Set credit: modifies the credit of the user.
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8.5.2 Credit per department

This menu displays the list of departments and enables a department to be selected.

o | 4G .
espdage

& PAg

@ [ I'[,I[ ! Accounts | Credit of users / Change department's credit |

® DEPARTMENT

m

~ Name France

= Credit 250.00

&

Color credit  0.00
Limited

Comments

;@ MODIFICATION OF THE CREDIT FROM USERS IN DEPARTMENT 'FRANCE'

Credit [ 0.00 ‘

Color credit [ 0.00 ‘

Comments ’

D X e B

R,

2 MODIFICATION OF THE CREDIT FROM DEPARTMENT "FRANCE'

Credit ’ 0.00 ‘

Color credit [ 0.00 ‘

Comments [

D 3 3 B3

Department parameters are displayed for information but only credit can be changed via this menu.
The other parameters must be modified fromthe Account > Department > Department List menu (see
§8.2).

It is then possible to modify the credit of all users belonging to that department or else change the
department credit.

Balance
Indicates the amount Assigned / Credited / Debited to all users of the departmentor to the
department. This amount represents a part of the B&W and colour credit.

Color credit
Sets an amount for colour printing. This amount represents a part of the B&W and colour credit.

Comments
Mandatory comment on reloading (visible in the credit history report).
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Type of reloading
e Add credit: adds credit to all users of the department or to the department.
e Reduce credit: deducts credit to all users of the department or to the department.
e Setcredit: modifies the credit of all users of the department or to the department.

8.6 Copy shop

The copy shop function provides copy, print and scan in self-service. Itis designed to provide easy
payment for unregistered users in copy shops.

The principle is:

e The shop stocks contactless cards for visitors. These cards must be first initialized in Gespage.
The cashier must have access to Gespage administration page.

e On his arrival, the visitor receives a card from the cashier.

e The customer uses the card to identify his prints from the workstations in self-service (via
Gespage Popup).

e The customer uses the card to access to the copying equipment and make copies, scans or
release his prints.

e On hisdeparture, the customer gives the card back to the cashier who views all the jobs made
from the payment menu of Copy Shop module.

All administration menus of Copy Shop module have been optimized so that the cashier gets the
information by swipingthe usercard (via a contactless card reader connected to the cashier station).
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g *Gespage .
@ {n) / Accounts { Copy shop / Settings
. Users ~
@ A Depariments ~ )
[atst [~ Jobs ~
2 Users groups ~

< Cashier ~
- -

Payment

E3 Cards initialization

fo Settings

=

8.6.1 Payment

From this menu, the Administrator can view all the jobs made by a customer.

Voo [

I] {aY ! Accounts / Copy shop / Payment

SWIPE YOUR CARD.

@ ME @G b B
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! Accounts / Copy shop / Payment

343C89324

Card Id 1 343C9324
Ad colour copies 0
A4 BW copies ]
A3 Colour copies 0
0

A3 BW copies

Ad colour printed pages 0
Ad BW printed pages 0
AJ colour printed pages 0
A3 BW printed pages 0

Printed pages in any other formats [

Scanned pages 0

Session start  August 01, 2023 3:04:23 PM

Swipe your card.
Once the usercard swiped in this field, a summary of the jobs made by the useris displayed since
the last reset of the account.

Payment
Closes the session and resets the account.

8.6.2 Cards initialization

Any card dedicated to being used in Copy Shop mode must be first initialized. An account
correspondingto each card will be createdin Gespage. Should a card already recorded get initialized
again, the corresponding account is reset to the Copy Shop mode setting.
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VGespage

{ar / Accounts { Copy shop / Payment

&0 E ©@pe|© @ B

#. Users '
#n Depariments v
[~ Jobs w
20 Users groups v |
< Cashier v o]
B2 Copy shop s |

Payment

| = cards initialization |

& Settings

o ’
Please confirm that you want to reinitialize Copy shop cards.

e ] e

Swipe your card
Creates a “Copy Shop” account associated with the card.

8.6.3 Settings

181/ Accounts / Copy shop / Settings

FEATURES OF ACCOUNT CREATED BY INITIALIZATION

Limited

<]

Department for new user. Support

Start balance for new user: 200.00

Display name TestRepro

Limited:
Box checked: users accounts of Copy Shop module will be initialized with a credit.
Box unchecked: users accounts of Copy Shop module will be initialized as unlimited.
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Department for new user:
Defines the department to which belong the initialized user’s accounts of Copy Shop module.

Start balance for new user:
Value of the credit allocated to the accounts of Copy Shop module.

Display name:
Definesthe name of the initialized Copy Shop users. Wildcard character %CARD_ID% may be used

to enter the card number.
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9.Monitoring

9.1 Print monitoring

9.1.1 Viewing the local printing queue

The documents present in the print queue, but not yet released, can be seen from the menu
Monitoring. Data can be filtered by specifying a date intervaland other criteria such as user groups or
printers.

Gespage manual — June 2025



Monitoring 93

m ~G admin 0 @ Logout
espage

a Pag

@ 1A / Monitoring / Local print queue

o

=

® FILTER -

il Startdate | 01/01/2025 Enddate | 15/01/2025

= .

{é} Quick find [ Enter a part of the name or of a property to find l

Advanced filter

Login I n Printer name
Printer group I Users group n

LOCAL PRINT QUEUE

1 100 ~| (171
Job User's BW Col Color .. To
O U{’fr ‘I}T computer Date Tl  Printer T, Queue T pages pages F?lrrnat DT'lp‘ex CTDJM cost  Filename T. Pﬁ'd print
Tl 1l Tl 1l Tl T
1/6/25,
GESPAGE- A E GESPAGE-TEST- GESPAGE-TEST- RNPO026T3EBECT
[[] 7952 agbode TEST26  wy'**®  26iCanon 3620 26/Canon_c3520 0 0 Al Moo 000 000 Tyepimage Montor MO Mo

1 100 ~| (-1i1)

The first column aims at selecting one or more documents in the print queue.
The documents selected may be then deleted by clicking the trash. E

The meaning of a document properties in the print queue is:

Job ID
Represents the Gespage identifier of the document. Itis also a hyperlink for handling functions of
the document (see § 9.1.2).

User
Name of the document owner.

Job
Name of the job that has been supplied by the user by means of the Popupapplication ora release
terminal. This field is empty if no job has been filled in.

User’s computer
Name of the station (PC, Linux, or MAC) which has sent the print job.

Date
Date and time of the print request.
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Printer
Name of the print server followed by the printer’s name to which the document is intended.

Queue
Printer queue’s name to which the document is intended.

BW pages
Number of black and white pages of the document.

Color cost
Number of colour pages of the document.

Format
Format of the document pages.

Duplex (D/V)
No: The document is printed on one side of the sheet.
Yes: The document is printed on both sides of the sheet.

Cost
Total cost of the document expressed in monetary value or in units.

Color cost
Color cost of the document expressed in monetary value orin units.

File name
Title of the document.

Paid
No: The price of the document has notyet been deducted from the user’s credit as the conditions
of release are not all satisfied.
Yes: The document has been deducted from the user’s account.

To print
No: The printer is controlled by a terminal. As long as the useris not identified to the destination

printer (or to another compatible printer), the document remains in the status No.
Yes: The document is going to be sent to the printer.

When a document is released and printed, it is deleted from the local print queue. The document is
then shown in the reports of printings.

9.1.2 Manual release of a printing

Selecting a printing in the local print queue opens a menu for managing the document: Delete, Re-
assign (change of owner), Release or Modify the document name and then revert to the local print
gueue.
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a | &
N Gespage
@ | i Montorng 1 Locel print ueue { Document Management
o
PENDING JOB
st
=) Login illame
& User's compuler PC_0109 cartadis local
Date 5 sept 20234 170526

Cost 030

Pinter GESPAGE-TEST-26/Capiewr_Vituel

File name: Test Page

£ 3 5 Em

In case of manual release of a printing from this menu, no account is debited for the cost of printing.
In case of re-assigning of the document, Gespage agent can change the ownerin the spool file and
change the destination printer.

9.2 Printer fleet monitoring

Gespage agents make a supervision of the printers usingthe SNMP protocolfor providing information
about the status of printers.

9.2.1 Overview

The menu Monitoring shows the status list of all the printers of the server.

o | QG

- espage

@ I {a / Monitoring / List of Printers, Copiers I

Q

-
FILTER

M

= Quick find Enter a part of the name or of a property to find l o °
&

Advanced filter

Computer name

Printer group

Filter on printer errors

Filter on device errors

oog( [

Filter on agent errors.
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Icons indicate the printer status:
The printer status is unknown.
The printer has no problem.

I The printer is on alert.

e The printer is off.

The detail of the alerts is displayed by the following icons:
‘ Alert for the toner level of the printer.
1Y

A Alertforthe paperlevel of the printer.

] . .
am Ceneric alert of the printer.

The column “Link” provides a hyperlink to the administration page of the printer.

ATTENTION! Should the status of your printer remain unknown, make sureto check that the IP address
of your printer is filled in its Gespage parameters.

9.2.2 Detailed view
When a printer is selected, the details of the information on supervision are displayed.
This information on supervision corresponds to data collected by SNMP.

Printer/Copier name
Product name of the printer.

Description
Product description of the printer.
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Serial
Serial number of the printer.

Printer status
Status recovered by the printer with its description.

Paper input status
Detailed information on the filling of the printer paper trays.

Marker supply status
Detailed information on the level of the printer toner cartridges.

8Gespage
[
=]
Fomat Lovel
Counters
Detailed information on the last statementof machine counters that Gespage periodically updates.
Label Value
Number of BW copy 2203
Number of color copy 1292
Number of BW print 1740
MNumber of coler print 7479
Total BW pages 3956
Total color pages 8778
Total duplex pages 338
Total number of pages 12734
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9.3 Agent monitoring

This menu allows you to get information about the Gespage agent connected to your Gespage server.

g *Gespcge admin Q. O Logout

© [ {2t / Monitoring / List of Agents.

A

© i= Local print queue +

5] & Printers
& Agents

L LA?ST OF AGENTS

=]

o 1 100 v| (1-16716)
Computer name T, Last Status 71 Last notification T1 Version 11
GESPAGE-TEST-26 12127124, 11:13:05 AM 12026124, 11:02:22 AM 9210
GESPAGE_TEST_10 123124, 9:30:49 AM 5/16/24, 9:00:00 AM 9.1.02
MUP 7129124, 2:31:51 PM 7129/24, 231:51 PM 9200
PC_0107 711724, 10:16:10 AM 7/1/24,11:04:00 AM 9120
PC_0108 91823, 3:28-10 PM 918/23, 4:23:00 PM 9.0.00
PC_0109 7122124, 3:32:01 PM 7I22/24, 417:00 PM 9102
PC_0126 12720024, 12:37:12 PM 12/20/24, 1:08:00 PM 9200
PC_0132 11127723, 12:34:50 PM 1127123, 1:26:00 PM 9000
PC_0136 8126124, 5:25:08 PM 8/27/24, 9:00:00 AM 9200
PC_0141 6/13/24, 11:11:09 AM 6/13/24, 12:05:00 PM 9120
PC_0152 111524, 4:43:21 PM 11/524, 5:32.00 PM
PC_0159 10/16124, 4:09:57 PM 10/16124, 4:40:00 PM
PC_0169 12127724, 11:13:03 AM 12123124, 2:18:57 PM 9200
PC_BE_30 11112124, 45054 PM 11/12124, 5:37:00 PM 9200
PC_BE_31 711323, 21026 PM 713723, 2:41:00 PM
SRV-JENKINS 12122723, 10:16:53 AM 12/22/23, 11:04:00 AM 9.0.00

1 100 v| (1-16716)
X
v |
Computer name

Displays the name of the computer where Gespage agent is installed

Last Status

Last notification
Version

Displays the agent version installed on the computer
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10. Journals

10.1 Detailed log of transactions

10.1.1 Transaction log of copies, prints and scans

The detail of the basic operations of copies, prints or scans can be viewed from the menu Joumals >
Copy, Print, Scan. The information is arranged in chronological order.

Data may be filtered in an advanced way.
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Data can also be exported as Excel file or PDF.

@ | {al / Journals / Copy, Print, Scan |
o
(o}
IM Start date 01122024 ] End date 2711272024
{§} Quick find I Enter a part of the name or of a property te find ] e °
Advanced filter
Login [ Printer / Copier I
Department [ Printer group I
Job [ - User's computer
Users group [
Q -
COPY, PRINT, SCAN
1 | 100 | 124724
User 11 Department 1| Job 11 User's computer T, Dats 11 Printer / Copier 11 BW pages ] Col. pages 1 Format T, Duplex T1 Cost Tl Color cost T, File name 1|
public: PC_0108/Konica_252.45 AT23, 11:66:49 AM PC_0106Konica_252 45 3 ] M No 03 000 Public transaction
puiblic PC_0108/Konica_252.45 BT23, 11:5228 AM PC_0108MKonica_252 45 3 1] A4 No 0.30 0.00 Public transaction
puiblic PC_0108/Konica_252.45 BT23. 115135 AM PC_0106Konica_252 45 4 0 A4 No 0.40 0.00 Public transaction
public PC_0108/Konica_252 45 &IT123, 11:49:47 AM PC_0108Konica_252 45 3 0 AL No 030 000 Public transaction
1 A4 No

jolinga Tachnicien PC_0107 B7723, 10:08:54 AN PC_0106Xerox_252.172

030 03 Page de test

10.1.2 Logs of jobs purged and redirected

The detail of the basic operations of document deletion can be viewed from the menu Journals >
Purgedjobs.The informationis sorted in chronological order with the possibility of data filtering for a
period of time or for a given user. Data can also be exported as PDF or Excel file.

Data may be filtered in an advanced way.

~Gespoge

{aor / Journals / Purged jobs

FILTER
5 Copy, Print, Scan
L& Pugedjobs |
& Modified jobs

7 User balance

@[ E|Me o © B

© DRC10 cash collections

&1 Event logger

——— -t ——
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2 | SGespoge [

@ T

O (61 / Journals / Purged jobs

o]

—

@ FILTER

IM Startdate | 01/12/2024 ‘ Enddate | 27/12/2024

{‘E‘V,} Quick find Enter a part of the name or of a property to find ‘ e °
Advanced filter
Login [ Printer / Copier [
Department [ Printer group [
Job [ User's computer [
Users group [

E=] =]

PURGED JOBS
1 00 w| (1313

User TL Depanment T dob 11 User's computar 11 Dalation date 11 Printar | Copier 11 BV pages 11 Col. pages 1L Fomial 1L Duplex 1L Cost1)  Colorcost T File name 1| Comments. 1)

jolinga Technicien PC_0107 8723 304 12PM PC_0108Lexmark_luna_239 16 o 1 A4 No 030 0.30 Page de lest Deleted externally
jolinga Technician PC_0107 87723, 90209 AM PC_010BTOSHIBA_69 0 1 A No 030 030 Page de fest Automtic cleaning
joinga  Technicien PC_0107 87123, 90209 AM PC_0108Konica_252 45 ] 1 M N 030 030 Pags de test Auomatic cleaning

1 00 v (1373

The column “Comments” gives the reason for the document deletion.

The basic operations of documents redirection are detailed from the Journals > Modified jobs menu.

10.2 Log of user balance modifications

When a user credit is modified, a record is stored in Gespage data base. The log of balance
modifications can be viewed from the menu Journals > User balance.

The information is sorted in chronological order with the possibility of data filtering for a period of
time, for a given user or according to the type of operation (manualadding via the Web interface / via
atask/ via a system (CR100or DRC10) / via E-commerce / by LDAP synchro / by CSV import/ by synchro
with the central server (in the case of Gespage Remote) / by types of expenses (Prints, copies, and
scans).

Data can be exported as PDF or Excel file.
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@ ME|E oG dp B

*Gespage

1ar / Journals / User balance

FILTER

= Copy, Print, Scan
(= Purged jobs
= Modified jobs

£ User balance

=) DRC10 cash collections

1 Event logger
L = LK 3 U PR BT I
o | QG
- espage
@ I 1Ay / Journals / User balance |
o]
[
® FILTER
m Start date l 01/12/2024 End date 271212024 l
@} Quick find I Enter a part of the name or of a property to find
Advanced filter

e | ]

Operation Credit Reset Debit

- |

Users group I

Printer group I

Q

USER BALANCE

User 1L Department T| Tl

060

o070

&
8

12 > » |10 v (11001160

':I'f“‘ "ﬁ"‘“““" balance  naie 1) Type Source 1|

060 060 1202624, 55228PM Manual admin

om0 080 122624, 53155PM Copy GESPAGE-TEST-26/Canon_C3520
080 080 12026724, 52558 PM  Manual ‘admin

010 o4 1202624, 51735PM Copy GESPAGE-TEST-26/Canon_C3520
040 040 122624, 51633 PM  Manusl admin

000 000 122624, 5:0507PM  Manual adrmin

260 260 122624, 51415 P\ Copy GESPAGE-TEST-26/Canon_C3520
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Additional details about the transaction are shown by clicking

Details *
User: card_6760576C
Department. Support
Date: 12726124, 11:47:54 AM
Type: Print
Source: GESPAGE-TEST-26/Xerox_C8135 9.89

Operation:  Debit

Comments: [0 BW /1 CO.] File d_attente locale

Delta: -0.20
Delta color: 0.00
Credit: 0.00

Department's all balance: 3,869.40
Department's color balance:  1,650.70

Limited: Yes

10.3 Log of DRC10 transactions

Details of the DRC10 (dispenser and reloader of cards) are available from the Journals > DRC10 Cash
collection menu. The information is sorted in chronological order with the possibility of data filtering
for a period of time, for a given DRC10 or per type of statement.

This menu lists the details of the cash for the following events:
- DRC10 cash collections made by an operator via the sales receipt on DRC10.

- Adaily display of the cash contents.
- Details of the cash at the opening of the door.
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*Gespage

| 1ot / Journals / DRC10 cash collections

FILTER

Start date l 0111212024 End date 2711212024 l

- X

Advanced filter
Event DRC10: Cash collect [ | DRC10: Door opened [ | DRC10: Daily status

DRC10 [
3 e

Yoespos: [

| i / Printers / Terminals / Add Cartadis terminal |~ Edit a DRC10 |

S@MHED0D@ G @& B

General parameters Advanced parameters Cash box

SALES SINCE LAST FETCH

ﬁa}iiiE@Jo@ﬁE}

Cash desk’s total revenue 47.00 EUR
Cash transaction gty il
Sum of coins 47.00 EUR
Current amount of 2 EUR coins 22
Current amount of 1 EUR coins 2
Current amount of 0.5 EUR coins 2
Sum of bills 0.00 EUR
Current amount of 1 EUR bills 0
Current amount of 0.5 EUR bills 0
Current amount of 0.2 EUR bills 0
Current amount of 0.1 EUR bills 0
Current amount of 0.05 EUR bills 0
Sold cards’ gty 0
Cumulative sales 78.00 EUR

For each event, a PDF report may be issued with the cash details (turnover overthe period, number of
transactions, number of cards dispensed, number of coins, banknotes ...).
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10.4 Event logger

Gespage has its own event logger. It logs on all the activity of the server.

Each event leads to the creation of a line of event indicating:

The Level: Critical / Error / Warning / Error / Information.

The Date (and time).

The Type: if it concerns: Gespage / Monitoring / Configuration / Device.
The Source: which equipment, which user, which printer, which server...
An ID: a unique identification number per event.

A Message describing the event.

Optional Details about the event or the relevant peripherals.

Each event has an ID and leads to a line of events described in the filter of event selection.

The available event types are:

Gespage: General event linked to the server.

Monitoring: Eventlinked to the monitoring of printers. The monitoring of printersis launched
only overworking hours (by default from Monday to Friday, from 9h to 18h), (configurable via
the “Parameters Registry” (see § 12.7).

Configuration: Information about the modification of the server configuration (featuring the
detail of the user who made the modification).

Device: Information about the terminals connecting to the server.

An email may be sentin case an event (determined by its ID) is raised (see § 12.3.2.3). For example,
this mechanism sends an email in case of printerfailure (tonerlevelor paperlow, restart...) orin case
an unknown badge is used for example.
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Under Windows, Gespage events may also be interfaced with Windows events for using the logs and
Windows filtering (see § 12.3.2.3).

Events may be filtered per date, source (Gespage, Monitoring, Configuration, Device) and level of
message (Critical, Error, Warning, Information).
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11. Reports

11.1 Printing flow

11.1.1 Printing flow summary

This report provides a summary of the printing flows.
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o | QG
espage
: pag
@ [ I‘@J Reports / Printing flow |
=3
© Start date [ 120112024 l End date I 12/27/2024 l
E
Department [ n Printer / Copier n
= Job [ Printer group I
&
Users group [
PRINTING FLOW
inti M
Printing flow summary
Printing flow trend A~
m Schedule the report to be sent
*Gespage Printing flow summary
between 2024/12/01 and 2024M12/27
General
Active users 10 Active departments 5
Active printers 12 Active jobs 3
Total of pages 208 | Pages per day 7.70
Total of sheets 208 | Pages per user/day 0.77
Total of jobs 163 | Average page amount by job 1.28
Features
% B&W pages 42.79% | % Single page 100.00%
% Color pages 57.21% | % Duplex pages 0.00%
Environmental impact
Generated CO, (Kg) 1.78 | Avoided CO, (Kg) 0.80
Consumed trees 0.01 | Saved trees 0.01
Consumed water (liter) 58.24 | Saved water (liter) 24.36
Consumed energy (kWh) 6.24 | Saved energy (kWh) 275
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Jobs distribution
Prints distribution

Copy, Print, Scan

|.0|r'ms @ ru .Da:l

I. Total of prints . Total of scans . Teaal of copins

Savings

Saving tracking

10%

BB%

I. Purged (@) Prinied Dﬂﬂzdl

Gespage V9.21 n December 27, 2024 12:21:23 PM

11.1.2 Printing flow trend

This report provides the trend of the printing flows over a period of time.
According to the period of time selected, data are displayed daily, weekly, monthly.

The output of the document below is obtained pa mail by managing a report: Server/task/New task.
On the printing flow menu, a button can help to going on the new task menu:

PRINTING FLOW

Printing flow summary

r B

Printing flow trend
PDF

a Schedule the report to be sent

At Reportlevel, select the inputs you wish to obtain, in our case, Printing flow trend. Do not forgetto
fill in your e-mail address.
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Printing flow trend

®Gespage

between 202412101 and 202412127
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11.1.3 Environment

These reports allow you to getinformation about environmentalimpact which can be filtered by user,
printer, department or job.

These reports can be exported under CSV or PDF format.

Onthese reports will be display the number of pages (colourand black&white), and their equivalences
for CO2 and trees.

Example report by users on PDF:

& Gespoge ) .
Environmental impact by user
between 2025/01/01 and 2025/01/07,
Pages Total cost Environment
BW Caolor| Total % Duplex % Scan|  CO, (kg) Trees!

|Aurele GBODO (agbodo) Techniclen 0 9 9 1.80 0.00% 0.00% 0.081 0.001

Mathieu Petitpretre (mpetitpretre) Technicien 0 3 3 090 100.00% 0.00% 0.027 0.000

Total 0 12 12 2.70 25.00% 0.00% 0.108 0.001
Example report by printer on CSV:
Printer [Bw Color Total pages Totalcost % Duplex % Scan C02 (kg) Trees Water Energy
GESPAGE-TEST-26/Kyocera_TASKalfa_2553ci 0 7 7 1.40 0.00% 0.00% .063 .000 1.960 .210
GESPAGE-TEST-26/Xerox_CB030_9.58 0 3 3.90 100.00% 0.00% 027 000 840 .090
GESPAGE-TEST-26/Ricoh_C307 0 2 2 .40 0.00% 0.00% .018 .000 .560 .060
Total 0 12 12 2.70 25.00% 0.00% .108 001 3.360 .360

11.1.4 Costs

These reports allow to getinformation about costs which can be filter by user, printer, department or
job.

These reports can be exported under CSV or PDF format.

On these reports will be display the costs (colour and black&white).
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Example report by users on PDF:

&G espage
Cost by user
between 2025/01/01 and 2025/01/07,
% Cost
Calor Duplex Ad Copy Scan Total

|Aurele GBODO (agbodo) Technicien 0.00] 1.80 1.80] 100.00%) 0.00%| 100.00%| 88.89%) 0.00%| 66.67%

Mathieu Petitpretre (mpetitpretre) Technicien 0.00] 0.90 0.90] 100.00%)| 100.00% 0.00% 0.00%| 0.00%| 33.33%

Total 0.00 270 2.70| 100.00%| 33.33%| 66.67%| 59.26% 0.00%| 100.00%
Example report by printer on CSV:
Printer [color cost Copycost  Printcost  Totalcost % Color page % Duplexco:% Ad cost % Letter cost % copy cost % over total
GESPAGE-TEST-26/Kyocera_TASKalfa_2553ci 1.40 1.40 .00 1.40 100.00% 0.00% 100.00% 0.00% 100.00% 51.85%
GESPAGE-TEST-26/Xerox_C8030_9.58 .90 .00 .90 .90 100.00% 100.00% 0.00% 100.00% 0.00% 33.33%
GESPAGE-TEST-26/Ricoh_C307 40 .20 .20 40 100.00% 0.00% 100.00% 0.00% 50.00% 14.81%
Total 2.70 1.60 1.10 2.70 100.00% 33.33% 66.67% 33.33% 59.26% 100.00%

11.1.5 Savings

These reports allow to get information about saving which can be filter by user, printer, department

or job.

These reports can be exported by CSV or PDF format.

Onthese reports willbe display the saving (colour and black&white). This reportis about the print jobs
that are not print, so if the print job has been deleted by the user, or clear through the automatic
cleaning task, this deletion will be seen as a saving.

Example report by users on PDF:

*Gespage
Saving by user
betwsen 2025/01/01 and 2025/01/07,
Unprinted pages
BW Color Total

IMaxime DEON (mdeon) Technicien 0 32| 32 8.80)

\John Doe (jdos) Externe 0 24 24 4.80|

lAurele GBODO (agbodo) Technicien 0) 1 1 0.00|

[Total 0 57] 57] 13.60)
Example report by printer on CSV:
Printer IBw Color Total Cost saved
GESPAGE-TEST-26/Ricoh_C200_9.200 0 24 24 7.20
GESPAGE-TEST-26/Virtual 0 16 16 3.20
GESPAGE-TEST-26/Toshiba_9.69 0 8 8 1.60
GESPAGE-TEST-26/Xerox_C405_9.189 0 8 8 1.60
GESPAGE-TEST-26/HP_ Virtual 0 1 1.00
Total 0 57 57 13.60
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11.1.6 Volume

These reports allow to get information about volume which can be filter by user, printer, department
orjob.
These reports can be exported under CSV or PDF format.

On these reports will be display the volume (colour and black&white).

Example report by users on PDF:

8Ge spage
Volume by user
between 2025/01/01 and 2025/01/07,
User Department Pages % Pages
BW Color Total Scan Caolor| Duplex Ad Copy Scan Total
|Aurele GBODO (agbodo) Techniclen 1] 9 9 0| 100.00% 0.00%| 100.00%| B88.89%| 0.00%| 75.00%
Technicien 1] 3 3 0| 100.00%| 100.00% 0.00%| 0.00%| 0.00%| 25.00%
[Total 1] 12 12 0| 100.00% 25.00% 75.00%| 66.67%| 0.00%| 100.00
%
Example report by printer on CSV:
Printer _| Color pages Ad colour  Lefter colour Letter duplex Total page ai Total of copi Total of print% Duplex pa; % Color page % copy page Percentage over the period
GESPAGE-TEST-26/Kyocera_TASKalfa_2553ci 7 7 0 0 7 7 00.00% 100.00% 100.00% 58.33%
GESPAGE-TEST-26/Xerox_C8030_9.58 3 0 3 3 3 0 3 100.00% 100.00% 0.00% 25.00%
GESPAGE-TEST-26/Ricoh_C307 2 2 0 0 2 1 10.00% 100.00% 50.00% 16.67%
Total 12 9 3 3 12 8 4 25.00% 100.00% 66.67% 100.00%

11.1.7 Counters

These reports provide, in the form of tables and graphs, data counters of all machines (identified by
their serial number). Gespage periodically queries the machines counters via SNMP. The latest values
are available from the menu Monitoring (see § 9.2). Once a day, Gespage stores these values. These
are the values stored which are visible in the reports.

Reports per machine are listed in alphabetical order. The data collected depend on the models of
machine. The total number of pages is always available. The additional counters are present according
to the models. If the detailed counters of your machine are missing, contact Gespage support.

Report between 2 dates
After having chosen a start date and an end date, the report shows data for both dates and the
difference between the two periods.

A first graph shows the “activity relative to the fleet,” that is to say the total number of pages of the
machine on the total number of pages of all the machines.
The second shows the distribution of jobs by type: Photocopy / Print / Black and White / Colour
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Meter readings between 2025/01/01 and 2025/01/07

* Gespoge

GESPAGE-TEST-26/Kyocera_2551ci_9.23

Printer model KONICA MINOLTA bizhub C227
Serial number ATIB027525360
Comments
Readout startdate December 31,2024 11:59:26 PM _Readoutenddate _ January 08, 2025 11:50:55 PM
i Counters i _ Penodbeginning i Perodend ____ : Difference |
(B&WCopy LA ... SN e 1
tColowCopy ... S \-L A W .- . 2 S i
CB&W Pt 21800 21888 98
(ColourPrint .. R A2, 3 S L .-
{ Total numberof pages e S5747: . bese3a: 116

Activity relative to total volume

12.38% 11.97%

BT 62%

| @ ovar (B sawcon @ Coo Copy () BEW P ) .':*...r\-.nl

I{:) GESPAGE-TEST-26Myveamn_issic 023 () numl

NOTE: If you select only the end date, the report will generate the status of absolute counters at that
date.

Q Ges Meter readings 2025/01/07
page

GESPAGE-TEST-26/Brother_9.21

Printer mode! Brother MFC-L6800DW series

Serial number E75406B6N 152735

Comments

Readoutenddate January 06, 2025 11:50:55FM

H Counters Perlod end i

+ Total number of pages

oLl

GESPAGE-TEST-26/Canon_C3520

Printer mode! Canon iR-ADVY C3520 11l 39.39

Serial number 2FWO00627

Comments

Readout end date January 06, 2025 11:50:51 PM
Counters Period en 1

i Total numberofpages {1 1577 |

GESPAGE-TEST-26/Canon_C355

Printer mode! SHARP MX-3070N

Serial number 6509091X00

Comments

Readout end date January 06, 2025 11:51:00 PM

I Counters Period end

: B&W Copy 2203

: Colour Copy 1202

| B&W Print 1740

i Colour Print 7479

i Totalnumberofpages ! . 12734

GESPAGE-TEST-26/Canon_C355_9.26

Printer mode! Canon iR-ADVY C355 69.38

Serial number WKB04101

Comments

Readout end date January 06, 2025 11:50:51 PM

i Counters Period end

| B&W Copy 2531

+ Colour Copy 590

| B&W Print 1179 !
i Colour Print 4105 ;
: Total number of pages .....B8405:
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11.1.8 Customization of the reports

The icon in the reportheader may be customized by adding the icon.png file from server\ resources \
report in the installation directory.

11.2 Customized reports

If you wish to make customized reports, you can use tools connecting directly to your data base.

You can contact the Gespage support for getting assistance about this configuration.
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12.Global parameters

The following section describes the global parameters of Gespage server available from the Server
menu.
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12.1 Configuration menu

12.1.1 Admin parameters

This menu allows you to define the minimal settings as the local, calculation scan or the IP use by the
application.

12.1.1.1 Global parameters

i G admin Q0 @ Logout
. \ espage
@ 1) / Server / Configuration / Admin Parameters
o
~
@ Global parameters Advanced parameters
" GENERAL -
il
= Server locale English (en} n
&

Printing mode (O Level 1, accounting only

(®) Level 2, management of user's balance

Cost calculation scale In units v ‘

Units label cents ‘

Default papersize format EU v ‘

GESPAGE SERVER -

Address of Gespage server 10.0.100.26 ‘

Port (secured) 7181 ‘

Public address of Gespage server 10.0.100.26 ‘

Public port 7181 ‘

Public protocol HTTPS v ‘

Address of the User Interface Server 10.0.100.26 ‘

Port (secured) 7143 ‘

AUTOMATIC CLEANING OF PENDING JOBS -

Number of hours 25

Unlimited O

E=
00-2025 - Gespz 9304c5
GENERAL:
.
Server locale

To define the local use by the application server. This local can also be used to define the language
on the eTerminal.
By default, we use the local from the server OS where Gespage is installed.

Printing Mode
Define the Gespage level to use.
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Level 1: accounting only. Gespage allow to print anyone at any printers. There is no authentication,
restriction or credit usage in this mode.

Level 2 (defaultvalue): This mode allows to use credit usage and authentication on the printer. This is
the default Gespage level.

Cost calculating scale
Can be set in Units or currency until 5 decimals.

Currency code
To set the currency code for the server to display the right currency symbol for your server.

Default paper size format
You can choose between two values:
e EUR:to use the A4/A3for paper size format

e US:touse LETTER/LEGAL for paper size format

GESPAGE SERVER:

This menu helps to define the IP used by the Gespage application.

The local address of Gespage will also be used to set the link send to the eTerminal to connect to
Gespage.

Be careful, these settings are not dynamically set, so if the server IP changes, you must manually
change this setting.

NOTE: you can also use the hostname at the place of the IP, but in this case the DNS section of your

printers must be set.

AUTOMATIC CLEANING OF PENDING JOBS

Allows you to set the number of hours your print jobs are held before deletion.

12.1.1.2 Advanced parameters

It is possible to define custom properties to get a more accurate accounting.
You can add up to 10 properties. When a new property (field) is defined, itis shown in the configuration
menus of each printer or user (according to the selected configuration). The value of the custom field

is saved in Gespage logs in order to build custom report filters.

NOTE: The customized fields are not available in the standard Gespage reports. If you wish to use them,
they require the creation of custom reports.
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Number of active custom fields 2

Id Owner Label

1 Printer Custom label 1 7

2 User test 7

Add custom fields
This parameter defines the number of active customer fields.

Owner
Print: The customized field will be added in the printer configuration.
User: The customized field will be added in the user configuration.

Label
Used to define the name of the custom field

12.1.2 Users parameters

Some main parameters are described in the § 4.1.2. The other parameters are described hereafter.
Server > Configuration > Users parameters.

Creation mode of the Gespage accounts
1. Manual
Users’ accounts must be created in Gespage (internalto Gespage orfrom synchronization) so
that a user can print.

2. Dynamic (at the first print)
A user account is automatically created at each submission of printing.

Allow unknown users to print
This optionis only available in Level 1 when the creation mode of Gespage accountsis manual. It
enables to run in this mode without creating users’ accounts.

Print code creation
This parameter enables the automatic generation of a print code during the creation of a user
account whatever the creation mode of the user account, and if no print code is explicitly
configured.

1. None
No automatic generation of the print code.

2. Same to userlogin
Automatic generation of a print code equal to the user login.

3. Random numeric code
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Automaticgeneration of a print code equalto arandom numeric code. The length of this digital
code is configurable (6 digits by default) (see § 12.7).

Maximum number of cards per user

1. ll1ll
The user can use only one card for authentication.
2. llzll

The user can use two different cards for authentication.

Enable colour credit management

Once the colour credit activated, a colour credit can be entered foreach account or department. The
colour credit is part of the global credit. For each printing made in colour, all the credits (global and
colour) are debited. Once the credit has come to zero, the userwill be unable to perform other paid
actions on the copier even if his colour credit is greater than 0.

12.1.3 LDAP synchronization

Gespage may synchronize its data base of users to one or several LDAP servers (maximum of 20).

Selecting Server > Configuration > Directory Synchronization moves to the menu of synchronization
settings.

In the case of directory Active Directory, a synchronization option may be used to automatically
synchronize without any configuration (the server must be connected to the domain).

For each directory with which you wish to be synchronized, the parameters described below will have
to be filled in.
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12.1.3.1 Synchronization parameters

Merode

& m

*Gequge

{2/ Server | Gonfiguration / Directory Synchronization

Server number

Comments

Type of synchronization
Synchrenization period (minutes or hh:mm)

Synchronize the LDAP accounts deletion

LDAP SERVER CONFIGURATION

LDAF type
LDAP/AD server address

With secure protocol SSL

Use non-standard port

Domain

LOAPIAD login name

LDAP/AD password

NDS: CN Manager directory / UNIX : LDAP login domain

Organization Unit raot of importation

Importation filter

Initializing department by

Number of QU in department name:

LDAP field used for initializing Card ID

LDAP field used for initializing the Cartadis print code

LDAP field used for initializing user credit

LDAP field used for intializing user card PIN

LDAP field used for initializing users associated login

LDAP field used for initializing user's comments

LDAP field used for initializing user’s extra field

Synchronize the user groups
Only specified groups

Synchronize expired accounts

1 v
Microsoft Google Cloud Automatic
LDAPIAD enia 1D Directory AD
120
= delay before removal
e (days)

@4 QO nNps (O UNIX

admin

o

) Logout

PRIORITY OF LDAP DIRECTORY INFORMATION OVER GESPAGE INFORMATION

Primary email

Home directary

USER INITIALIZATION PARAMETERS

Limited

Credit for new users

© 2000-2025 + Gespage

250 including | 15
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Server number
Number of the LDAP server, from 1 to 20.

Comments
Saves a comment regarding the LDAP configuration.

Type of synchronization
LDAP/AD: Connect to an Active Directory server by filling configuration parameters.
Automatic AD: If this option is checked, the synchronization will proceed automatically with the
Active Directory of your domain. In this simplified mode, no other synchronization option is
available.
Microsoft Entra ID: Connect to a Microsoft Entra ID.

Synchronization period (minutes or hh:mm)
Should you fill in this field with a string of the form hh:mm (where hhis an hourand mm represent
the minutes), the synchronization will occur once a day at the time hh:mm.

Should you fill in this field with a string of the form mm (where mm represents a number of
minutes), the synchronization will occur every mm minutes.

Synchronize the LDAP accounts deletion
Box checked: If a useris deleted from the directory, he is also deleted from Gespage.
The period (in days) before deleting the user from Gespage can be set in this mode.
Box unchecked: The users are not automatically deleted from Gespage.

LDAP SERVER CONFIGURATION:

LDAP type
Choose the type of LDAP server: use AD for Active Directory, NDS for Novell eDirectory, UNIX for

Open LDAP.

LDAP/AD server address
IP address of the LDAP server.

With secure protocol SSL
Check the box when exchanges between Gespage and the LDAP server have to be encrypted.

Use non-standard port (advanced parameter)
By default, the communication with the LDAP serveris located on the port 389 if the SSLis disabled
oron the port 636 if the SSLis enabled. The value of the port is modified by checking the box and
entering the new value.

Domain
Domain name of the LDAP server.

LDAP/AD login name
Upon the connection to the LDAP server, Gespage initiates the connection with a user account.
This account does not need to be an administrator account, it just needs to have read rights tothe
directory. Fill in this field with a valid user’s name in the directory.

LDAP/AD password
Fill in this field with the user’s password.
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NDS: CN Manager directory / UNIX: LDAP login domain
With an AD server, please leave this field blank.
With a NDS server, fill in this field with the node name of research (for example o = company).
With an Open LDAP server, fillin this field if the connection login belongs to a domain different
from the one which must be synchronized.

Organization Unit root of importation (OU)
Searching users may take place from a sub-tree of the directory. In this field, specify the root node
from which the search will take place. For example, for Gespage synchronizing with a server
Windows Small Business Server, enter:
OU=SBSUsers,0U=Users,OU=MyBusiness.

Importation filter
In the case where only some accounts have to be synchronized, fill in this field with a filter written
in the LDAP syntax compatible with your directory.

Initializing department by:
Choose whetherthe names of departments are synchronized with the OUs, in the AD Service field
or are not synchronized (in such a case, they will be defined in Gespage).

Number of OU in department name (if departments are synchronized from the OUs)
At synchronization, Gespage creates departments based on the OU notion of the directory. A user
usually belongs to several OU (Organisation Unit) built on severallevels. Forexample, if he belongs
to “OU=Sales, OU=Users":
The value 1 will produce the department “Sales”.
The value 2 will produce the department “Sales.Users”.

LDAP field used for initializing Card I1D
Fill in this field with the exact name of the LDAP field that will be used to initialize the “card number
1” field. If you do not wish to initialize this field, leave it blank. For example, with AD, fill it with
“telephoneNumber” if “telephoneNumber” field is used for storing the card number.

LDAP field used for initializing the Cartadis print code
Fill in this field with the exact name of the LDAP field that will be used to initialize the “print code”
field. If you do not wish to initialize this field, leave it blank.

LDAP filed used for initializing user credit
Fill in this field with the exact name of the LDAP field that will be used toinitialize the user's credit.
If you do not wish to initialize this field, leave it empty. Unlike the previous two fields, which are
resetat each synchronization, this field is initialized whenthe useris created.

LDAP field used for initializing user card PIN
Fill in this field with the exact name of the LDAP field that will be used to initialize the “PIN code”
field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user’s associated login
Fill in this field with the exact name of the LDAP field that will be used to initialize the “Associated
login” field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user’s comments
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LDAP field used for initializing user's extra field
Fill in this field to initialize the additional field of user accounts. If you do not wish to initialize this
field, leave it blank.

Synchronize the user groups
Ifit is checked, while synchronizing, Gespage creates usergroupsbased on the groups in the LDAP.
For an AD directory, they are security and distribution groups.

Synchronize expired accounts
If this option is checked, during synchronization, Gespage will import the accounts with expired
expiration date.

Priority of LDAP directory information over Gespage information

Used to set the priority for synchronizing email and home directory. If set, the information from the
LDAP server have priority.

For Microsoft Entra ID configurations:

Tenant ID
The Tenant ID is found on your Entra ID Directory Homepage.

Client Id
The Client ID is found on your Entra Id Directory Homepage.

Secret Code
The Secret is found in Certificates & Secrets on your Entra ID Directory Homepage.

Username
Username of the account used for fetching data from Entra ID in Gespage.

Password
Password of the account used for fetching data from Entra ID in Gespage

User importation filter
Define a filter to synchronize the users regarding his properties.
Here an example to get the users only from your organization:

User importation filter userType eq 'Member'

Group importation filter
Define afilterto synchronize users from groups. If you would like to filter on more than one group,
just add a coma between the groups name:

Group importation filter Support_Group, Sales_Group

LDAP field used for initializing Card ID
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Fill in this field with the exact name of the LDAP field that will be used to initialize the “card number
1” field. If you do not wish to initialize this field, leave it blank. For example, with AD, fill it with
“telephoneNumber” if “telephoneNumber” field is used for storing the card number.

LDAP field used for initializing the Cartadis print code
Fill in this field with the exact name of the LDAP field that will be used toinitialize the “print code”
field. If you do not wish to initialize this field, leave it blank.

LDAP filed used for initializing user credit
Fill in this field with the exact name of the LDAP field that will be used toinitialize the user's credit.
If you do not wish to initialize this field, leave it empty. Unlike the previous two fields, which are
reset at each synchronization, this field is initialized when the useris created.

LDAP field used for initializing user card PIN
Fill in this field with the exact name of the LDAP field that will be used to initialize the “PIN code”
field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user’s associated login
Fill in this field with the exact name of the LDAP field that will be used to initialize the “Associated
login” field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user’s comments
Fill in this field with the exact name of the LDAP field that will be used to initialize the “Comment”
field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user's extra field
Fill in this field to initialize the additional field of user accounts. If you do not wish to initialize this
field, leave it blank.

Synchronize the user groups
Ifit is checked, while synchronizing, Gespage creates user groupsbased on the groups in the LDAP.
For an AD directory, they are security and distribution groups.

For Google Cloud Directory configurations

Google Workspace administrator email
It must be the address of a user with the admin right to read the user’s information and groups

Import the authentication key
To import the JSON file with delegated APl management below:
e https://www.googleapis.com/auth/admin.directory.user.readonly,

e https://www.googleapis.com/auth/admin.directory.group.readonly,

e https://www.qgoogleapis.com/auth/admin.directory.qgroup.member.readonly

if you wantto enable the possibility to userscan to Google Drive for you users, you must also add
the delegated APl below:
e https://www.googleapis.com/auth/drive

e https://www.googleapis.com/auth/drive.file

e https://www.googleapis.com/auth/drive.metadata.readonly
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User importation filter
You can use an importation filter for users.
Example:
givenName:John* (firstname started with John)
familyName:Doe (exact lastname)
orgUnitPath=/SalesTeam (exact organisational unit)
email:john* (email started with john)

12.1.3.2 Initialization parameters of accounts

Limited

Credit for new users
250 including 100 available for color

Limited
Box checked: When creating a new user, the amount of the next field will be used for initializing
the user’s credit (unless a LDAP field was defined for its initialization).
Box unchecked: The user’s account will be initialized as limitless.

Credit for new users
Itis the credit and colour credit to assign at the time of synchronizing new users accounts.
After having modified one or several parameters, please click “Approve” so that they are saved in
the database.
Click “Synchronize” for forcing synchronization.

The details of the synchronization are available in the event logger.

12.1.3.3 Synchronization for advanced user

The synchronization mechanism described above is achieved using a Groovy script (interpreted java
code). An advanced user can customize this script for solve synchronization problems with complex
directory architectures

The standard script is available in the Gespage installation directory under:
\GespageCore\server\resources\scripts\examples\LdapImport.groovy.

To use the script, copy it fromthe templates directory to the scripts directory. It will then be executed
instead of the default behaviour.

You are then able to customize it by modifying the Groovy code.
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Cards enrolment in AD or LDAP
Gespage may be authorized to enrolin the AD/ LDAP, the card numbers of users by modifying this
script. Recording is then made during the synchronization with the AD / LDAP.

12.1.4 Uploading CSV files

This menu allows you to upload and download the CSV files to add/modify or delete, the users,
departments or projects (Job)

8 Gespage

Support/ Uploading CSV files

Description File name Exists ? Template File selection Delete

Import new users. users_add csv
List of users to delete users_delete.csv

List of users to modify users_modify.csv

oeea

Import new departments departments_add.csv

a

List of departments to delete departments_delete.csv

List of departments to modify departments_modify.csv

80

Import new projects projects_add.csv

List of projects to delete projects_delete.csv

> Y <]

List of projects to modify projects_modify.csv

Launch the import processing

Launch the import processing
If set, the upload files will be imported in Gespage by clicking on the button ‘Import existing files’

The character to separate the column in the CSV files is semicolon.
The first line on the CSV file contain the column names, this line must not be deleted, nevertheless
you can delete the unused column.

12.1.5 Email Server

The email parameters (SMTP) are to be set if you wish to allow your server to send emails.

These SMTP parameters are available from the IT service of the installation site.
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Gespage

SMTP mail server
IP or name of your SMTP server.

Authentication
SMTP authentication protocol used: Anonymous / Basic authentication / NTLM (Exchange).

Login / Password
Login and password to the SMTP server.
ATTENTION! In the Authentication Basic mode on a SMTP Windows server, the name of the
domain must be added in the user’s name.

Use non-standard port
To check only in case of use of a non-standard SMTP port.

Connection encryption
Configuration of the encrypted connection to the SMTP server.

Sending email address
Sending email address of emails sent by Gespage server.
According to your SMTP server configuration, this address should or should not correspondto an
existing mailbox.

Sender
Name of the sender that will appear in the email.

Email signature
Signature that will appear down of each email.

Address that will receive a test email
The email delivery can be assessed by definingan Address that will receive a test email. In case of
delivery failure, error messages are listed in the event logs.

Limit for attachment size
The size limit of the attached documentsis between 15to 20Mo depending onthe SMTP server.
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Example of configuration for an Office 365 server:

SMTP mail server: smtp.office365.com
Authentication: Basic authentication
Usenon-standard port: 587
Connection encryption: STARTTLS.

Example of configuration for a Gmail server:

SMTP mail server: smtp.gmail.com
Authentication: Basic authentication
Connection encryption: TLS.

12.1.6 Popup / Notifications

The configuration of Popup and notifications are accessible from the menu Server > Configuration >
Popup / Notifications (see § 15.1).

12.1.7 FTP /Spooler

The Gespage server includes an FTP server used for:
- Global Print2me: documents flow between the agents via FTP.
- Service of Scan to via FTP: scans are sent to the servervia FTP which then forwards to the user
mail (see § 12.1.8).
Itis only possible to enable the FTP server if you use the 2 above features.

12.1.7.1 FTP server parameters

Use embedded FTP server
Gespage provides an FTP server, the administrator can use another server if wished.
ATTENTION! If an externalserveris used, it must be hosted on Gespage server and give the default
directory access: GespageCore / Server / ftp / ftproot.

IP Address
IP address of the server (default server one).

Port
The default communication with the FTP serveris set on the 7121 port. The administrator can
enter another value if necessary.

Login / Password
Login and access password to the FTP server (by default admin/123456).

Use SSL
Check the box for using the secured protocol.

Modifying the FTP parameters of the embedded server requires a restart of the service “Gespage
Application Server” for being considered.
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3

nfiguration / Embedded FTP

{ Server | Configura

Server status

Use embedded FTP server

IP address 10.0.100.28

12.1.8 Service of Scan via FTP
Gespage can be used to configure the scan to mail and home directory services.

NOTE: Itis recommended to use document flows (see § 13) instead of this functionality via the sending
by FTP of the scanned files to the Gespage server.

12.1.8.1 Scan to email via FTP

Checkthe box Enable scan to email through FTP if you wish that user’s access to the service of Scanto
mail via Gespage FTP. In this case, the emails are redirected by the server to the user address set in
their user account.

This service is useful for external terminals or certain models of eTerminals (please refer to the manual

of your eTerminal). To access this menu, please follow the steps below:
Documents/Advanced/Scan though FTP
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At the MFP, the details of scan to FTP must be filled in as follows:
- FTP Server: Gespage server address.
- FTP port: 7121.
- Path:scan/NAME_OR _IP_OF THE SERVER/Printer_Name (be carefulto respect the case, it is
recommended to use a printer name without special characters).
- Login: admin (changeable).
- Password: 123456 (changeable).

Fromthe user point of view, scans are enabled as soon as they enter a “copy” session on the terminal.
Items will be performed once this session disconnected.

ATTENTION! If an FTP external server is used in this mode, it must be hosted on Gespage server and
give the default directory access: GespageCore/server/ftp/ftproot.

ATTENTION! Scans may be charged according to the Terminal / eTerminal features. Please contact
Gespage support for your configuration.

12.1.8.2 Scan to home directory

Checkthe box Scannerto homedirectory if you wish that user’s access to the service of Scan to home
directory via Gespage FTP. In this case, the server will store the documents scanned in the user’s home
directory set in their user account.

This service is useful for external terminals or certain models of eTerminals (please referto the manual
of your eTerminal).

At the MFP, the details of scan to home directory must be filled in as follows:
- FTP Server: Gespage server address.
- FTP port: 7121.
- Path: scan_home_dir/NAME_OR _IP_OF THE_SERVER/Printer_Name (be careful to respect
the case, it is recommended to use a printer name without special characters).
- Login: admin (changeable).
- Password: 123456 (changeable).

Fromthe user point of view, scans are enabled as soon as they entera “copy” session on the terminal.
Items will be performed once this session disconnected.

ATTENTION! If an FTP external server is used in this mode, it must be hosted on Gespage server and
give the default directory access: GespageCore/server/ftp/ftproot.
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ATTENTION! Scans may be charged according to the Terminal / eTerminal features. Please contact
Gespage support for configuration.

ATTENTION! The feature is available only if the information of home directory is configured for the
user logged.

Gespage server must have the rights to access all areas of the shared directories.
For this, usually fillin the login and the password of an administrator account of the shared storage.

Does Gespage service account have access to common storage?
If so, check the box. If not, fill in the access login to the common storage and password
(administrator account of the domain).

12.2 System menu
12.2.1 Backup/Restore

This menu is used to backup or restore the data base of your Gespage server.

% Gespage

{ Server [ Config user interface

Login User experience Advanced parameters

Furging database

Dielete user accounts
Anonymize histories
asks
Admin web access

Config user interface
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W Gespage

{ Server [ System [ Backup/Restore
Backup Archive
Schedule database backup
Backup frequency (in days) 1

Maximum number of backup files 20

Select a recovery date - -
Qar

Select a backup file

12.2.1.1 Backup

This menu is used to set your automatic backup procedure.

Schedule database backup
This parameter launches the automatic backup procedure.

Backup frequency (in days)
Specifies how many days elapsed between 2 automatic backups.

Maximum number of backup files
Specifies the number of backup files kept by the server.

This menu also enables the data base to be instantly saved ("save” button).

Backup files are stored in Gespage installation directory (under db\postgresqgl\save). The name of each
backup file contains the date and the time of backup.

ATTENTION! It is advisable to back up your backup files to a remote server for recovering your
configuration in case of server failure.

ATTENTION! Above backup procedure does not save the Windows or Linux configuration of your
printers.

12.2.1.2 Restore

You can perform a restore from a date of saving or from a file.
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ATTENTION! During a restore, your entire configuration will be lost and replaced by the configuration
of the restored version.

12.2.2 Purging database
This menu is used to purge the Gespage accounting tables from old records.

This purging is to perform during a maintenance operation on the server, for making space in the data
base.

One can for example purge the accounting from the previous year.

ATTENTION! Generating reports on purged data is not possible after the purge.

% Gespage

I ! Server [ System / Purging database I

D Delete data: unfil (MM-DD-YY) | 1//23

|:| Copy/Print/'Scan history

|:| User balance movements
Type |:| Event legger history

|:| Printer monitoring history

D Printer counters history

Maximum storage time (in days) of events 120

Delete data: until (MM-DD-YY)
Indicates the date until which data will be deleted.

Type
To choose the data that will be deleted.

Maximum storage time (in days) of events
Indicates the duration in days for the storage of data from the event log.

12.2.3 Purging users

This menu is used to purge Gespage history tables for old dates.
This menu allows purging users according to their origin (local accounts or fromthe LDAP) and empty
groups or departments.
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This menu can be useful when setting up LDAP synchronization in order to delete Gespage accounts
between two attempts to filter LDAP for example.

¥ Gespage

I ! Server { System / Delete user accounts I

Delete all accounts from a directory

Delete all local accounts

Delete empty depariments

OO0 O

Delete empty user groups

12.3 Tasks menu

This menu is used to set periodic tasks to be carried by your server.

12.3.1 Tasks list

Edit task
Displays the name of the task which can be modified by clicking the name.

Task type (see § 12.3.2)

e Reports: automatic sending of reports by mail.

e (CSVimports: automatic import of CSV files.

¢ Admin notification: sending of email or execution of a script as certain system events are
occurring.

e User notification: sending of email or execution of a script when particular events relating to
the user are occurring.

e Account reloading: automatic account reloading of a user group.

e User information: Automatic sending of information by email or execution of a script to a
Group of users.

e Script: Running a custom script.

Frequency (for some tasks only)

1. Once every hour
Task conducted every hour.

2. Once per day
Task conducted every day at a time set.

3. Once per week
Task conducted once a week at a day of the week, and a time set.

4. Once per month
Task conducted once a month at a day of the month, and a time set.

5. Performing on request

Gespage manual — June 2025



136 Gespage user’s manual

Task conducted at a click on the button

Comments
Displays the comment on the task.

® |aunches the task immediately

12.3.2 Type of tasks

12.3.2.1 Task for sending reports by mail

These tasks enable the automatic sending of reports by mail.

Task type
Reports.

Name
Used to name the task (visible in the Tasks list).

Comments
Comments on the task (visible in the Tasks list).

Frequency
Used to define the frequency of the task execution.

Start time
Sets the time at which the task will be executed.

Report types
Selection of the reports to send (refer to the definition of the reports § 11).

You can select several reports to be sent simultaneously (by means of the CTRL key).

File type
Selection of the file format to send (.csv or .pdf).

ATTENTION! Some reports are only available in PDF format.

Receivers’ emails
Indicates the receivers of reports
Several email addresses may be set by being separated with a “;.”

Advanced parameters
Allows data filtering.
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12.3.2.2 Task for CSV import
Such task automatically performs the CSV files import procedure. These files have to be available in
the import directory (see § 10.1).

&
Lo e ]

12.3.2.3 Task of administrator notification

This type of task enables the automatic sending of an email or the execution of a script when a specific
event occurs or all the events of a certain type and / or a certain criticality.

Event
e Selection of the event ID.
Orif no eventis selected, define the Minimallevel of event wished (Critical / Error / Warning

[ ]
/ Information) and its source (All / Gespage / Monitoring / Configuration / Device).

Notification type
e Send an email: sends an email to the configured addresses when an event is occurring.

e Runacommand: performs an external command.
For example, a tool is included enabling the logging of events in the Windows event logger

(C:\ProgramFiles\Gespage\GespageCore\server\tools\eventgespage.exe).
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12.3.2.4 Task of user notification

This type of task enables the automatic sending of an email or the execution of a script when a specific
event relating to the user is occurring.

Event
e Selection of the event ID (for example: creating a user account or credit reloading from a
dispenser/reloader.

Notification type
e Send an email: sends an email to the user concerned when the event is occurring.
e Runacommand: performs an external command.

Email content:

Writes the email that will be sent to the user group. This message may contain the following

general meta-characters:

e Name of the user: %USER_ID%.

e Print code of the user: %PRINT_CODE%.

e Credit of the user: %CREDIT%.

e Full name of the user: %SHOWN_NAME%.

e Date of the event: %DATE%.

e Addanimage: %IMAGE_PATH%/image_name.png
The image (png, jpg or pdf) must be present in the following folder:
\Program Files\Gespage\GespageCore\server\resources\images.

Meta-characters associated with an event are:
o  %0% for the 1°" parameter.
e %1% for the 2" parameter.
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12.3.2.5 Account reloading

This type of task enables the automatic reloading of all the credits of a user group.

Reloading type
e Set (modifies the credit of a user group).
e Add(addscredittoa usergroup, the box Define credit limit limits the addition of credit beyond
a certain limit).
e Subtract(subtracts credit to a user group, the box Define credit limit limits the subtraction of
credit beyond a certain limit).

Balance
Indicates the amount Assigned / Credited / Debited to the user group.

Define credit limit
Indicates the maximum amount of credit that a user may have.

Reloading comment
Comments on the reloading (visible in the credit history report).

Users group
Defines the user group concerned with the reloading task.
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12.3.2.6 Userinformation
This type of task enables the execution of a script or the automatic sending of an emailto a user group.
Notification type

e Send an email: sends an email to the users of the group.
e Runacommand: performs a Script.

Email content

Writes the email that will be sent to the user group. This message may contain the following

general meta-characters:

e Name of the user: %USER_ID%.

e Print code of the user: %PRINT_CODE%.

e Credit of the user: %CREDIT%.

e Full name of the user: %SHOWN_NAME%.

e Date of the event: %DATE%.

e Addanimage: %IMAGE_PATH%/image_name.png
The image (png, jpg or pdf) must be present in the following folder:
\Program Files\Gespage\GespageCore\server\resources\images

¥ Gespas
||
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12.3.2.7 Performing a script

This type of task enables a Groovy script to be performed by the server. This script can be used for
specific operations not available in the default configuration. Gespage Support can supply this type of
script on specific request.

Scripts must be placed in the following Gespage installation directory:
GespageCore\server\resources\scripts

According to the script a parameter may be set in the task.

12.4 Web access

12.4.1 Access right to the administrator interface

The access to all or part of the administration web interface may be configured for groups of users.
y

Users group
To select the user groups (and therefore the users set in this group) who will have access to the

administrator interface). The user will then have access to all or part of the network interface by
identifying with his login / password.

Comments
Comment on the access rights granted (visible in the Access rights list).

Roles
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To choose the tabs that will be visible to the user group.
Several Roles may be selected by pressing the Ctrl button and clicking the Roles wished.

The following roles are available:

- Administrator: Access to the entire administration interface.

- Device management: Access to the configuration menus of printers, terminals, and prices.

- User management: Access to the configuration menus of users, departments, groups, and
cashier.

- Supervision: Access to the list of printings in the queue, to the general monitoring of printers
and to the list of the documents printed or released.

- Report: Access to the menus of reports (lists of documents printed, released, PDF reports).

- Server configuration: Access to the menus of general configuration of the server.

- Cashier: this profile is used to credit or debit users and departments.

- Cashier (debit only): this profile is used to debit users and departments.

- View/Run tasks: this profile is used for executing tasks.

- Create/Edit tasks: this profile is used for editing tasks.

- Document management: Access to the Document menu

Thanks to the eventlogger(see § 9.3), the differentiated access of users enables to follow who made
modifications to the server configuration.

Each user getting an administrative access can change the display of the dashboard according to his
preferences.

Access limited to
Limits the function for certain groups.
For example, by limiting access to a group, the group administrator will be able to get reports only
on members of this group.

12.4.2 Administrator password

The administrator password may be changed. For accessing to the screen for password modification,
select “Server/Admin web access /Administrator login.” Enter the passwordin the first field and once
again in the 2" one, then click Change.

ATTENTION! Do not lose your admin password! In case of loss, you will have to contact the Gespage
support.

This menu also enables https to be forced for access to the administration page.
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The “Only localhost has access” parameterenables access to the administration page to be forced only
locally on the server.

The next parameter specifies the client workstations that willbe able to access the administration page
of the Gespage solution.

12.4.3 User interface setting

Login
| / Server / Config user interface |
Login User experience Advanced parameters
] Type of login level Print code only hd
Show, create new user
Show password recovery option

Available login methods
Specifies which users will be able to access the mobile printing page.
Username and password
Print code only

Create user account

Show, create new user: Enable the possibilityty for the end user to create his Gespage account
himself.

Show password recovery option: allow the user to reset his password if it has been lost.

User experience
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o | %G
espage
@
[ | 1al / Server / Config user interface

(&
o
—
® Login User experience Advanced parameters
5]

APPEARANCE
il
= Default language ‘ English
{:‘6} Use custom logo

JPG logo (200x70)

INFORMATIONS FOR USERS
Image (Max 2 MB, JPG, PNG, or GIF, Recommended size: 763x571px)
Information Text (Max 1024 characters, plain text) (
Gespage My News
1009 / 1024
Default language

By default, the language use for the web user interface is the one define for his browser. In case
the language define in the browseris not managed by Gespage, the language setin this menu will
be applied.

Use custom logo
Box checked: the image appearing at the top of the userinterface, can be chosen. Then upload a
file, this image must be in JPG format (200x70).
Box unchecked: the default image appears at the top of the user interface.

Information for users

This setting allows you to add some information on the user web page.
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*Gespcge

@ Dashboard
@ Print
B Add credit

L History My news

Gespage
dans la poche

Gérez votre compte
utilisateur

Lancez ou modifier
des impressions

Historique de votre
crédit/transactions

Gespage My News

S

7

You can:
e Add an image : the image must be JPG, PNG or GIF. 2MB max and recommended size is
763x571 pixel.

e Add an information text: maximum 1024 characters

Advanced parameters

Voespooe |

E
|1ﬁ'|i Server / Config user interface |

Login User experience Advanced parameters

GENERAL PARAMETERS

Max file size uploading (Mb)
25

SE MO o & @ B

Max file size uploading (Mb)
Maximum size of files allowed for uploading.

12.4.4 Setting the web commerce (option)

Gespage Web Payment is an optional module of Gespage. It is designed to make accessible Gespage
accounts reloading via a customized and secured Web page. The application must be installed on a
Windows or Linux print server hosting the Gespage solution.
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The main features of Gespage Web Payment are:
e Bank cards and online payments without buying equipment.

e Several reloading amounts proposed at degressive tariffs.
e Secured payment through a payment gateway (Ingenico payment Services).

12.4.4.1 E-commerce setting

12.4.4.1.1 General parameters

*Gespoge

{ar ! Server / Web shop / Web shop settings

GENERAL PARAMETE

|z ©@ Jo G @ B

£} Configuration w
i_% System '
7] Tasks v
] Admin web access v

A Config user interface

| = webshop | v

@

GENERAL PARAMETERS -
B o

Shop address

Rule page Rl xhml

Shop name, address, phone number, Vat number, e-mail address
These fields give information about the merchant that will appearon the reload page of the user.

Show buy rule
Box checked: users must validate the general sales conditions.
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Rule page
Gives the path to the customized page of general sales conditions.

Rule text (HTML)
Uploads a customized HTML file of general sales conditions.

12.4.4.1.2 E-payment gateway

Part of order id gespage_
Test mode

Webshop credit's currency EUR

Ierchant 1D cartadisgespage
API Key 09D3FBBY39B6DIES4695
Secret Key @

Part of order id
Specifies the prefix of order numbers.

Test mode
Box checked: the purchase gateway (Ingenico Payment Services or Paypal) is in test mode;
transactions are not valid.
Box unchecked: transactions are valid, the service is running.

Webshop credit's currency
Specifies the currency used for payment (example: EUR for the Euro, USD for the American
dollar...).

Setting Worldline

Merchant ID
Specifies the merchant number of your Worldline account.

APl Key
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Specifies the security key of your Worldline account.

Secret Key
Add the secret key define on your Worldline portal.

Assess Worldline connection
Allows you to assess the Worline connection to ensure that your configuration is right.

12.4.4.2 Web shop

Reloads offered to users are created, viewed, and set from the Web shop.

12.4.4.2.1 Create new item

% Gespage

| | Server | Web shop / Edit item |

Item name Reload of 165 Units

D Comments Bonus +10%

Cost 15
Value 165
Fee 0
VAT 0
Net cost 15
Active

Item name
Name of the item as the user will see it.

Comments
Commentonthe reload item. This commentis used only to facilitate the managementof itemsin

the Web interface, users cannot see it.

Cost
Defines the reload purchase price.

Value
Sets the actual amount credited to the account of the user (in Euro or Unit). This amount may

include a bonus.

Fee
Specifies an amount of fees, this information will appear on the receipt after the user payment.

VAT
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Defines the VAT rate which will appear when reloading.

Net cost
Indicates a net cost, this information will appear on the receipt after the user payment.

Active
Box checked: the item is directly active after validation.
Box unchecked: the item will not be active for users but appear in the administrator interface in
the list of items.

12.4.4.2.2 List of items

Reloads offered to users can be viewed and modified from this menu.

Cost 1/ Value 1} Comments 1| Active 11
30.00 35.00 Test de commentaire No

15.00 15.00 Bonus +10% Yes

er Recharge 65.00 78.00 Avec Bonux 20% No

List of items

Selection of the items to delete, enable or disable.
Several items may be selected simultaneously (with CTRL key).

Delete selection
One or more items are fully deleted.

Active/inactive item
An item is enabled or disabled temporarily. If it is disabled, it will no longer appear on the reload
interface of users.

12.5 Gespage Mobile

Gespage Mobile is a module of the Gespage solution. It is designed to make the submission of
documents to print available from any connected device, PC, Smartphone, or tablet.

The main features of Gespage Mobile are:

e Print service available to everyone, all the time, from any connected terminal.

e No installation of print drivers.

e Printing of Pdf, MS Office, Open Office, Jpg ... files.

e Printing by uploading from a web interface (for PCs for example), by email sending (for mobiles
for example) and via a mobile application.
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*Gespoge

O Mobile printing ~

5 Cloud printing

[Z] Mobile print profiles v
&2 Advanced scan v
% Storage connectors v
7% Advanced v

Reload of 165 Units

SHE MmO @t E

Super Recharge

: 8 Gespage S
o | 1@} / Document / Cloud printing
- !
® DEBUG MODE
i Activate full debug O
=]

WEB PRINTING

Show Print

Show upload and print
Default Printer Web Application GESPAGE-TEST-26/Virtual v

MOBILE APP PRINTING

Activate support

Allow release documents.

Defaull Gespage smartphone application printer GESPAGE-TEST-26/irtual v |

EMAIL PRINTING

Document code Four digits ~ |

Filter files containing |

Set print attachment first in list O

Approve:

© 20002025 - Gespage 9.3.0¢.3
12.5.1Debug Mode
Activate full debug log

This setting enable the debug mode for the Gespage mobile functionalities.

12.5.2 Web Printing

Show Print
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This field enables the “Print” tab for sending directly to print the uploaded document.

Show upload and print
This field enable or not the authorization to send a print job from the web user interface.

Default Gespage mobile printer
This is field allow us to define the default printer use to print through Gespage user’s web interface

12.5.3 Mobile App Printing

Activate support: enable the use of the application, if unset, the application could no longer connect
to Gespage Server.

Allow release documents: to allow users to release print jobs directly form the Gespage phone
application.

Default Gespage smartphone application printer
This field allow us to define the default printer use to print through Gespage Mobile Application
(available on Google Play Store or Apple Store)

12.5.4 Setting the email printing

12.5.4.1 General parameters

Document code
This field specifies the type of code (Weak: 4 digits / Medium: 8 digits / Strong: 8 alohanumerical
characters) enabling the user to set the print parameters.

Filter files containing
This field specifies the documents orimages for which printingis to prohibit by filling in the regular
expressions they contain.
Regular expressions may be complex, go to the site:
http://fr.wikipedia.org/wiki/Regular_expression for a complete definition.

Set print attachment first in list
If set, the print attachment will be display first in the list of print job after user’s authentication.
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12.5.5 Smartphone Application use

Gespage Mobile Application

The configuration below, allows you to send and/or release print jobsfrom Gespage Mobile application
for smartphone.
This application is available from Google Play and Apple APP Store.

A

k Google Play e

You will find below a description of the following steps:
e Gespage configuration to enable the feature from the administrator interface

e How to connect and launch a print job
e How torelease a print job

Gespage configuration:
On Gespage, you must enable the application use from the menu Document/Mobile printing/

Gespage Mobile App:

Cloud printing

Mobile print profiles
Advanced scan
Storage connectors

Advanced
Show upload and print
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Then enable the functionalities needed under the Mobile App Printing menu:

Activate support
Allow release documents
Default Gespage smartphone application printer GESPAGE-TEST-26/\Virtual v

Then you need to set a default printer for the application.
This printer will be use by the application to launch the print jobs. It must be a print2me printer with

cloud printing enable on it:

Page number analysis performed by Gespage
Spool type () Local

() Global Print2me

[ Printers / Printer / Copier - GESPAGE-TEST-26/Virtual

General Cost Access Right Printing rules | Mobile printing |

Cloud printing

Then, underthe menu Document/Mobile printing/Cloud printing you will be able to select this printer
to define the Default Gespage smartphone application printer:

% Gespage
[E] P

I Cloud printing I

Email printing

Gespage Mobile App
Mobile print profiles
Advanced scan
Storage connectors
Advanced

Default Gespage mobile printer
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o

® 107 / Document / Mobile printing / Cloud printing
o

~

® CLOUD PRINTING

E Show Print

ihl Show upload and print

= Show Web printing

Default Gespage mobile printer

Yespore [

(<<

<]

GESPAGE-TEST-26/HP_Virtual

Default Gespage smartphone application printer

‘ GESPAGE-TEST-26/HP_Virtual

=

Once it is done, you must ensure that the printer where you want to release your documents are

compatible with this printer.

How to connect and launch a print job

Without authentication, only local scan is
available:

10:35 Xf il il 80% @
*Gespoge

Please log in to explore all features Login

N ¢ o

0 oL Top 0

Saved Trees Saved Water  Green-score

Distribution

0 0 @ Printing
Copies
@® scan

o

Favorite Printers

Home nt ar Mor:

Click on login and set server parameters (you
must be on the same network as the serveror
server must have a public IP/hostname)

Enter connection information

Gespage Server Address
https:/[myServer:8443 O
Username
guillaume

Password

[ nttm‘ut«nl 1) J

To connect, you must enter the following
settings:

Gespage server address: IP to connect to the
Gespage application server. The port to use will
be 8443. If the URL is too complicated to set,
you can create a QR Code for this link and share
it with your users. The QR code can be scan for

(]

this field by clicking on the QR logo:
Authentication is Username and Password only
for this application.
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10:55 XAl 4l 78% @
. . Print [] Add Docs
Once you are connected, users information’s

are displayed: Documents Pending (0)
e Usercredit

e Environmental impact

e And also, a quick view on the
distribution between copies, prints and
scans based on the user history.

10:53 A N =l gl 78%m
« aa
Gequge 1,023.79 €
% O &
0 8121 Top1

Saved Trees Saved Water Green-score

Distribution
13 \?3 @ Printing
Copies
® Scan
39
:;:J
Favorite Printers View all Print
S -TEST-26 Available
GESPAGE-TEST-26/Kyoavailable And choose Add Docs.
@ cera_TASKalfa_2553...
Printer ID: 303

Then you can browse from your phoneto select
the document to print.

GESPAGE-TEST-26/  Available
@ Canon C355

Printer ID: 524

To send a job, click on print:
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10:56 B & el il 78% W 10:56 @ b Ferwhall 4l 78%m
& Preview < Print Options
Paper size Number of copies
Ad N 1
Range
All pages ~

Fender-Champion-600-Schematic (1).pdf

169 KB

Orientation

Portrait v
Color

Black and white ~
Two-side

Mo AV

You can choose ‘Print Options’ to set some
parameters for your print jobs:

Paper size

Number of copies

Range: to choose if all the job must be
printed or define a custom range
Orientation that can be portrait or
landscape

Color

Two-side to setif print job is duplex or
not.
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A quick message informs you that the print jobs
have been added:

Added successfully!

Successfully added to Documents list.
Go to the list to release your
document(s)

Go To Documents List

The job is processing to create a file
understandable by the printer, it can take few
seconds:

10:57 B &t Dl al 77%@

Print Add Docs

Documents Pending (0)

o, Fender-Champ...c (1).pdf
& 20/01/202510:57 -

Release Document

R = )

Print
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Once the job is ready, you must have the Note that you can also send jobs to Gespage

following screen: mobile from an externalapplication from your
phone by selecting print on the application,
and choose Gespage:

1057 & N Dl ol 77% @ & Felhall 0l 81%0
Print Add Docs
Documents Pending (1 Select All
9 O P%F Save as PDF
o, Fender-Champ..c (1).pdf [ o Gespage
20/01/2025 10:57
@2 0.00€ All printers...
1/2 (V)
Release Document 2/2 (V)
) = o 000
H Print c M
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Then click on the print button:

11:57 B &

o Gespage

Copies: 01 Paper size: SO A4

v

/’?/_f

— FFFITY

e e 2

2/2

The application asks you to confirm to use
Gespage:

11:57 B a2 N Tl vl 81%4

o Gespage

Copies: 01 Paper size: SO A4

s

Use Gespage?

Your document may pass through 1 or more
servers on its way to the printer
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Then you are redirected to Gespage
Application:

11:57 B2 Rl =redhall ol 81%@

& Preview

Gespage_2025_01_20_1737370665730.pdf
169 KB

=

Print Options
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How to release a print job:

To release your job, you can connect into a compatible printer where a Gespage eTerminal is
installed, or you can choose to release it directly from the application.

To do this, please check the box of your print Choose a compatible printer from the list, or
job, and choose ‘Release Document’: scana QR Code ita QR code is available foryour
printer:
10:57 B8 N Fedeal wl 77%m 10:57 & Tl al 77%m
Print [] Add Docs & Select Printer
Documents Pending (1) Clear All

GESPAGE-TEST-26/Kyo~vallable
cera_TASKalfa_2553...
Printer ID: 303

Selected Documents (1) Total: 0.00 € @

o Fender-Champ...c (1).pdf
& 20/01/2025 10:57

@2 0.00€ GESPAGE-TEST-26/  Avallable
LEJ Canon C355
Printer ID: 524

PC_0107/KyoceraCS Avallable
(5  3554ci KX

Printer ID: 745

GESPAGE-TEST-26/  Avallable
(3 HP_13_Test

Printer ID: 624

@ kyocera_2554 Available
Printer ID: 543

GESPAGE-TEST-26/  Available

— - G, Scan Printer Code
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Once you choose the printer, a popup is A message is displayed to confirm the printing
displayed to confirm the printing. is releasing:

The cost forthe job on this printeris displayed:

Confirmation

Printer Info

Print Name GESPAGE-23/S..HARP_BP

Printer ID 1227

Status Available «  Releasing document(s)

Documents Pending (1)

Fender-Champ...c (1).pdf 0.20€

Total 0.20€
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The job still display on the screen untilthe print
job is correctly sent to the printer, then it
disappears:

10:58 B3 N Bt all vl 77%m

Print 4] Add Docs

Documents Pending (0)

o Fender-Champ...c (1).pdf
20/01/202510:57 « Printing

Release Document

Print
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Scan:
A scan menu is also available in the application to scan and save or scan and print a job.

By clicking on the scan button, you can take a Then a review is displayed.
photo of the job:
Two options are available to rotate the job or
force it to black and white:

& Review
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Once you valid the scan, you have the possibility to only save the job in your phone, scan another job,
or submit this scan to print to Gespage:

10:30 & R Dl 85%m
< Preview <

N

© = ch

Scan More Print Options Save

You also have the possibility to share this scan with other app available in your phone, to send this
scan through email for example.
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More:

A last menu is available to provide information about the application.

1043 B @ B X5l ) 85% 0
More
e da
® >
() contact support -
(1) About -

[ Log out J

More

On the first page for this menu, you will find the button to logout from the application.
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By clicking on the username, you get user information like its email, if the useris limited or its print
code to release the job on the eTerminal for example:

1043 ME @ K =5l 0l 85%0
& Profile
[ ]
(]
aa
Email
Current Credit Limited
Print Code 1788
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On the contact and support button, our email address for support is displayed:

Contact support

Contact us via support@cartadis.com
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On the about button, you will be able to see the application versionandthe URL forthe serverwhere
you are connected.

The terms and conditions to use our application are also displayed on this menu:

1044 PME@EE 8 Tl ol 85%a

& About

App version
1.0.2

Gespage server address

https://cartadis.gespage.com ]

Terms And Conditions —

12.6 License

Gespage license is based on the maximum number of printersto be monitored. Contact yourreseller
to choose the license that best suits to your configuration.

Without a license, Gespage runs in DEMO mode for 60 days. During this period, all Gespage features
are available.

Beyond this demonstration period, Gespage runs in LIMITED mode. In this mode, printings will no
longer occur normally (only the documents below or equal to 3 pages will be printed) and the

communication between the terminals will be limited.

If the license is ENABLED, the server runs normally.
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In addition to the license agreement, Gespage keeps up to date a maintenance date. If the
maintenance date has expired, youno longer be able to obtain support from yourinstall new upgrades.

The license includes the number of physical printers managed by the Gespage server; it does not limit
on the number of Gespage agents. The license is installed on the PC hosting the Gespage application,
there is no license to install on Gespage agents.

% Gespage

/ Document / Mokile printing / Cloud printing

Show Print

Show upload and print

| | | & License |

Regisiry (Expert mode for parameters)

Procedure to request a license:
e From the menu Server > Support > License, retrieve the signature of your machine.
e Sendthe signature of your machine to your retailer with the type of license and the duration
of maintenance wished.
e You will receive an activation key to registerin the field “Register your license key” then click
Approve.

Invalidation of the license:

Your license becomes invalid on the following cases:
e if you change your PC or domain name
e if you reinstall your operating system
e if you enable the Microsoft server license after the Gespage installation
e if you upgrade youroperating system with a majorupdate (from SRV2012 to SRV2019 for

example).
In case of replacement of your server, the license has to be changed.

License for additional module:
In addition to Gespage license, thisis where activation keys and maintenance dates are filled in for
the Gespage options like eTerminal licenses or WebPayment module.
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Made Active jundes maintenance)

a | G
espage
- pag
o {81/ Suppon / License
A
® LICENSE
b Signature HEKASHRM
B
&£

Maintenance end dats 31 jul. 2024
Qy of pinters 100
Qty of physical printers. 28

Terminals Mode Detalls
Kanica Minalta sTerminal ‘Active (undsr maintenance)

Xerox eTeminal Active (undsr mainsnance)

Sharp Terminal Active {under maintenance)

Ricoh eTarminal Active (under maintanance)

Lesmark eTerminal Active (under maintenance)

Kyocara eTerminal Adive (under maintenance)

Brother ¢Terminal Trial

HP &Taminal Active (undsr maintenance)

Toshiba sTeeminal v ‘Active (undsr maintenance)

Epsan <Terminal Active (undsr mainznance)

Canan eTerminal Active (undsr maintenance)

Ogtion Made Detalls Date

Web shop Trial 31 jul 2024

Dats
31 juil. 2024
3 il 2024
31 juil 2024
31 juil 2028
31 juil 2028
31 juil 2024
3 jul 2024
3 juil. 2024
3 juil. 2024
3 il 2024
31 jul. 2024

Qty of prnters

Humbsr of devicss
212
213
11100
215
115
115
113
173
2110
215
010

LICENSE REGISTRATION

Register your kcense koy

]

12.7 Parameters registry

This menu lists the advanced parameters of the system.

ATTENTION! These parameters must only be changed under control of the software support.

@ * © Logon
Gespage
& |
®
.
® | FILTER .
m
B ADVANCED PARAMETERS
= WY gt

MName T1 Value TL

‘scoounting anonymize doc. tile ] z

‘acoounting anonymize usemame ] z

— . .

. show_print_code 1 ra

1 00 v (144740

Delete salection

ADD NEW PARAMETER

Some of these parameters are described hereafter:

Force the use of the “Cashier” mode:
Name

“ui.cashier.force_usage.”
Value

“0”" =no/“1” = yes.
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Force registration of the numbers of cards associated with the users in one of the fields “card number
lor2”:
Name
“card.force_id_at_association.”
Value
“0” = noforcing / “1” = forced in “card number 1”/ “2” = forced in “card number 2”.

Add a link to the Repro service in the popup of redirection:
Name

“popup.repro.url.”
Value

Indicates the link.

To interface Gespage with an external purse:
Name
“wallet_ext.mode.”
Value
Defines the mode of external credit.
(eg “Gespage only” use of the Gespage credit only.

Name
“wallet_ext.type”
Value
Defines the mode of external credit.

Name
“wallet_ext.ur
Value
Indicates the URL of the external purse used.

I”

Set the level of toner alert:
(The alert level set by the printer is used by default).
Name
“monitor.toner_threshold”
Value
“0 “= default value / “X “= % of the alert level.

Anonymize the document titles in Gespage accounting:
Name
“accounting.anonymize.doc_title.”
Value
“0” = Anonymization disabled (default) / “1” = Anonymization enabled.

Filter LDAP synchronization events (useful for large directories):
Name
“event_logger.ldap.verbose.”
Value
“0” = Verbose mode disabled / “1” = Verbose mode enabled (default).
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13. Advanced scans

Since the V8 version of Gespage an advanced scan processing mechanism has been available in
Gespage, making it possible to apply an OCR processing to certain documents and to store them in
storage areas or to send an e-mail.

A processing (via OCR or blank page detection) can be added, and two outflows can be used.
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13.1 Advanced Scans Settings

Advanced scan profiles can be use with the following eTerminals:

e Toshiba
e Sharp
e Ricoh
e Kyocera

e Lexmark

e Konica Minolta
e (Canon

e Xerox

This menu is useful to set the incoming directory to allow Gespage eTerminal to send scan jobs to
Gespage server, before process and send the scan job.

% Gespage

Mobile printing

Mobile print profiles

Settings

Advanced scans list

Create advanced scan

Use default configuration :

Folder :

By default, a folder is automatically created in the Gespage directory to allow the MFDs to copy the
scan job in Gespage, in order to process and send the scan by Gespage.

If you do not want to use this directory, you can unset this setting and use your own shared
directory.
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This shared directory must be created first on the Gespage server.
The username and password define on this menu must have the access right on this directory

13.2 Advanced Scan Processing

13.2.1 Processing OCR

To set this processing, move to the menu Document > Advanced scan > Process > OCR.

- *Gequge

@ |

@ I {ar/ Document / Advanced scan / Procaess | Treat I

Q

—

® OCR

bl

g MName |

{g} Comments |
Select OCR Interpreter Tesseract
Save as Searchable PDF ‘
Interpretation language |
OCR installation folder (usually ampty) |

Parameters of flow processing

Name
Name given to the flow processing

Select OCR Interpreter
Selection of the OCR to use for the processing

Save as
Searchable PDF: PDF for search and selection of text
Searchable PDF/a: standardized version of the PDF
Text file: Change the document to a text file (.txt)
hOCR xhtml file: Format of data representations for formattedtexts, obtained by means ofan OCR
or PDF.

Gespage manual — June 2025



176 Gespage user’s manual

Interpretation lanquage
Language considered by the OCR during processing (example: eng, fra or eng + fra)

OCR installation folder (usually empty)
Set the installation path if it is not located in C: \ Program Files (x86) \ Default Tesseract-OCR.

13.2.2 Installation of Tesseract

By default, Gespage does not have a process for creating OCR documents.
Third-party software must therefore be installed to support this part of the process.

We recommend the use of Tesseract version 5.0.0

Inthe event of an elaborate newversion, please contact our support by e-mail (support@cartadis.com)
to obtain this version.

The Tesseract installer is a standard installer, so you just have to validate the installation steps, then
wait for the complete installation.

User Account Control x

This file is from an untrusted location.
Are you sure you want to run it?

tesseract-ocr-wb4-setup-
v5.0.0.20211201.exe

File origin: Network drive

Show more details

Yes Mo

L Please wait while Setup is loading. ..

= unpacking data: 58%

Installer Language >

i Please select a language.

English o

Cancel
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f?} Tesseract-OCR w3.0.0.20211201 - 5

Welcome to Tesseract-OCR Setup

Setup will guide yvou through the installation of
Tesseract-0CR.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Mext to continue,

f?} Tesseract-OCR w3.0.0.20211201 - 5

License Agreement

¥ Flease review the license terms before installing Tesseract-0CR.,

Press Page Down to see the rest of the agreement.

S e e e e

you may not use this file except in compliance with the License. ~
You may obtain a copy of the License at

http:ffwww. apache.orgflicenses LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an “AS 15" BASIS,

WITHOUT WARRANTIES OR COMDITIONS OF AMY KIMD, either express or implied.
See the License for the spedific language governing permissions and

limitations under the License.

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Tesseract-OCR.

< Back Cancel
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) Tesseract-OCR v5.0.0.20211201

Choose Users

Choose for which users you want to install Tesseract-OCR.

Select whether you want to install Tesseract-OCR. only for yourself or for all users of this

computer, Click Mext to continue,

(®) Install for anyone using this computer

() Install just for me

Hullsaft Inskall Swskem w306, 1-1

< Back

) Tesseract-OCR v5.0.0.20211201

Choose Install Location

Choose the folder in which to install Tesseract-0OCR.,

Cancel

Setup will install Tesseract-0OCR. in the following folder. Ta install in a different folder, dick

Browse and select another folder. Clidk Mext to continue.

Destination Folder

Browse...

Space required: 281.8 MB
Space available: 3.6 GB

Fullsoft Install System «3,06,1-1

< Back
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£ Tesseract-OCR v5.0.0.20211201 — *

Choose Components
Choose which features of Tesseract-0CR. you want to install.

Chedk the companents you want to install and unchedk the companents you don't want to
install. Click Mext to continue.

Select components to install: : ScrollView

[#] Training Tools

[+] shertcuts creation

-- Language data

i~ [] Additional script data (download)

|:| Additional language data (download)

Description
Space required: 231.8 MB Position yaur mouse over a component ko see ks
description.
Mullsaft Inskall Syskem w3,06,1-1
< Back |I Mext = I | Cancel
f% Tesseract-0OCR v5.0,0.202112M —
Installing

Please wait while Tesseract-0CR is being installed.

Create shortout: C:\ProgramDataMicrosoftiWindows\start Menu'ProgramsiTesseract-OCRR

Show details

Mullsoft Install Svstem +3.06.1-1

< Back Mext = Cancel
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f:"' Tesseract-COCR v3.0.0.20211201 —_

Completing Tesseract-OCR Setup

Tesseract-0CH has been installed on your computer.,

Click Finish to dose Setup.

View Tesseract on GitHub

13.2.3 Processing blank pages

$

Mobile printing B

Mobile print profiles

Scan Profiles

Outgoing

Profile list

OCR

Ignore White pages

Storage connectors

Advanced
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o | QG
espage

N pag
@ [ {fir / Document / Advanced scan / Process / Ignore White pages
o
® IGNORE WHITE PAGES
ld
g @ This process is only valid for pdf files.
&

MName

Threshold ’:I [ ]

INFORMATION

Threshold 100 - Most tolerant detection (maximum number of blank pages removed).

Threshold 1 : Most accurate detection (minimum number of blank pages removed).

Approve

The configuration of this process enables blank pages to be ignored with Gespage advanced scan. This
processing is only valid for PDF files.
A detection threshold can be set depending on your need.

13.3 Outgoing

There are two types of outgoing: E-mail and Storage.

Each of these outgoing can exist separately or jointly. An advanced scan with two outflows can
therefore be created.
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13.3.1 Outgoing Email

®Ge spage
I Document / Advanced scan / Qutgoing / Forwarding documents
=]

Mame

Comments

Forward to Current user from machine session
(®) Primary email

Send to () Secondary email
() Primary email/Secondary email

Fetch sender e-mail address from User account e

E-mail message Only inform W

Name
Name given to the outflow.

Forward to
Current user from machine session: Recover the e-mail address of the user logged
The sender: Recover the sender's email address entered on the copier
To address: Forward the e-mail to the recipient of the email
Forward to: Redirect to a specified e-mail in Gespage.

Fetch sender e-mail address from
User account: Recover the e-mail address of the user logged
Printer/Copier: Recover the e-mail address entered on the copier as the sender
System email address: Recover the e-mail configuration filled in Gespage
(Server > Configuration > primary email > configuration).

E-mail message
Only inform: Confirmation message sent by e-mail

Standard e-mail: Message confirming the processing of the e-mail
Original message: Sending a message containing the original information
Default e-mail with original message: Combination of the two above messages.
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13.3.2 Outgoing Storage

*Gequge

far / Document { Advanced scan / Qutgoing / Save document

SAVE DOCUMENT

Mame ‘

@ME@JoE@@

Comments ‘

Storage connectors e

Name
Name given to the outflow.

Document archive

Microsoft OneDrive:
Saves the file processed directly to the Microsoft OneDrive Business if the user account is
synchronized with your company EntralD.

Microsoft Sharepoint:
Saves the file processed directly to the Microsoft Sharepoint if the user account is
synchronized with your company EntralD.
Site URL: set the URL for vyour Sharepoint organization site. Example:
https://mycompany.sharepoint.com/sites/MyOQOrganizationSite
Shared folder: set the name forthe shared folderin yoursite. Example: Test/UsersServiceScan
To enable scan to Sharepoint, you must enable the rights for your application during the
EntralD synchronization:

v SharePoint (4)

Sites.Manage.All Application  Read and write items and lists in all site collections Oui @ Accordé pour CARTADIS

Sites.Read All Application  Read items in all site collections Oui @ Accordé pour CARTADIS

Sites.ReadWrit=.All Application  Read and write items in all site collections Oui @ Accordé pour CARTADIS

Sites.Selected Application  Access selected site collections Oui @ Accordé pour CARTADIS
Google Drive:

Saves the file processed under a folder name GespageScan to the Google Drive if the user
account is synchronized with your company Google Directory.

SMB folder:
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The following fields are displayed:

In the folder: SMB name to which documents will be created.

Copy to user folder: If the checkbox is checked a subfolder, having the name of the user, is
created in the SMB share.

SMB login:

SMB password: Username and password to access the SMB resource.

DFS (Distributed File System): If the box is checked, the DFS can be used in Gespage.

Home directory:
The following fields are displayed:
SMB login: Username giving access right to the user’s home directory.
SMB password: Password giving access right to the user's home directory.
DFS (Distributed File System): If the box is checked, the DFS can be used in Gespage.

SMB protocol use by this feature is SMB v2.

13.3.3 Create scan profiles

First, you must ensure that the advanced scan setting and the process you need from the first steps
explain previously are correctly set.

8 Gespage

Mobile printing

Mobile print profiles

Settings
I Advanced scans list I
I Create advanced scan I
Cutgoing
Process

Storage connectors

Advanced

Settings:

This menu shows the network folder that will contain the incoming documents before processing. This
area must be local and unique forthis use. Inthe case of remote servers, this area must not be shared
between several servers.

Advanced scans list:
Display of scan profiles available to users.

Create advanced scan
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This menu enables a profile usable for advanced scan to be defined.

To do so, the group of users for which this profile will be applied, the processingto be used as well as
the outgoing flow for this profile must be specified.

The processing and the outflow must be defined before creating the profile.

Once all desired in and out flows have been created, an advanced scan can be created.

*Gespcge -

[ {6 / Document / Advanced scan  Scan Profiles / Advanced scan creation

SCAN

Title Scan to mail

@ME @B

Desaription [

USERS GROUPS

PROCESS

=
OUTGOING

[ =

To create the scan profile, you only need to add a profile name, define the group where the profile will
be applied.
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14.Managing

multiple sites

14.1 Gespage agent: General configuration

14.1.1 Installation

The agent may be installed under Windows or Linux by an installer. Gespage server address must be
entered during the installation or in the confirmation file of the agent.
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14.1.2 Advanced parameters

Some options of the agent may be set from a configuration file.

GespagePrintAgent.conf configuration file must be in the installation directory of Gespage under
GespageCore/conf.

The parameters that can be filled in:

GespagelP=x.x.X.Xx

Defines Gespage server address (IP or name) (by default, localhost).

SNMPP0o11=600000

Definesthe time in ms between two SNMP requests to retrieve printers’ counters (by default,
10 minutes).

Winddance=False

Indicates whetherthe documenttitle must be retrieved from the system information instead
of the parsing of the spool file (enabled by the value True) (disabled by default).
WinUsername=False

Indicates whether the ID user must be retrieved from the system information instead of the
parsing of the spool file (enabled by the value True) (disabled by default).
HideDocTitle=False

Automatically rename all documents titles to increase privacy (enabled by the value True)
(disabled by default).

HiddenTitleText=HiddenTitle

If HiddenTitleText parameteris enabled, the replacement title of documents can be
customized.

TrackOnly=False

Enablesthe Tracker mode of the agent (enabled by the value True) (disabled by default). Note
that the Tracker agent must connect at least once to Gespage server when the service starts.
GespageCxDelay=N

Is used in Tracker mode. The agent tries to connect when the service starts and every N
seconds. A random number from Oto 600 is added to N for each connection.
SiteName=xxx

Defines the agent’s name (by default, the computer name is used). Several agents can share
the same name (especially if the same printers are referenced).

14.2 Gespage Remote: General configuration

The concept of “Gespage Remote” allows to have several autonomous Gespage servers (for example
one serverper site) and to consolidate data on a single servercalled “Gespage Central” server(see §
2.2.3). The Central server will gather all the statistical data from all the remote servers.

Gespage Remote is set from the menu of advanced registers (see § 12.7).

Userswho are automatically created from a directory synchronization may also have their credit (Black
and White and Colour) synchronized between all the servers. A debit or credit made on any of the
servers will be passed on to all the other servers.
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14.2.1 Central server configuration

There is a single central server. This is the server that centralizes data from the whole site.
There is no particular configuration required on the Central server. Configurations are to be performed
only on remote servers.

Note:
Remote server disconnections (more than one day) can be viewed in the Gespage event log.

14.2.2 Remote server configuration

A Remote server is a remote autonomous server that will communicate asynchronously with the
central server.

ATTENTION! The remote server must periodically connectto the CentralServerto report its statistics
and validate its licence. At least one connection every 30 days is required, otherwise the remote
server's licences will be blocked.

In the event of a disconnection from the main server, an alert will appear in the event log.

Note:
Prolonged disconnections can be viewed in the Gespage event log.

A graphical menu is now available for configuring a Remote.
This menu is available from the “Server > Configuration > Remote” tab.

% Gespage

! Server / Configuration / Remote

Admin Parameters

Uzers parameters

ADILDAP Synchronization/Azure
Email Server

Popup / Nofifications

Embedded FTP

Remote

System
Tasks
Admin web access

Config user interface
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5 —,

s [¥Gespase [
@ | {1/ Server / Configuration / Remote

A

® REMOTE PARAMETERS

m

- Active [m]

{g} Approve

o | QG

: Gespage

ID 101/ Server / Configuration / Remote -|

o

~

® REMOTE PARAMETERS

S Active

ihl

= Central server [ ‘

&
hitp port I 7180 I
hitps port [ 7181 ‘
Use SSL
Synchronize quotas [
Server remote name ‘
synchronize users [

Name

“Central server”
Value
Indicate the central server IP address.

Name
“http port”
Value
Indicate the HTTP port of communication with the central server (by default: 7180).

Name
“https port”
Value
Indicate the HTTP port of communication with the central server (by default: 7181).
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Name
“Use SSL”

Value
“true” for a secured connection to the central server.
“false” for a non-secured connection.

Name
“Synchronize quotas”
Value
“true” so that quotas are synchronized between servers.
“false” so that each server (Central and Remote) independently manages users’ credits.

Name
“Server remote name”
Value
Modifies the remote server’s name (by default, the computer name is used).

Name
“Synchronize users”

Value
Allows user accounts to be retrieved from the central server.
Synchronization of user information is performed by default every 120 minutes.
Users and their print codes and card numbers will be synchronized from the central server.
Clicking the “Retrieve” button enables the LDAP configuration to be imported from the central
server to the remote.
ATTENTION! In this case, the print codes as well as the card numbers will not be synchronized
between the remotes.

Synchronize users | g

Synchronization period of users (minutes or hh:mm) 120

Retrieve the LDAP configurations from the central
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15.Client applications

15.1 Gespage Popup

Gespage Popup is a JAVA application running on client workstations. It is intended to notify the user
with Gespage messages such as application of a printing rule or to enter additional information such
as a job code, or to accept a redirection.

15.1.1 Installation

The Popup may be installed in Windows using an installer. A MSI version of the installer is available to
facilitate the GPO deployment.

Pre-configuration parameters can be added to modify the MSI:
- Authentication
- DefaultUser

For MAC, the application is available in the .app format.

For Linux uses, this application is extremely simple to install, the Popupapplication is launched by using
the command:
o $ java —-jar gespage-popup-full.jar
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A file gpopup.properties containing the IP of the Gespage server must be included in the same
directory as the jar file:
0 ServerAddress=10.0.0.209

Above command must be executed from all the workstations having to use the Popup window.

Above command line can be included in acommand script, and then this script is to start systematically
when starting the user session.

The Popup application requires the Java Runtime 1.8.

15.1.2 Configuration

The application behaviouris configured from the Gespage server from the menu Server > Configuration
> Popup/Notifications.

ept documents =

Existing Gespage account only

Reading card

Ateach print job

Popup operating mode

Notification only: Only a tooltip informs the user.
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Open File - Security Warning et

We can't verify who created this file. Are you sure you want to run this file?

Mame: ..les_Windows\8.2. "\ GespagePopup_Setup_8.2.7_win.exe
Type: Application
From: ‘AW 1000.0.13\Partages'. Gespagel_1-Versions_Officielles_...

Run Cancel

/,ul you den't recognize can harm your PC. Only run this file if you trust

| -'Eu This file is in a lecation cutside your local network. Files from locations
L.
= the location. What's the risk?

Select Setup Language >

Select the language to use during the
installation:

English e

o Setup - GespagePopup 8.2.7 —
Gespage server connexion
What is the gespage server IP address?

Please specify the gespage server IP address, then dick Mext'.

Address:
10,0, 100, 26|
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& Setup - GespagePopup 8.2.7 — x

Select Destination Location
Where should GespagePopup 8.2.7 be installed?

Setup will install GespagePopup 8.2.7 into the following folder,

To continue, dick Mext. If vou would like to select a different folder, didk Browse.

Browse...

At least 5,4 MB of free disk space is required.

& Setup - GespagePopup 8.2.7 — >

Ready to Install
Setup is now ready to begin installing GespagePopup 8. 2.7 on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x88)\Gespage\{GespagePopup

Gespage manual — June 2025



196 Gespage user’s manual

" Setup - GespagePopup 8.2.7 —

Completing the GespagePopup
8.2.7 Setup Wizard

Setup has finished installing GespagePopup 8. 2.7 on your
computer.

Click Finish to exit Setup.

oy

Gespage

User Account Control >

This file is from an untrusted location.
Are you sure you want to run it?

GespagePopup_Setup_8.2.7_win.exe
File arigin: Metwork drive

Show more details

Windows Security =

| to

Your Internet security settings blocked cne or more files
from being opened. Do you want to open these files

anyway’

() Show details ok || cancel

How do | decide whether to open these files?
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Gespage Print Popup 8.2.1
Your document "Microsoft Word -
testnb.docx’ has been redirected to

printer "GESPAGE-TEST-22/Konica
support'.

Java(TM) Platform SE binary

Notification and authentication only: A tooltip and a Popup of authentication will be displayed.

‘t., Gespage Print Popup = 2

Please enter your user name and your password.
User carole

Password T

®Gespage

Detailed: The Popup displays all available information: the user’s credit, the printing cost, the
username... Tooltip notifications will also be activated, and it will also be possible to enable user
authentication.

Popup locale
This field defines the language of the messages of the Gespage Popup window. The languages
available are for example:
e fr_FR:forFrench.

e en_US: for English.

Always accept documents
Box checked: If the user’s credit is insufficient, however, the document sentto Gespage remains
in the queue until his credit becomes sufficient. This configuration is used when users pay their
document with a purse card type (in this case, the user never has money on his account).
Box unchecked: The user’s credit is checked before printing the document. If the user’s credit is
insufficient, the request for printing is cancelled.

Force the use of the popup
Box checked: The documents willbe sentfor printing only for workstations fitted with the popup.
The other workstations without a popup but with a Gespage printer will not be able to print.
Box unchecked: All workstations with a Gespage printer will be able to print.

Rename documents
Box checked: The usercan change the documenttitle, due to confidentiality reasons, the title of a
document can be modified so that it does not appearin the various status of the system. The
modification of the title is also interestingin anonymous environments such as a public library for
identifyingthe document on a payment station. Payment stations often display all the documents
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pending on a printer, the owner identification of the document based on its title is sometimes
useful.
Box unchecked: The user cannot change the document title.

Secure job release with password
Box checked: The user can associate a password to his document. This option is only useful in
anonymous environments to secure release of documents per payment station without
authentication.
Box unchecked: The user cannot associate a password to his document.

Gespage Popup application is composed of a first window (in option) for authentication request, then
a second one for print description. The authentication mode of the first window is configured by the
following parameters:

Authentication mode
Existing Gespage account only: The user must have a Gespage account (local to Gespage orfrom
a LDAP synchronization). If apassword is requested, itis checked locally by Gespage in the case of
a local account. In the case of an account synchronized with a directory, Gespage forwards the
authentication request to the directory having created the account.
Dynamic creation of a Gespage account: Gespage proceeds the same way as in the case of
“Existing Gespage account” but if the user is unknown and, after a request for confirmation, it
creates a local Gespage account.
Popup users are anonymous: The authentication window does not open, only the de tails window
of the document opens, it enables the anonymous user to enter a name (or a nickname) for
identifying the document at the payment station. Gespage does not create any account, it only
associates the name supplied by the user with the document.

Login type
No authentication: The authentication window does not open, the login name of the session must

match a Gespage account, or the authentication mode must be “Allow anonymous users.”
Entry of the username with echo: The user authenticates by a login name only, the characters
entered are displayed (no confidentiality).

Entry of the username without echo: The user authenticates by a login name only, the characters
entered are not displayed.

Entry of the username + password: The user authenticates by his login name and his password.
Reading card: The user authenticates by passing his card on a card reader connected to the
workstation. In this mode, a reader profile may be selected to manage the card number read at
the reader.

Print code: The user authenticates by entering his print code.

ATTENTION! The login modes available depend on the authentication mode previously selected.

Default user

Box checked: The default value in the login window of the username is equal to the “default user”
field. This field can be blank if you wish the user to enter his name every time he prints.

Box unchecked: The defaultvalue in the login window of the user’s name is equal to the login of
the session.

Authentication information input
At each print job: The authentication window opens at every print request.
Remember during a delay (s): The authentication window does not open if a print requestis
launched less than N seconds after the previous one.
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At first print job: The authentication window opens only once. The coming prints use the same
user’'s name up to a new user login.

You should select all checkboxes, to be able to see all submenus.

&G

., QA

< ]

This menu enables notifications sent via the Popup or email to users to be enabled or not whena
printing rule is applied.

Alert on document's redirection
- Applying redirection rules.
- Others (for example, deletion made by the administrator from the menu Monitoring print
queues).

Alert on document's deletion
- Redirection to trash.
- Redirected to reprography service.
- Printing not permitted (depending on access rights granted).
- Automatic cleaning.
- Deleted due to disconnected agent.
- Others (for example, deletion made by the administrator from the menu Monitoring print
queues).

Alert on enforcing output specification
- Duplex and Grayscale enforced.
- Grayscale enforced.
- Duplex enforced.
- Single-sided enforced.
- Single-sided & grayscale enforced.

Popup notification media
- Popup: the user will be alerted via the pop-up (it must be deployed on workstations).
- Email: the user will be alerted by email (his address must be entered in Gespage).
- Email if popup inactive: if the Popup is not installed on the workstation, the user will receive
an email.
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Customize email title
Changesthe subject of the email sent to the user (by default “Print Gespage notification” is displayed).

4

@ PooeNoatcsion

Advanced parameters for the Popup client identification mode
By default, the Gespage server contacts the Popup by using the following characteristics of the
workstation launching the printing:
- The user’s name of the current station.
- The IP of the workstation.
- The workstation name.

Above characteristics are used only to identify on the network the workstation having launched
the printing. If some of these characteristics are not unique on the network, they have to be
disabled as identification criterion. For example, it should be necessary to disable the identification
via IP if the same IP ranges are shared on several sub-networks.

ATTENTION! During a test installation of the Popup on the same serveras the Gespage software,
the identification via IP must be disabled.

15.1.3 Advanced configuration

We saw that the functioning window was configured by parameters from Gespage server; this means
that all Popup windows will behave the same way.

Nevertheless, it may be requested that some workstations are not configured the same way, for
example, use adifferent language or adefault login name. Such exceptionsare expressed by redefining
the parameters on every station in a text file. The configuration file must be named
gpopup default.properties.Thisconfiguration file mustbe located in the same directory as
the file gespage-popup-full.jar.
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The names of the parameters and their value are:

# Default Popup Properties

some
me)
to be filled (default is 'gespage' hostname).
configuration page
after authentication (Possible valuss: 'trus' to disable dstails screen, 'false' (default))
7 job submission even if user account balance is negative (Possible values: 'true' to accept jobs even if user balance is 0 or negative, 'false' (default))
ename document (trus/false)
n to protect document by password on Pay Stations (by default it is shown in anonymous mode and hidden in account mode) (true/false)

—true

thentication properties in Gespage configuration page

Popup mode (Possible values: 'account' to check user accounts, 'anonymous' for anonymous usage with Pay Stations or cPadPay)

e suthentication at the Popup level (Possible values: No, UserNameWithEcho, UserNameNoEcho, LoginPassword, Card, PrintCode)

n of

user name filled by default

ticated user (-1: only ask once during user session, 0: always ask for user credentials (default), > O : Number of seconds to keep previous credentials)

15.1.4 Popup behaviour

The Popup is launched at the opening of the user session.
An icon appears in the System Tray to indicate its status.

* Specifies that the Popup is correctly connected to the Gespage server.
* Specifies that the Popup is disconnected from the Gespage server.

Here are some examples of the Popup behaviour according to the configuration:

Example of authentication Popup by login
With the following configuration of authentication:

The following authentication window appears at each print request, the User field is defaultinitialized
with the login name of the OS on which the Popup is running (for getting another default value, the
field “Default user” must be configured).
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& Gespage Print Popup — O *

Please enter your user name.

User }ckanza ‘

~Gespage [ ]

Example of authentication Popup by login / password
With the following configuration of authentication:

AUTHENTICATION

Authentication mode

‘ Existing Gespage account only v ‘
Login type
User name + password ~
Default user O
Authentication information input R
Ateach print job v

The following authentication window appears at each print request:
A Gespage Print Popup — a x

Please enter your user name and your password.

User Ickanzal |

Password | |

~Gespdge [ ]

Example of Popup confirmation
With the Popup parameters adjusted as follows:

@ ’Gequge e O O loga

@
- st | Configuration | Pogup | Nalifications if
d (@) Povwe! Noticaions
o Change was successhuly ssved
. Popp  Nolficsons  Advancad
aa
. GENERAL
@ Papup operating mode Detalled ~
Papug locale "
Abways acospt documents =
Enforce Popup usage =
Rename documents (
Securejob release with password D
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The Popup window is displayed as follows:

% Gespage Print Popup - et

Information
Please confirm your print job. ..

Account
User Chrizdalie Kanza (ckanza) Balance 250.00 ‘Whose 20.00 allowed for color See print code
Print queue
Document | Decument sur la redirection dimprimante dans le Bureau a distance e
Printer PC_0108/¥erox_252.172
Format A4
Ink Colour
Page number 2 Price 0.60
Release
* Select all jobs {Jobs : 1 [ Price : 0.60) Cancel
Gespage

If new documents are sent to the server while a Popup window is opened, it is updated accordingly.
The user can then validate several printings simultaneously by checking the box “Select all jobs.”

The following Gespage Popup window suggests the user to redirect his document to another printer
for reducing costs (and thus the carbon mark).

In the following example, the useris declared as having to give the name of a job. The Gespage Popup
window displays the list (at the bottom right) of the jobs made accessible to this user; the last choice

is displayed by default.

Examples of notifications

The Popup displays the notifications in the Traylcon:

Gespage Print Popup 8.2.1
Your document "be xt - Not
has not been prin

(Deleted by user)

Gespage Print Popup 8.2.1 Gespage Print Popup 8.2.1
Your document "‘Mic Your document 'Microsoft Word -

testnb.docx’ has been re 0 testnb.docx’ should be printed at
printer ‘GESPAGE-TEST-22/Konica reprography service.
support’. (Documents printed on 'GESPAGE-TE!

M) Platform SE binary ava(TM) Platform SE binary
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15.2 GPayStation

GPayStation is an application of payment station for PC. The payment station is a workstation from
which users can pay their pending printings by means of readers connected to the workstation or with
an account.

The payment station operates with a prepayment of printings. The paymentis made by debit card or
by debiting a Gespage account.

The payment station allows payment with the following readers:

e TCRS

- Magnetic debit card.

- Payment of printings only.
e TCM3

- Mifare card with Cartadis purse.
- Payment of printings only.

GPayStation is a Java application compatible with Windows, Linux, and Mac (Java 1.6 is required).

15.2.1 Installation

15.2.1.1 Software installation
The pay station may be installed in Windows by means of an installer. Following the installation, the
payment station will be launched automatically on workstation start-up.

For MAC or Linux uses, this application is extremely simple to install, the GPayStation application is
launched by using the command:
o $ java -jar GPayStation-full-prod.jar

A file gpaystation.properties containing the IP of the Gespage server must be included in the same
directory as the jar file:
0 ServerAddress=10.0.0.209
15.2.1.2 Workstation configuration
Users have free access to the payment station, so it must be configured with a high security “kiosk”

type to prevent any configuration changes for users.

The userstarting the payment station must not have the root oradministrator rights. Certain shortcuts
must also be disables. Thus, on Windows, the Windows key, the Ctrl-Alt-Del or Alt-Tab must be
disabled.

The workstation locking after a delay to a standby mode must also be disabled.
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15.2.1.3 Authentication

The payment station may be set by using the 3 following authentication methods:

- No authentication / Anonymous Mode.
The list of printings in the queue is displayedin the current screen; it is updatedin real time with

each new printing. Anonymous users may select their printings in the queue.
The latest printings are displayed at the top of the list.
In anonymous mode, it may be useful to install a Popup on client workstations allowing users to

customize their printings (user name, document name). A password may also be defined in the
Popup to secure the printing release by a password at the payment station.

-

20, 2025, 9:49: 11 A4 }mem it .10ER

20, 2025, 9:49:59 M

o bam e
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- Authentication by user name
The user must enter his name before viewing his printings.

N

- Username and password authentication
The user must enter his name and his password before viewing his printings.

®Gespage

Click to Print

Gespage manual — June 2025



Client applications 207

Authentication by card
The user must pass his authentication card before viewing his print jobs.

15.2.1.4 Logout

An administrator may close the payment station by choosingthe icon ﬁ at the bottom of the screen.
He must then enter the password set in the configuration of the payment station on the server. By
default, this password is Gespage.

15.2.1.5 Payment of printings

The user may choose the printing that he wishes to print by double -clicking. He may also select several
printings for paying them simultaneously. A window will open to finalize the payment.

’Gespage

staton Tre Ooament Pages Cost

ik

e oy, 5, bt k aoan
i

e o o 20 P b

© Page detest
GESPAGE-TEST-26/Brother_9.21

Issuing station :  PC_0161

Issuing Date/Time : January 20, 2025, 9:49.11 AM

Login name ;

Number of pages :

Format :

Price :

Fayment mode

The modes of payment available are set at the server:

Payment by magnetic card on a TCRS reader.

Payment by chip or magnetic card on a reader connected to a CMI.

Payment by Cartadis Mifare card on a reader connected to a TCM2 or a TCM3 (in CCID mode).
Paymentviaa Gespage account (if authentication is enabled on the payment station, the user will
automatically have access to his credit).

If several modes of payment are proposed, the user chooses its own.
Once the user has paid his printing, the server starts printing.
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15.2.1.6 Cancellation of printings

In authenticated mode, the user may delete his printings in the queue.

In anonymous Mode, this feature is not available for security reasons. In that case, it is advisable to
set the serverin order to regularly purge printings from the queue (see § 4.1.2).
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16. Appendix

16.1 GDPR compliance

16.1.1 What are the consequences on print management systems?

About GDPR:

Regulation no. 2016/679, known as the General Data Protection Regulation (GDPR), is the new
Europeanreferencetextonthe protection of personal data. It strengthensand unifies data protection
forindividuals in the European Union. It is scheduled to come into effect on May 25, 2018.

Any breach of the obligations regarding the protection of personal data can be sanctioned by heavy
fines.

The General Data Protection Regulation (GDPR) is a regulation by which the European Parliament, the

Council of the European Union and the European Commission intend to strengthen and unify data
protection for all individuals within the European Union.
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This regulation applies to any organisation with employees living in the EU, which could collect and
process personal information about its employees.

GDPR aims at giving control of their personal data to citizens and residents and to simplify the
regulatory environment for international affairs by unifying regulation in the EU.

To comply with GDPR regulations, organisations must ensure that their IT systems are secure.
Organisations must respect the rights of the people concerned and ensurethat they give their consent
to the storage of information. People concerned should also be able to access their information on
request and require their deletion.

Securingthe ITsystem and its design within properrules are the prerequisites of any compatible GDPR
system.

Why do you have to secure the printing system?

GDPR requirements also apply to the printing system.

An unsecured printing system is a vulnerability factor for an organisation. It can be an entry point for
an attack by “hackers” and the printed documents themselvesrepresent arisk of data loss. Unprinted
documents stored on the MFP hard disk or in the print queue on the server can also cause data loss.

The information of a user is automatically deleted (directory synchronization) when leaving the
structure. Only the print history remains saved for statistics calculation.

A parameteris also added in the Gespage administration to automatically request the anonymization
of print jobs when a user leaves the organization.

People therefore have aright to oblivion for their own information

If a userusing the Gespage system wishes to benefit from this regulation within your company, simply
proceed as follows:
- Login as an administrator on the Gespage web page (http://localhost:7180/admin).

- Move to the Server > Configuration > Users parameters.

Thenjustcheck the boxesto anonymize the user'sname and / or the titles of these documents (they
will be replaced by the character "*" and click on the "Approve" button.

Gespage manual — June 2025


http://localhost:7180/admin

Appendix

211

16.2

Microsoft SQL Server configuration

By default, Gespage uses a PostgreSQL database, the database is integrated into Gespage
distribution package. If your database administrator (DBA) wants to integrate Gespageinto a Microsoft
SQL database, follow the instructions below.

Create the database

Underthe serverproperties where MSSQL is installed, enable authentication method for SQL Server

and Windows:

Sélectionner une page

F Général

& Mémoire

H Processeurs

F Sécurté

# Connexions

J Paramétres de base de dornée:
F Avance

H# Autorisations

< >
Connexion

Serveur :
GESPAGE-TEST-14

Connesdon
GESPAGE-TEST-14\Administrateu

oF Afficher les propriétés de conn

Progression

Prét

i Propriétés du serveur - GESPAGE-TEST-14

IT Scipt ~ @) Aide

Authentification du serveur

(C) Mode d'authentification Windows

(® Mode d'authentification SQL Server et Windows

Audit de connexion en cours

O Aucune

(@ Echecs de connexion uniquement
(O) Réussites de connexion uniquement
(O) Echecs et réussites de connexion

Compte proegy du senveur
[ Activer le compte prowy du serveur

Options
[] Activer la conformité des critéres communs
[] Activer le suivi d'audit C2

[[] Chainage des propriétés des bases de données croisées

Annuler
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Open the management window and create a new database:

I_g; SCLCueryf.sgl - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (87))" -
Fichier  Edition  Affichage  Projet  Déboguer  Outils

Fenétre  Aide
t@-0[18-

- = W |J"'|J:§‘|Nouvellerequéte e R F?q|

HOE' DHI' XWLA DAX

| | Exécuter Déboguer |

Explorateur d'objets

Connecter = T KT Y G -+
£ @ GESPAGE-TEST-14 (SQL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)

= Bases de données

Bases de donr Mouvelle base de données...
Instantanés de

> 0 %

N —

The database will be named Gespage:

i MNouvelle base de données

— O *
Sélec'ﬁl’)rlnrmpﬂ_p Fe=s < Qﬂide
K Général
# Options
& Groupes de fichiers Mom de |a base de données : |QESDEQB| |

Propriétaire : | <par défaut> |

Fichiers de la base de données :

Mom logique Type defichier ~ Groupe defichiers  Taille intigle (Mo)  Croissance automatig
gespage Donnéesde ... PRIMARY 8 Par 64 Mo, ilimitée
gespage_log JOURMAL Maon applicable 8 Par 64 Mo, illimitée

Connexion
Serveur :
GESPAGE-TEST-14
Connexion
GESPAGE-TEST-14"Administrateu
yif Afficher les propriétés de conn
Progression
Prét 8 2
Aouter Supprimer
ok ] [ A
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IMPORTANT:

Underthe Options, set parameter “Is Read Committed Snapshot On” under “Miscellaneous” to true.

B MNouvelle base de données — O *
Selec'tu')mllnpage T St ~ eﬂide
K Général
¥
F Groupes de fichiers Classement : <par défaut ~
Mode de récupération : Complet ~
Niveau de compatibilité : SQL Server 2016 (130) ~
Type de relation contenant-contenu : | Aucun ~
Autres options
Bl 4l |
Estimation de cardinalité hértée en seconda PRINCIPAL -
Max DOP 0
MAX DOP en secondairs
~ Curseur
Curseur par défaut GLOBAL
Fermer le curseur lors de 'activation de |la va False
§ v Divers
Connexion Abandon en cas d'amondi numérique False
Serveur - AllowScripting True
localhost\GESPAGE Annulation arithmétique activée False
Connexion - Autoriser lisolement dinstantané False
GESPAGE-;FEST-14""M”1‘”|5'ETEU Averissements ANS| activés False
- . Chainage des propriétés des bases de donn| False
¥ Afficher les proprigtés de conn Déclencheurs récursfs activés False
Digne de confiance False
Durabilité retardée Disabled
Est un instantané Read Committed True
Prog - Frrmat de stockans Warllecimal active True
Est un instantané Read Committed
Prét
e

Then we needto create a new connection, in ourexample we will use the account “Gespage” and the

password “gwerty” (it can be changed):

,_3; SQLQueryb.sql - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (87))
Fichier  Edition  Affichage Projet Déboguer  Outils  Fenétre  Aide
e - | 'ﬂ - -2 d‘ | J:E'I Mouvelle requéte J:E‘l .ﬁ:@ .,'::?l jﬁ}. .,'f:fl

| | Exécuter Déboguer

Explorateur d'chjets > 1 X
Connecter~ ¥ YO -

= i@ GESPAGE-TEST-14 (SOL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)

= Bases de données
Bases de données systéme
Instantanés de base de données

W gespage
=] Sécurité
= Connexions
o EEMS P Mouvelle connexion...
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Itis advised to uncheck the “password can expire” box in order not to have to redefine it.

In our case, we uncheck “apply password strategy” to be able to use “qwerty.”

B Propriétés de la connexion - gespage - O X
Script ¥ Aide
» Bz kit
K Roles du serveur
F Mappage de | utilisateur Nom d'acces * Igespage ] Rechercher
F Bléments sécurisables
& Bat
Mot de passe : looooooooooooooo I
Confirmer le mot de passe : 1.000..0.....0.. I

[[] Spécfier I'ancien mot de passe

[] Appliquer la stratégie de mot de passe

Connexion
Serveur : Mapper aux informations didentffication
localhost\GESPAGE -
Connexion : Informations didentfication mappées Informations Foumisseur
GESPAGE-TEST-14\Administrateu
y¥ Afficher les propriétés de conn
Progression
i Base de données par défaut : gespage v
Langue par défaut : French s

We must then define the roles for this user.
We must check the “public” case to allow the Gespage user to access to the tree on the “Gespage”
base:
=] Sécurité
= Connexions

M ##MS_PolicyEventProcessingLogin®#

mx F#MS_PolicyTsqlExecutionLogin®#

& AUTORITE NT\Systéme

& EXE™

= GESP/ Nouvelle connexion...
aa NTSe Générer un script de la conne
s NTSE N
& NTSE Stratégies
= NTSE Facettes
o
m NTSE Démarrer PowerShell
Mx 52 :
® Roles sen Rapports
® Informati
: Renommer
@ Fournisse )
@ W Audits Supprimer
® Spécifical Actualiser
= Objets server Zz==
Réplication —
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B Propriétés de la connexion - gespage

Sélectionner une page ey :
¥ Génénal 00 Scm > @ M
5
& Mappage de | utilisateur Les rdles du serveur pemett
& Bléments sécurisables e
K Etat

Roles du serveur :

[] bulkadmin

[ dbcreator

[] diskadmin

[[] processadmin

[ public

[] securityadmin

[] serveradmin

[] setupadmin

[] sysadmin

On the user mapping, define the privileges db_owner and public for the “Gespage” user.

Warning: never set db_denydatareader and db_denydatawriter:

B Propriétés de la connexion - gespage -

Sélectionner une page:
P Général

& Réles du serveur

¥ Al Mappage de |'utilisateur
J Blémerts sécurisables

K Bt

Connexon

Serveur :
localhost\GESPAGE

Connexion :
GESPAGE-TEST-14"\Administrateu

ﬁ Afficher les propriétés de conn

Progression

LT Seript = @) Aide

Ltilisateurs mappés & cette connexion :

Mapp... Base de données Ltilisateur Schéma par défaut
gespage gespage dbo
[0 master

O  model

O  msdb

(I

tempdb

Appartenance au rile de base de données : gespage

[] db_accessadmin
[ db_backupoperator
[] db_dstareader

[ db_datawriter

[ db_ddladmin

[ db_denydatareader
[ db_denydatawriter
[ db_owner

[ db_securityadmin
public

You must also ensure that the user is correctly mapped on the “Gespage” base.

Click OK to validate.
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Underthe tab “Authorisations” of the Gespage database, you must grant the “connect (dbo)” privilege

to the “Gespage” user:

@ Propriétés de la base de données - gespage

Sélectionner une page
& Général

& Fichiers

& Groupes de fichiers

& Options

& Suivi des modffications
»

& Propriétés étendues

& Mise en miroir

& Envoi des joumaux de transactil
& Magasin des requétes

< >
Connexion

Serveur :
localhost\GESPAGE

Connexion :
GESPAGE-TEST-14\Administrateu

¢§ Afficher les propriétés de conn

Progression

IT Scr... ~ @ Aide

Nom du serveur :

|GESPAGE-TEST-14\GESPAGE |

Afficher les autorisations du serveur

Nom de |a base de données :

[gespage

Utilisateurs ou rdles :

Nom
gadmin

Rechercher...

Type
Utilisateur

gespage

| Utilisateur

®
]
°
[~
3 public

Autorisations pour gespage :
Explicte ~ Effective
Autorisation
Connecter

Connecterune rép...
Connecter dbo
Contréler

Créer des liaisons ...

Créer les options p...

Créer un agrégat

Crdar1im scocamhbhs

Default port to connect on the database is 1433.
If the Gespage serverwillbe installed on anotherserver, you must ensure the portis correctly opened

on the MS SQL server.

Foumisseur d'autori...

Accorder

10000-KO0O

Réle de base...

Avec autori... Refuser A

10000000
10000000

Annuler

As part of the use of an instance at the MS SQL server, the domain.xml file must be modified on the

Gespage server.

This file is located under the URLC: \ Programmes \ Gespage \ GespageCore \ server\ config\.

In this file, the property lines "DatabaseName", "ServerName" and "PortNumber" must be

commented.
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It will be necessaryto add a line property indicating the URL of the instance as well as the base used

as below:
<! —-- Mode 1: default database configuration -->
<!--<property name="DatabaseName" value="gespage" />-->
<!-—<property name="PortNumber" value="1433" />-->
<property name="ServerName" value="127.0.0.1" />
<! —-- Mode 2: example of configuration with Microsoft SQL
server instance -->

<property name="URL"
value="jdbc:sqlserver://ip db_ server\instance name;databaseName
=gespage" />

Example:

<property name="Password" wvalue="CartadisliO" />

ty name="PortNumber" value="1433" /-->

ty name="DatabaseName" value="gespage" /-->

ty name="ServerName" value="127.0.0.1" /-->

<property name="URL" value="jdbc:sglserver://10.0.100.14\GESPAGE:databaseName=gespage"/>

This change will also be made in the wrapper.conf file for LDAP configuration in the C \ Programs \
Gespage \ GespageCore \ Geps \ geps-ldap \ conf \ directory as below:

fr*x** CUSTOM DB CONFIGURATION *****x*%

#Below configuration is for custom DB credentials
wrapper.java.additional.4=-Dse.epu.db.user=gadmin
wrapper.java.additional.5=-Dse.epu.db.password=cXdlcnR5

#Below configuration is DB URL configuration for external DB
### Mode 1 : Example of Microsoft SQL URL without INSTANCE
wrapper.java.additional. 6=~
Dse.epu.db.whole.url=jdbc:sqlserver://ipDbServer:1433;databaseN
ame=gespage

### Mode 2 : Example of Microsoft SQL URL with INSTANCE
#wrapper.java.additional. 6=-
Dse.epu.db.whole.url=jdbc:sqlserver://ipDbServer\instance name;
databaseName=gespage

Example:

groves CUSTOM DB CONFIGURATION #+*vwve

$Below configuration is for custom DB credentials

wrapper.java.additional.4=-Dse.epu.db.user=gadmin
wrapper.java.additional.S5=-Dse.epu.db.password=cXdlcnRS

$Below configuration is DB URL configuration for external DB

$2% Mode 1 : Example of Microsoft SQL URL without INSTANCE
wrapper.java.additional.é=-Dse.epu.db.whole.url=jdbc:sglserver://127.0.0.1:1433;databaseName=gespage
£$% Mode 2 : Example of Microsoft SQL URL with INSTANCE

$wrapper.java.additional.é=-Dse.epu.db.whole.url=jdbc:sglserver://ip db _server\instance name;databaseName=gespage
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Creating tables in the Gespage database

The Gespage table creation will be performed from the Microsoft SQL Server Management Studio
utility.

The other tables will be created automatically during the first Gespage application connection on the
database.

Select “new request”:

I_.c); SOLQuery7.sgl - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (28]) -
Fichier  Edition  Affichage Projet Déboguer Outils  Fenétre  Aide

fe o -2 B ([ Nowellerequite| B B @ @

| Exécuter Déboguer

Explorateur d'objets * 1 X
Connecter~ ¥ ¥ ¢ -

= @ GESPAGE-TEST-14 (SOL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)
= Baszes de données

Bases de données systéme
Instantanés de base de données

Sl =] oespage

Crhdmar da hara da danndar

Then copy the following request and launch it by the shortcut F5:

CREATE TABLE [dbo].[param_gespage](
[param_gespage_oid] [numeric](19, @) NOT NULL,
[param_id] [varchar](255) NULL,

[ui_type] [varchar](255) NULL,

[param_value] [text] NULL,

PRIMARY KEY CLUSTERED

(
[param_gespage oid] ASC
) )

As soon as the command is done, the table param_gespage must appear on the object explorer:

Explorateur d'objets v R
Connecter~ ¥ ¥ ¢

= §@ GESPAGE-TEST-14 (SQL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)
=] Bases de données
+ Bases de données systéme
+ Instantanés de base de données
5 @
Schémas de base de données
= Tables
+ Tables systéme
+ FileTables
¥ Tables externes
7 ER dbo.acc_deljob
71 BB dbo.access_rights
#) BB dbo.access_roles
# R dbo.accounting
7 ER dbo.billing_codes
#) BB dbo.billing_links
#) BB dbo.cartadis_devices
7 B8 dbo.cartridge_infos
# EH dbo.cloudprinting
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Gespage installation
The installation steps for selecting the Microsoft SQL Server database are as follows.
Choose “Existing Server” for the database and click on next:

Database choice
Which database server would you like to use?

Server type :

(O Postgresal (new installation)
© Existing server

~ Setup - GespageServer 9.2.1 —

Database server configuration
Please enter the informations required for Gespage configuration.

Server type Microsoft SQL Server e

Server IP address  127.0.0.1

TCP port 1433
(Default port PostgreSQL: 5432 / Microsoft SQL server :1433)
() Authenticate with default parameters.

User name gadmin

Password ssssse

Confirm password eessses

< Back Cancel
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The database connection information must be modified to indicate the Microsoft SQL serveraddress,
the port used, and the user’s name and password specified when configuring the MS SQL database.

16.3  Microsoft Universal Printer configuration

Prerequisites
Universal Print is supplied with commercial and educational subscriptions to Microsoft 365 and

Windows 10 but can also be purchased as a single subscription.

List of subscriptions that include Universal Print:
Microsoft 365 Enterprise F3, E3, E5

Microsoft 365 Education A3, A5

Windows 10 Enterprise E3, E5

Windows 10 Education A3, A5

Microsoft 365 Business Premium

Autonomous subscription to Universal Print.

Installation

Install version 9.2.0 of Gespage

Install MUP agent

The installer proposes the default installation directory c: \ program files \ Gespage \ GespageCoreMup
ATTENTION! Do not place the MUP agentin the same directory as the standard agent because, atthe
time of uninstallation, files common to both programs will be deleted.

Launch the Azure portal (https://portal.azure.com) and log in with your Microsoft account.

S

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security ~ Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services, with Azure Active Directory, Tools for Teaching after you verify your academic status,
Learn more &f Learn more G Learn more G
Azure services
(111 %
—I— ] b G n @ z <)
1] 7 Ak % (é %
Create a All resources Azure Active Universal Print Virtual Users Subscriptions Quickstart App Services Mare services

resource Directory machines Center
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In Azure services, select “Microsoft Entra ID”

Dashboard

@ CARTADIS | Overview

Azure Active Directory

« + Add @:3 Manage tenants What's new B2 preview features R'j Got feedback?
N
0 Overview

— Overview Monitoring Tutorials
B3 Preview features

# Diagnose and solve problems

| ' Search your tenant

Manage
Basic information
AL Users
s
b Groups Name CARTADIS Users 114
External Identities
Tenant ID 87e074bc-2960-4b41-acs6-b73bfo108794 [y Groups 73
&+ Roles and administrators
Applications =
Primary domain 7
& Administrative units o cartadis.com
Devices
5 Enterprise applications License Azure AD Premium P1 124

On the left, select “Application registrations”

Microsoft Azure P Search resources, services, and docs (G+/)

Home > CARTADIS

CARTADIS | App registrations  #

‘
Azure Active Directory

« New registration & Endpoints 2 Troubleshoating () Refresh - Download (& Preview features = <) Got feedback?

O overview

I preview features
@ Ty out the new App registrations search preview! Click to enable the preview. —

X Diagnose and solve problems

Manage
g @ Storting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide
. upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
aa Users
2 Groups

External Identities All applications Owned applications  Deleted applications (Preview)

& Roles and administrators ‘/’ Start typing a name or Application ID to filter these resuits

& Administrative units
Display name Application (cient) ID

Enterprise applications

4 Devices H GespageTestMUP 2853de1 c-e337-4ce0-bbef-669b0e006928

App registrations
(& |dentity Governance
1 Application proxy

% Licenses

Click on New registration
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Microsoft Azure B search resources, services, and docs (G+/)

Home > CARTADIS >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

Supported account types

who can use this application or access this API?

@ Accounts in this organizational directory only (CARTADIS only - Single tenant)

(O accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directary (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

Web ~ ‘ | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Give a name, select a Supported Account Type and click on register

P Searh resoutces,services, and ot (61 frocn@cartadcom

Home > App registrations

= Gespage_100.22 = - X

iy

O Search (Ctrl+/) | « [l Delete @ endpoints [l Preview features

B overview @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
#  Integration assistant A Essentials
Manage Display name : Gespage_100.22 Client credentials 0 certificate, 1 secret
Application (client) ID  : e71783ee-879d-497d-9d9b-687c987eb2fs Redirect URIs Add 2 Redirect URI
B Branding
Object ID : 31bfbcaa-8dff-4275-9ec4-38e888c04c47 Application ID URI : Add an Application 1D URI
D Authentication
Directory (tenant) ID 87074bc-2960-4b41-ac56-b73bf0108794 Managed applicationin I... : Gespage_100.22

Certificates & secrets
Supported account types : My organization only

1l Token configuration
o APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft

@ Expose an API Graph. Learn more

App roles
Get Started Documentation
& owners S

&, Roles and administrators | . . . K & . .
Preview Build your application with the Microsoft identity platform
Wl Manifest
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can

create modern, standards-based authentication solutions, access and protect APls, and add sign-in for your users and

support + Troubleshooting g e
u . Learn more?

& Troubleshooting

Copy the ID of the client application, it is required for the configuration of the MUP agent
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On the left, select Certificates & secrets

Microsoft Azure B i s rde | =

Home » CARTADIS > GespageTestMUP

GespageTestMUP | Certificates & secrets =

£ search (Ctrl+/) « & Got feedback?

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using  certificate (instead of a client secret) as a credential.

& Quickstart
# Integration assistant .
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
= Branding

D Authentication Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate 1D
Il Token configuration No certificates have been added for this application
- API permissions

@ Expose an APl

i App roles Client secrets
&2 Owners A secret string that the application uses to prove its identity when recuesting a token. Also can be referred to as application password

2. Roles and administrators |

Preview T~ New client secret
il Manifest Description Expires Value Secret ID
Support + Troubleshooting GespageMUPTest 12/31/229% g aadeche3-1a38-480b-9420-b428b62d5aas

£ Troubleshooting

2 New support request

Click on New client secret
Give a name, an expiration date and press the Add button

Microsoft Azure A Search resources, services, and docs (G+/)

Home > CARTADIS > GespageTestMUP Add a Client secret X
GespageTestMUP | Certificates & secrets  #

Description ‘ Enter a description for this client secret |
o} + g

R Search (Ctrl+/) « D Gotfeedback s [Recommendeds marts <]
i overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS Recommended: 6 months

scheme), For a higher level of assurance, we recommend using a certficate (instead of a client secret) as a credential,
& Quickstart 3 months
i Integration assistant " 12 months

Certificates
Manage 18 months

Certificates can be used as secrets to prove the application’s idlentity when requesting a token. Also can be referred to as public keys
= Branding 24 months

3
3 Authentcation Upload certfficate Custom
Certificates & secrets Thumbprint Start date Expires Certificate ID

m
111" Token configuration No certificates have been added for this application.

- APl permissions
@ Expose an API

App roles Client secrets

& Owners A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password.

4, Roles and administrators

Preview
[ Manifest Description Expires Value Secret ID
Support + Troubleshooting GespageMUPTest 12/31/2299 Aa aadcche3-1a38-480b-0420-b428b62d5aa8 0 [

Copy the value of the client secret you just added. It is required for the agent, and you will not be
able to see it afterwards. If you forget it, you can create another one

Select “API permissions” on the left
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Home > CARTADIS > GespageTestMUP

- GespageTestMUP | API permissions =

P Search (Ctrl+/) «

Querview

O Refresh | < Got feedback?

4 Quickstart

A\ Starting November Sth, 2020 end users will no langer be able to grant cansent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher

#" Integration assistant

Manage

= Branding

D Authentication Configured permissions
Certificates & secrets
inclucle all the permissions the application needls, Learn more about permissians and consent

1l Token configuration

) parEsE Add a permission /" Grant admin consent for CARTADIS

@ Expose an API API / Permissions name Type Description
App roles Microseft Graph (7)
2 ouwners PrinterFullControl.All Delegated  Register, read, update, and unregister printers
£, Roles and administrators | Printer.ReadWrite,All Application  Read and update printers
Preview
Printlob.Manage Al Application  Perform advanced operations on print jobs
Bl Manifest
Print/ob.Read.All Application  Read print jobs
Support + Troubleshooting Printlob ReadBasic.All Application  Read basic information for print jobs
£ Troubleshooting PrintTaskDefinition.ReadWrite. Al Application  Read, write and update print task definitions
New support request User.Read Delegated  Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.

Click on Microsoft Graph

@ The "Admin consent required” column shows the default value for an organization, However, user consent can be customized per permission, user, or app. This column may not reflect th

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should

Admin consent req... Status

Yes @ Granted for CARTADIS
Yes @ Granted for CARTADIS
Yes @ Granted for CARTADIS.
Ves @ Granted for CARTADIS
Ves @ Granted for CARTADIS
Ves @ Granted for CARTADIS
No @ Granted for CARTADIS

5 GespageTestMUP | APl permissions =

7 Got feedback?

Refresh
B overview

& Quickstart

Request API permissions

Al 4P

&

What type of permissions does your application require?

Microsoft Graph

it Dacs

/qraph.microsoft.com

A\ Stanting Movermber Sth, 2020 end users w Pttt

longer be able 1o grant consent to without [

A integration assistant

Manage )
@ The *Adrmin consent reqired colum shows the defauf valueforan organization, Howews,user consent can be customized per permission

= sranding

D uthentication Configured permissians

Applications are autharized to call A The fist of

include al the permissions the apph

fen they are granted permissions by users/admins 35 part of the cor
ion needs. Learn mare about permissions a

Certificates & secrets

{1t Token configuration

AP permissions Add a permission

@ Expase an AP API { Permissions name Type Description ‘Admin consent req.
App rales Microsolt Graph (7
& ourers Piintes Delegated  Register, read, update, and unre ves
&. FRoles and administrators Printer Read'h application  Read and update prirters Yes
Freves Printob Manage.All Application  Perfarm advanced operaticns on prit jobs Yes
B Manfest
Prntlob Read Al application Read print jobs. Yes
Support + Troublashooting Printlob ReadBasic All Application  Read basic information for print jobs Ves
& Troubleshaoting PintTaskDefinion AzadWinel Application  Read, write and update print task definitions Yes
B New support request UserRes Delegated  Sign in and read user profile Mo

o view and manage permissions and user consent, try Enterprise applications.

Vour application needs to access the AP) as the signed-in user,

Click on Application Authorization and select the following APls:

Printer.ReadWrite.All
PrintJob.Manage.All
PrintJob.Read.All
PrintJob.ReadWrite.All
PrintTaskDefinition.ReadWrite.All
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CARTADIS > Gespag P

Request APl permissions X
- GespageTestMUP | APl permissions 2

CAll APt

ch (Ctrk+) ¢«  Orefresh ) Gotfeedbad? el 0
rinterReadall @
O N Ves
Overview Read printers
& Quidstrt printer Readrite Al © -
A\ staring Novernber th, 2020 end users will o longer be able to grant consent to newly regitered multitenant apps without verified puslishe Read and update printers
' Integration assistant
\/ printiob )
Manage
@ The “Admin consen required” colum shows the defauit valu for an organization. Howeves,user conset can be customized pes permissior B
rintlobManageall @
= srandi i fes
randing Perform advanced operations on prin jobs
D muhentication Configured permissions ] Printjob Read Al ©
e
Cerfficates & secrets Applications are autharized to call APls when they are granted permissians by users/admins as part of the consent process. The list of Read print jobs
include all the permissions the application needs. Learn more about permisian ent -
1l Token corfiguraton g rrubRedscd O s
dd Read basic information for print jobs
R + Add a permission
< APl permissions N
G [ e O .
@ Expose an 281 API / Permissions name Type Description Admin consent reg. Read and write printjobs =
& pprokes it Gph 1) 0 Printic ReadWiieBasicAll O -
Read and write basic informaion for pint jobs
& ouners PrinterFullConiroll Delegated  Register, read, update, and unregister printers Yes
& Roles and administrators | Printer ReadWrite.All Application  Read and update printers Yes > srinsettngs
Preview
Pintiob Manage Al pplicaion  Perform advanced operations on prin jobs e )
B venifest N/ PrintTaskDafinition (1)
Printlob Read All Application  Read print jobs Vs
. PrintTaskDefinition Readwrite.All
Support + Troubleshooting Pintiob ReadBasic All Application Read basic information for print jabs Yos /] P i ves
& Troubleshooting PrintTaskDefnition ReadWite.Al Application Read, write and update print task defintions Yes
. > priilegedaccess
A Mew supgort request UserRead Delegated  Sign in and read user profile Mo

> ProgramControl

Click on Add permissions

Home > CARTADIS > GespageTestMUP

- GespageTestMUP | API permissions

P search (Cirl+/) « () Refresh | Got feedback?

Overview

& Quickstart

A\ Starting November Sth, 2020 end users will no longer be ableto grant consent to newly registered multitenant apps without verified publishers. Add MPN 1D to verify publisher

#" Integration assistant

Manage
9 @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where
B eranding
D Authentication Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should

include all the permissions the application needs. Learn more about permissions and consent
Token configuration

o ST Add a permission ~/ Grant admin consent for CARTADIS

& Expose an API API / Permissions name Type Description Admin consent req... Status

App roles ~Microsoft Graph (7)

& Owners Printer.FullControlAll Delegated  Register, read, update, and unregister printers Yes @ Granted for CARTADIS
&, Roles and administraters | Printer. ReadWrite Al application  Read and update printers Yes @ Granted for CARTADIS =+
Preview
Printlob.Manage.All Application  Perform advanced operations on print jobs Yes @ Granted for CARTADIS
i Manifest
Printlob Readl All application  Read print jobs Yes @ Granted for CARTADIS =+
support + Troubleshooting Printlob ReacBasic. All pplication  Read basic for print jobs Yes @ Granted for CARTADIS ==+
£ Troubleshooting PrintTaskDefinition Read\Write.Al Application Read, write and update print task definitions Yes @ Granted for CARTADIS ==+
.
& New support request UserRead Delegated  Sign in and read user profile No @ Granted for CARTADIS

To view and manage permissions and user consent, try Enterprise applications.

Delegate APl Type
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Click on Microsoft Graph

£ Search resources, services, and docs (G+/)

Hom Request API permissions *

- GespageTestMUP | AP| permissions =
Microsaft Graph

rosofteom/ Docs o

Search (Cirls ) Refresh Got feedback?
B Ovenview . . ,
B overvie of permissions does your application require?

& Quickstart

M Starting Movermber 8, 2020 end usrs will o longer e able to rant consent o newy registered multi without verfed p Applicetion pemissions

# Integratian assistant Vour appication needs 10 sccess the AP| &5 the sgned-in user, Your apphcation runs a5 8 background service or deemon withaut &
sigaed- in user,

Manage

@ The *Admin consent required column shaws the default value for Hawever, ucer cansent per permissios
= sranding
D authentication Configured permissions
Certficates & secrets Applications are suthorized to call AP1s when they are granted permissians by users/admins a5 part of the cansent process. The fist of
incluce allthe permissions the appication needs. Learn more abou p sert

11} Token configuration

= 49| permissions t Add a permission

@ Expase an API API{ Permissions name Type Description Admin consent req.

B app rokes

2 owners Delegated  Register. read, update, and unregister printers ves
&, Roles and administrators Printer Readirite All application  Read and update printers Yes
Preview
Prntlok Menage Al icstion  Perform achanced operations on print jobs ves
W mandest

Printioh Reac Al application  Read print jobs ves

Support + Troubleshoating application  Read basic information for print jobs Yes

£ Trowie . .
& Trowbleshacting Application  Read, write and update printtask definitions ves

& Mew support request Delegated  Sign in and read user prafile Mo

o view and manage permissions and user consent,try i

rprise applications

Click on Delegated Authorization and select the following API:
Printer.FullControl.All

NOTE:
If you are not an administrator, you must ask your administrator for consent.

He must access this page with his account and click on the "grant administrator consent
button.
Once done, refresh the page. The status of the APls must be in green.

1

Select on the left "Manifest

Home > CARTADIS > GespageTestMUP

13 GespageTestMUP | Manifest =

O Search (Ctrl+/) « =]

BB overview

> Discard T Upload & Download P Got feedback?

The editor below allows you to upclate this application by directly modifying its JSON representation, For more details, see: Understanding the Azure Active Directory application manifest,
#4 Quickstart
L

# Integration assistant "id"; "50427826-29F2-4bc7-88bc-F6h422b3087",
“acceptMappedClaims”: null,
“accessTokenAcceptedversion”: null,

1
2
3
Manage a
5 “addIns": [],
6
7
8
9

= Branding "allowPublicClient”: true,

“appId": "2863delc-e337-4ce@-bb4f-669b3e8b6928",
“appRoles”: [],

“oauth2allowUrlPathMatching”: false,

3 Authentication

Certificates & secrets

M Token configuration 18 “createdDateTime": "2821-83-88T88:25:427",
h 11 “disabledByMicrosoftStatus™: null,
< 4Pl permissions 12 "groupMembershipClaims": null,
13 “identifierUris": [],
@ Expose an API 14 "informationalurls”: {
15 "termsOfService™: null,
App rales 16 “support™: null,
& Owners 17 “privacy”: null,
18 “marketing”: null
&, Roles and administrators | 18 }s
Preview 28 "keyCredentials": [],
21 “knownClientApplications”: [],
L) Dt 22 “logourl™: null,
) 23 "logoutUrl”: null,
Support + Troubleshoating 24 “name": "GespageTestMUP",
2 Troubleshoating 25 “pauth2allowIdTokenImplicitFlow": false,
26 “oauth2AllowImplicitFlow": false,
I New suppert request 27 "oauth2Permissions™: [],
28 "oauth2RequirePostResponse”: false,
29 “optionalClaims": null,
3e “orgRestrictions”: [],
31 "parentalControlSettings": {
32 “countriesBlockedForMinors”: [],
33 “legalAgeGroupRule”: "Allow"
34 s
35 "passwordCredentials”: [
36 {
37 “customKeyTdentifier”: null,
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Set the value “allowPublicClient” to true and click on save.
This parameter is required for authentication to the application you have just created

eSS o LN

Home » CARTADIS > GespageTestMUP

[ GespageTestMUP | Manifest #

P Search (Ctrl+/) « T Upload < Download  Got feedback?

B overview . P . i i i i
- The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directary application ma

& Quickstart
. FRi
#° Integration assistant 2 "id": "594278a6-29f2-4bc7-88hc-feba22bf3887",
3 “acceptMappedClaims”: null,
Manage 4 "accessTokenAcceptedversion”: null,
_ 5 ModdToct. [
= Branding 6 I"allanublic[lient”: true,
3 Authentication 7 “appId”: "2863delc-e337-4ce@-bbaf-669b9eBb6928",
8 “appRoles”: [],
Certificates & secrets ] "oauth2AllowUrlPathMatching": false,
M Token configuration 10 "createdDateTime": "2021-03-08T08:25:427",
) 11 "disabledByMicrosoftStatus™: null,
9 API permissions 12 "groupMembershipClaims™: null,
13 "identifierUris": [].
& Expose an AP 14 "informationalurls”
. 15 “termsOfService™: null,
App roles 16 “support”: null,
24 Owners 17 "privacy": null,
18 "marketing”: null
4. Roles and administrators | 19 ¥,
Preview 20 "keyCredentials": [],
21 "knounClientapplications": [],
|| G 22 "logoUrl™: null,
. 23 “logoutUrl”: null,
Support + Troubleshooting 24 “name": "GespageTestMUP",
/2 Troubleshooting 25 "oauth2AllowIdTokenImplicitFlow": false,
26 "pauthzAllowImplicitFlow": false,
2 New support request 27 "oauth2Permissions™: [],
28 "oauth2RequirePostResponse”™: false,
29 "optionalClaims": null,
38 "orgRestrictions": [],
31 "parentalControlSettings”: {

Add printers in Microsoft Universal Printing
In print management, add your printers that willbe used as wellas a Print2me printeron port 127.0.0.1
Install and launch the Microsoft PrintConnectorApp.

€ Universal Print connector (1.34.7663.2361¢) - o x

Universal Print connector configuration

Local service name: Print Connector service Connector name: ConnecteurXavier
Local service status: Running

Privacy and Cookies

Sign in using your organization's account

o ] [
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Log in with your Microsoft account. You must have been granted Printer Administrator rights.
The first time you use the PrintConnector on the server, you will be asked for a connector name

The following screen is displayed:

€ Universal Print connector (1.34.7683.23518)

Manage registered printer settings: Universal Print porta
Privacy and Cookies
Universal Print connector configuration

Local service name: Print Connector service
Local service status: Running
Connector name: Connecteur_Xavier

Registered printers:

Signed in as: Xavier (x.moncomble@car i )

Sign out

Automatically collect diagnostics:
@® on O Off

Refresh printers

Enable hybrid AD configuration: (Learn More)
O On @ Off

Available Printers:

[ printer name

[J TOSHIBA_Support

[J TOSHIBA_Commerciaux
[ TOSHIBA Bocal

[ mup

[ Canon Generic Plus PCLE

[ printer name

[J TOSHIBA_Accueil

[ TOSHIBA Universal XPS

[} TOSHIBA Universal Printer 2
[ TOSHIBA Print2Me

[ TOSHIBA Global

[ Toshiba

7] SHARP Linuwx 110

Collect printer diagnostics Callect connector diagnostics Register
Operation list
Printer name State
Abart pending Retry failed Clear failed

On the left, select the printers you justadded in the printer manager and click Register. This may take

a few minutes.

In the list on the right, there are the printers that are defined in MUP.

Launch the Azure portal (https://portal.azure.com) and sign in with your Microsoft account.

= Microsoft Azure £ search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Manage Azure Active Directory

Q

Access student benefits

HIH

—
L

Get §200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev

plus 12 months of popular free services.

Azure services

with Azure Active Directory.

View Learn more &

-

T n [ ) (
1] - S}
+ > - & 4 2 &
Create a Azure Active  All resources  Universal Print virtual Users Subscriptions Quickstart App Services
resource Directory machines Center
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Tools for Teaching after you verify your academic status.

-

More services

BJ

®


https://portal.azure.com/
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In Azure services, select "Universal printing"

2 Seoh e et e 6 B ©

Home >

& Universal Print

2 search (Ctrl+/) «

@ Overview . .
Manage and monitor your printers
Manage Configure printer settings, view print job history. and monitor the status of your printers and connectors all in one place.
Learn More %
& printers

Printer Shares

a
@ Connectors
e

[
Document conversion (
Monitor

Usage and Reports

~J
Support & Feedback
& Diagnose and solve problems Manage Printers Download Connector View & Download Reports
< submit Feedback Configure printer properties, assign access to Download the Connector software to connect Control your costs by monitoring printer usage
users, and view live printer status. your printers to the cloud even f they don't across your organization. View reports for each
R support have built-in support for Universal Print. printer, and for each user.

Manage Printers Download Connector View & Download Reports

On the left, select “printers”

Home > Un

=1 Universal Print | Printers

rsal Print

Edit columns () Refresh

€ Overview (T Add Fiter_

Manage Search by printer name, manufacturer, or model (case-sensitive
& Printers [ Hame 14 Status Ty Share Status Share Name Last Seen
& Printer Shares [ cancn erint2me © Ready @ Printer Shared Canon Print2Me 4 days ago
& Connectors | © Ready @ Not shared 34 days ago
@ Document conversion (] © Ready @ Printer Shared Test Print@me 4 days ago
f— (mE @ Ready @ Printer Shared Toshiba_printzme & months ago
nitor
2 © Ready © Printer Shared Toshiba_69 26 days ago
@ usage and Reports 0 ! 9
O mmerciaux © Ready @ Not shared 34 days aga
Support & Feedback
[] vosHBa_suppart © Ready @ Not shared 34 days aga
#* Diagnose and solve problems
O vosHiea socal © stopped & Not shared 34 days ago
' submit Feedback -
] @ Ready @ Printer Shared HP_sav & months age
R suppert
o | © Ready © Printer Shared HP_Support & months ago
O 7os © Ready @ Printer Shared Toshiba_accueil 6 months ago
e © Ready & Frinter Shared Copieur_sccugi & months ago

In this list, there are the printers associated with the connector.
Select each of the printers you added to recover the different IDs.

Home > Universal Print >

E TOSHIBA_Commerciaux

O search (Ctrl+7) « () Refresh =5 Share = swap printer < Unregister

&= Qverview

~~ Essentials
Manage Name : TOSHIBA_Commerciaux Printer Share Name
|rl Jobs Printer Id 2d028ee7-6919-4652-a530-3fad02195264 Share 1d
. Model 1 e-STUDIO400AC Series Printer Share Time
& Printer properties
Manufacturer : Toshiba Tec Corporation Printer Share Status : Not shared
Ao iccess control
Last Seen 1 34 days ago Printer Status 1 Ready
€ printer connectors X
Last Seen (UTC) : 2021-08-04 07:32 UTC Printer Status Reasons  : None

Printer Is Accepting Jobs : Yes

This identifier is required when adding the printer to Gespage.
The printerthat will be the Print2me, must be shared. To do this, selectit and click onthe share printer
button.
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Configuration of the MUP agent

In the agent configuration file (conf folder), the following three parameters must be added:
AzureTenantld, AzureClientld and AzureClientSecret with the values recovered when the application
was created in Azure Active Directory:

AzureTenantId=87e074bc-2960-4b41-ac56-XXXXXXXXXXX
AzureClientId=de873028-4094-40de-a9f0-XXXXXXXXXXX
AzureClientSecret=nS5x-8gk~G5bW0j8m-k.U XXXXXXXXX

Configuration on the Gespage administration page

In Gespage, from the Printers menu, click on “Add MUP Printer”

Create your physical printers with the name, the physical address (in the case of a terminal to be
pushed) and its associated ID in Microsoft Universal Printing.

NGe spage
I Printers / Add a new MUP printer
General Cost Compatibility
Name Toshiba_59
IP address 10.0.15.67
MUP ID e2sbbga%-30c3-4td-a980-089ad7955e39

Location
Comments

Volume

Connected terminal - v

Spool type

Create your Print2me MUP printer with its universal printing ID

Configuring the MUP virtual printer
This step enables documents to be paused with the creation of a "TaskDefinition" and a "trigger".

To do so, enter the following parameters in Gespage:

MUP ID is the printer ID located on the printer menu

H Canon Print2ZMe

|/" Search (Ctrl+/) | 5 'f_:‘ Refresh @ Delete Printer Share <= Swap Printer

= Overview .~ Essentials

Manage MName 1 Canon Printzhde

R Jobs Printer Id 1 e5d4b36f-dcaz-484a-85a8-8c79c82fdc00
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Tenant ID (ie Tenant ID), located on the Azure Directory home page.

Dashboard >

i ) CARTADIS | Overview

Azure Active Directory

« + Add @ Manage tenants What's new & Preview features
~
@ overview
Overview Monitaring Tutorials

Preview features

P\j Got feedback?

# Diagnose and solve problems
| £ Search your tenant

Manage
Basic information
ﬂ Users
& Groups Name CARTADIS
85 External Identities
Tenant ID 87e074bc-2060-4b41-ac56-b73bfo108704 [y
4. Roles and administrators
Primary domain i
& Administrative units v cartadis.com
i Enterprise applications License Azure AD Premium P1

The application ID

Display name

GespageTestMUP

B

@h

™ it/ Printers / Add a new print2me MUP printer

Jo @

General Cost

)

&)

0]

- |

1l

IP address

Users 114
Groups 73
Applications 7
Devices 124

Application (client) ID

2863de1c-e337-4ceD-bb4f-669b2e0b6928

Yoo [

.
&

MUP ID

Comments.

Location ‘
Volume ‘

Spool type

Tenant Id ‘ 87e074bc-2960-4b41-ac56-b73bf0 108794

Client Id ‘ 9957debf-e59d-4521-9a1e-081c4afd36d0

Secret Code ‘ 10880-iny_BqBP~v8WEQ3jpTECQFHNaPkqUcYl

User Name ‘ x mencomble@canadis com

Password ‘

=3 B3

The client secret (ie secret code) of the application
Mail and password used on Azure

The Microsoft Azure account (username / password) with admin rights on the printers (required to

create the trigger)
Click on the button “create the trigger”

The result of the creation (Success or error) will be displayed at the top right. Processing may take a

few seconds.
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Once the configuration of the printersis complete, you can launch the “Gespage Print MUP Service.”
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